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LQ�)LJXUH������WKH�WZR�VXEVHW�ODWWLFHV�8��DQG�&�DUH�FRQQHFWHG�YLD���HGJHV��X�φ�WR�F��φ�

X�^D`�WR�F�^D`��X�^E`�WR�F�^E`��DQG�X�^D�E`�WR�F�^D�E`�

�����F�^D�E`

��F�^D` ����������������F�^E`

��F�φ

��������� �X�^D�E`

�X�^D` ���������������X�^E`

���������� X�φ

)LJXUH�������6XEVHW�ODWWLFH�RI���HOHPHQWV�DQG���FODVVHV
�������������������&�FODVV�LV�KLJKHU�WKDQ�8�FODVV

&GHKPKVKQP�������*GVGTQIGPGQWU�&KUVTKDWVGF�5[UVGOU

FRQVLVW�RI�FRPSXWHUV�ZLWK�GLVVLPLODU�RSHUDWLQJ�V\VWHPV�DQG�RU�&38V�ORFDWHG�LQ�GLIIHUHQW
JHRJUDSKLFDO�ORFDWLRQV��ZKHUH�HDFK�KDV�LWV�RZQ�GDWDEDVH�V��DQG�PD\�UXQ�GLIIHUHQW�W\SHV�RI
DSSOLFDWLRQV��>���@
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&GHKPKVKQP�������/WNVKFQOCKP�1TICPK\CVKQPU

�7KH�DXWKRU
V�GHILQLWLRQ�RI�D�0XOWLGRPDLQ�2UJDQL]DWLRQ��0�'�2��LV�

DQ�RUJDQL]DWLRQ�ZLWK�WZR�RU�PRUH�VXE�RUJDQL]DWLRQV�HDFK�RI�ZKLFK�LV�SHUIRUPLQJ�VSHFLILF
WDVN�V��XVLQJ�VHSDUDWH�V\VWHP�V���$OO�V\VWHPV�LQ�DQ�0�'�2�DUH�KHWHURJHQHRXV�GLVWULEXWHG
V\VWHPV�

$�JRRG�H[DPSOH�RI�DQ�0�'�2�LV�D�JRYHUQPHQW�LQ�ZKLFK�VHYHUDO�PLQLVWULHV��GHSDUWPHQWV

RIIHU�GLIIHUHQW�VHUYLFHV��)LJXUH�����VKRZV�D�JRYHUQPHQW�DV�DQ�0�'�2�DQG�LWV�PLQLVWULHV�DV

WKH�VXE�RUJDQL]DWLRQV�

���0�'�2��*RYHUQPHQW�

���,QWHUQDO��������)RUHLJQ����������,QGXVWULDO������0XQLFLSDO����$JULFXOWXUH������&RPPHUFH
�����PLQ��������������PLQ�������������������PLQ���������������PLQ���������������PLQ����������������PLQ�

��������������������������)LJXUH�������0�'�2�ZLWK�LWV�VXE�RUJDQL]DWLRQV

,Q�WKLV�GLVVHUWDWLRQ��WKH�6DXGL�JRYHUQPHQW�ZLOO�EH�FRQVLGHUHG�DV�DQ�H[DPSOH�RI�DQ�0�'�2

ZKHUH�VHSDUDWH�JRYHUQPHQW�GHSDUWPHQWV�KDYH�GLIIHUHQW�GDWDEDVH�V\VWHPV��DQG�WKH\�QHHG�WR

VKDUH�GDWD�GHSHQGLQJ�RQ�VSHFLILF�VHFXULW\�UHTXLUHPHQWV��WKH�GLVVHUWDWLRQ�KHUH�UHIHUV�WR�WKLV

0�'�2�DV�WKH�6DXGL�0�'�2��

&GHKPKVKQP�������5JCTGF�&CVC�KP�/�&�1

7KH�DXWKRU
V�GHILQLWLRQ�RI�VKDUHG�GDWD�LQ�DQ�0�'�2�LV�
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GDWDEDVHV�ILOHV�SURJUDPV�FUHDWHG�E\�V\VWHPV�DGPLQLVWUDWRUV�RI�DQ\�VXE�RUJDQL]DWLRQ�LQ�DQ
0�'�2�

6XFK�GDWD�FRXOG�EH�DFFHVVHG�ZLWK�5HDG�RU�:ULWH�ULJKWV��RU�ERWK��E\�ORFDO�XVHUV�RI�WKDW�VXE

RUJDQL]DWLRQ�DV�ZHOO�DV�UHPRWH�XVHUV�IURP�RWKHU�VXE�RUJDQL]DWLRQV�LQ�WKH�VDPH�0�'�2��6XFK

DFFHVV�ZLOO�UHPRYH�WKH�DEVROXWH�RZQHUVKLS�RI�WKLV�GDWD�IURP�LWV�FUHDWRU��LQVHUW��GHOHWH�

XSGDWH��DQG�ZLOO�PDUN�LW�DV�VKDUHG�GDWD�

��� &RQFHSWXDO�IUDPHZRUN

7KLV�VHFWLRQ�ZLOO�UHYLHZ�UHODWHG�OLWHUDWXUH�DERXW�ODWWLFH�EDVHG�DFFHVV�FRQWURO�PRGHOV�

EHFDXVH�WKHVH�ZLOO�EH�DSSOLHG�LQ�VROYLQJ�WKH�VHFXULW\�UHTXLUHPHQWV�RI�WKH�FDVH�VWXG\��7KH

UHODWLRQVKLSV�EHWZHHQ�FRQILGHQWLDOLW\��DFFHVV�FRQWURO�PRGHOV��DQG�0�'�2V�DUH�WKHQ

GLVFXVVHG��)LQDOO\��EULHI�GHVFULSWLRQV�RI�'*6$�DQG�D�+DMM�FDVH�VWXG\�DUH�JLYHQ�

����� .CVVKEG�OQFGNU

/DWWLFH�PRGHOV�ZHUH�GHYHORSHG�WR�KDQGOH�LQIRUPDWLRQ�IORZ�LQ�FRPSXWHU�V\VWHPV�>����@�

,Q�>���@��6DQGKX�H[DPLQHG�WKH�IROORZLQJ�WZR�ODWWLFH�PRGHOV�WKDW�DUH�XVHG�LQ�JRYHUQPHQW

DV�ZHOO�DV�FRPPHUFLDO�DUHQDV�

���0DQGDWRU\�$FFHVV�&RQWURO��0$&��LQ�WKH�%HOO�/D3DGXOD��%/3��PRGHO

���&KLQHVH�:DOOV�PRGHO

������� 0$&�LQ�%/3�PRGHO

7KH�FRQFHSW�RI�0$&�ZDV�ILUVW��IRUPDOL]HG�E\�%HOO�DQG�/D3DGXOD�>��@��7KH\�GHILQHG�D

PRGHO�FRPPRQO\�FDOOHG�WKH�%/3�PRGHO��%/3�WDNHV�D�WZR�VWHS�DSSURDFK�WR�DFFHVV�FRQWURO

>���@��)LUVW��WKHUH�LV�DQ�DFFHVV�PDWUL[�'��ZKLFK�UHSUHVHQWV�WKH�DFFHVV�ULJKWV�RI�VXEMHFWV
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�SURJUDPV�UXQQLQJ�RQ�EHKDOI�RI�XVHUV��WR�REMHFWV��ILOHV��LQ�D�V\VWHP��7KH�FRQWHQWV�RI�VXFK�D

PDWUL[�FDQ�EH�PRGLILHG�E\�VXEMHFWV��%XW�WKH�RSHUDWLRQV��5HDG�DQG�:ULWH��PXVW�EH�DXWKRUL]HG

E\�WKH�PDQGDWRU\�DFFHVV�FRQWURO�SROLF\��RYHU�ZKLFK�XVHUV��VXEMHFWV��KDYH�QR�FRQWURO��6HFRQG�

WKH�PDQGDWRU\�DFFHVV�FRQWURO�SROLF\�LV�H[SUHVVHG�LQ�WHUPV�RI�XQFKDQJHG�VHFXULW\�ODEHOV

DWWDFKHG�WR�VXEMHFWV�DQG�REMHFWV��HDFK�ODEHO�FRQWDLQV�WZR�SDUWV��VXEMHFW
V�RU�REMHFW
V�VHFXULW\

FODVV���VXEMHFW
V�RU�REMHFW
V�QDPH����7KH�PDQGDWRU\�DFFHVV�UXOHV�JLYHQ�LQ�%/3�DUH�DV�IROORZV�

ZKHUH�λ�VLJQLILHV�WKH�VHFXULW\�ODEHO�RI�WKH�LQGLFDWHG�VXEMHFW�RU�REMHFW�

• 6LPSOH�VHFXULW\�SURSHUW\��VXEMHFW�6�FDQ�UHDG�REMHFW�2�RQO\�LI�λ�6���≥�λ�2��

• 
�SURSHUW\��VXEMHFW�6�FDQ�ZULWH�REMHFW�2�RQO\�LI�λ�6���≤��λ�2��

5HDG�DFFHVV�LPSOLHV�D�IORZ�IURP�REMHFW�WR�VXEMHFW��KHQFH�WKH�UHTXLUHPHQW�WKDW�λ�6��≥�λ�2��

:ULWH�DFFHVV�FRQYHUVHO\�LPSOLHV�D�IORZ�IURP�VXEMHFW�WR�REMHFW��KHQFH�WKH�UHTXLUHPHQW�WKDW

λ�6��≤�λ�2��

:LWK�VXFK�UXOHV�LQ�PLQG��LW�LV�SRVVLEOH�IRU�0$&�WR�VXSSRUW�0/6��0XOWLOHYHO�6HFXULW\��

ZKHUH�HDFK�XVHU�EHORQJV�WR�D�VHFXULW\�FODVV��8QFODVVLILHG��8���&RQILGHQWLDO��&���6HFUHW��6��

7RS�6HFUHW��76����,Q�DGGLWLRQ��HYHU\�XVHU�PD\�KDYH�GLIIHUHQW�VXEMHFWV�WR�LQYRNH���$�XVHU�FDQ

KDYH�VXEMHFWV�ZLWK�WKH�VDPH�VHFXULW\�FODVV�DV�KLV�RU�ORZHU��7KXV��D�XVHU�FDQ�DFFHVV�WKH�VDPH

REMHFW�ZLWK�GLIIHUHQW�DFFHVV�ULJKWV�GHSHQGLQJ�RQ�WKH�VXEMHFW�KH�LQYRNHG�

$V�VKRZQ�LQ�)LJXUH������D�ODWWLFH
V�FDWHJRU\�GRPLQDWHV�DQRWKHU�LI�FRPSDUWPHQWV�RI�WKH

IRUPHU�DUH�D�VXSHUVHW�RI�WKH�ODWWHU��+HQFH��GHSHQGLQJ�RQ�LWV�ODEHO��DQ�6�VXEMHFW�FDQ�5HDG�

:ULWH�WKH�FDWHJRU\�WKDW�KDV�D�VLPLODU�ODEHO�WR�WKH�VXEMHFW
V��FDQ�5HDG�RQO\�VRPH�FDWHJRULHV

WKDW�DUH�GRPLQDWHG�E\�WKLV�ODEHO��ZKLOH�LW�FDQ�:ULWH�RQO\�WR�FDWHJRULHV�WKDW�GRPLQDWH�WKLV

ODEHO�
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�����7RS�6HFUHW �������6�^$�%`

�������6HFUHW ������� ���������
�������6�^$` �6�^%`

��&RQILGHQWLDO

�����GRPLQDQFH����FDQ�IORZ����������8QFODVVLILHG �����������6�^`
≥

�����������������������������������)LJXUH�������%/3�PRGHO

������� &KLQHVH�:DOOV�PRGHO

7KH�&KLQHVH�:DOOV�SROLF\�DULVHV�LQ�WKH�ILQDQFLDO�VHJPHQW�RI�WKH�FRPPHUFLDO�VHFWRU�

ZKLFK�SURYLGHV�FRQVXOWLQJ�VHUYLFHV�WR�RWKHU�FRPSDQLHV��7KH�SROLF\�ZDV�LGHQWLILHG�E\�%UHZHU

DQG�1DVK�>���@��7KH�REMHFWLYH�RI�WKH�&KLQHVH�:DOOV�SROLF\�LV�WR�SUHYHQW�LQIRUPDWLRQ�IORZV�WKDW

FDXVH�FRQIOLFW�RI�LQWHUHVW�IRU�D�FRQVXOWDQW�>���@��,I�D�FRQVXOWDQW�FRPSDQ\�KDV�LQIRUPDWLRQ

DERXW�VRPH�EDQNV�DQG�RLO�FRPSDQLHV��WKHQ�WKHUH�DUH�WZR�FRQIOLFW�RI�LQWHUHVW��&2,��FODVVHV�

RQH�IRU�EDQNV�DQG�DQRWKHU�IRU�RLO�FRPSDQLHV��$Q\�FRQVXOWDQW�FDQ�DFFHVV�LQIRUPDWLRQ�RQO\

DERXW�RQH�GDWD�VHW�IURP�HDFK�FODVV��IRU�H[DPSOH��KH�VKH�FDQ�DFFHVV�LQIRUPDWLRQ�DERXW�RQH

EDQN�DQG�RQH�RLO�FRPSDQ\�

6DQGKX�VKRZHG�LQ�KLV�SDSHU�>����@�WKDW�WKH�&KLQHVH�:DOOV�SROLF\�FDQ�EH�UHSUHVHQWHG

E\�D�%/3�PRGHO�E\�PDLQWDLQLQJ�D�FDUHIXO�GLVWLQFWLRQ�EHWZHHQ�XVHUV��SULQFLSDOV��DQG�VXEMHFWV�

(DFK�REMHFW��LV�DVVRFLDWHG�ZLWK�DQ�Q�HOHPHQW�YHFWRU�>L��L������LQ@�ZKHUH�HDFK�LN�∈�&2,N�RU�LN� 

⊥�IRU�N� ����Q�DQG�⊥� �QXOO����6R�LI�D�V\VWHP�KDV�IRXU�&2,�FODVVHV��Q� �����DQG�DQ�REMHFW

FRQWDLQV�LQIRUPDWLRQ�IURP�FRPSDQ\���LQ�&2,��DQG�FRPSDQ\���LQ�&2,���WKHQ�LW�LV�ODEHOHG
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>⊥���⊥��@��,Q�WKH�SUHYLRXV�H[DPSOH��LI�HDFK�&2,�FODVV�KDV�WZR�GDWD�VHWV��WKHQ�WKH�&KLQHVH

:DOOV�PRGHO�FRXOG�KDYH�D�ODWWLFH��DV�LQ�)LJXUH������ZKHUH�>%$1.�2,/�&2@�LV�WKH�REMHFW·V

YHFWRU�ZKLFK�LQGLFDWHV�ZKDW�LQIRUPDWLRQ�HDFK�REMHFW�KDV�

6<6+,*+

����>���@���>���@���>���@��>���@

���>��⊥@���>⊥��@���>⊥��@���>��⊥@

�������������������>⊥�⊥@

�����������������������)LJXUH������&KLQHVH�:DOOV�PRGHO

6<6+,*+�REMHFWV�WKDW�YLRODWH�WKH�&KLQHVH�:DOOV�SROLF\�FDQ�EH�DFFHVVHG�E\�WKH�VHFXULW\

DGPLQLVWUDWRU�RQO\�

����� %QPHKFGPVKCNKV[�KP�/WNVKFQOCKP�QTICPK\CVKQPU

6LQFH�LQIRUPDWLRQ�FRXOG�EH�UHODWHG�LQ�GLIIHUHQW�V\VWHPV�RI�DQ�0�'�2��WKH�GHPDQG

IRU�GDWD�VKDULQJ�EHWZHHQ�WKRVH�V\VWHPV�FRXOG�EH�KLJK�>���@��7KH�PDMRU�VHFXULW\�REMHFWLYH�LQ

VKDULQJ�GDWD�EHWZHHQ�V\VWHPV�RI�DQ�0�'�2�LV�FRQILGHQWLDOLW\��EHFDXVH�

• &UHDWRUV�RI�ILOHV�WKDW�QHHG�WR�EH�VKDUHG�ORVH�DEVROXWH�RZQHUVKLS��VLQFH�RWKHU�XVHUV�PD\
 
 XSGDWH�WKH�UHFRUGV�RI�WKHVH�ILOHV��7KLV�PDNHV�VKDUHG�GDWD�HYHQ�PRUH�YDOXDEOH�DQG
 
 UHTXLUHV�SUHYHQWLRQ�IURP�XQDXWKRUL]HG�DFFHVV�DQG�DXWKRUL]DWLRQ�YLRODWLRQV�
 

• 6\VWHPV�XVH�GLIIHUHQW�KDUGZDUH��RSHUDWLQJ�V\VWHPV��DQG�GDWDEDVH�PDQDJHPHQW�V\VWHPV
 
 ��'%06���VRPH�RI�ZKLFK�PD\�QRW�VXSSRUW�DOO�VHFXULW\�SROLFLHV�DQG�UHTXLUHPHQWV��7KLV
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 FRXOG�OHDG�WR�WKH�XVH�RI�LQDSSURSULDWH�VHFXULW\�PHDVXUHV�WR�KDQGOH�WKH�PLVVLQJ�SROLF\�RU
 
 UHTXLUHPHQW��ZKLFK�PD\�FDXVH�DXWKRUL]DWLRQ�YLRODWLRQ�>���@�
 
 )RU�H[DPSOH��LI�V\VWHP�$�UHTXLUHV�PXOWLOHYHO�DFFHVV�FRQWURO�RQ�LWV�VKDUHG�ILOHV�DQG
 
 V\VWHP�%�GRHV�QRW�VXSSRUW�0/6��WKHQ�V\VWHP�%�PD\�XVH�DQ�LQDSSURSULDWH�PHWKRG�WR
 
 DVVLJQ�VHFXULW\�FODVVHV�RU�ODEHOV�WR�LWV�XVHUV�ZKR�QHHG�WR�DFFHVV�V\VWHP�$·V�VKDUHG�ILOHV�
 
 6XFK�D�PHWKRG�FRXOG�OHDG�WR�DXWKRUL]DWLRQ�YLRODWLRQV�RI�VKDUHG�GDWD�
 

• 6HULRXV�GHFLVLRQV�FRXOG�EH�WDNHQ�GHSHQGLQJ�RQ�LQIRUPDWLRQ�JDWKHUHG�IURP�D�VKDUHG�ILOH

������RU�D�FRPELQDWLRQ�RI�VKDUHG�ILOHV��7KXV��FRQILGHQWLDOLW\�RI�WKRVH�ILOHV�PXVW�EH�VWURQJO\

������PDLQWDLQHG�

������� 6HFXULW\�WKUHDWV�LQ�PXOWLGRPDLQ�RUJDQL]DWLRQV

,Q�0�'�2V��WKH�PDLQ�WKUHDWV�WKDW�FRQFHUQ�WKH�VHFXULW\�DGPLQLVWUDWRUV�DQG�WKH

VHFXULW\�DUFKLWHFWV�DUH�

�� 8QDXWKRUL]HG�DFFHVV�WR�WKH�V\VWHPV�
 
�� $XWKRUL]DWLRQ�YLRODWLRQ��$�SHUVRQ�DXWKRUL]HG�WR�XVH�D�V\VWHP�IRU�RQH�SXUSRVH�XVHV�LW�IRU
 
 DQRWKHU�SXUSRVH�
 
�� ,QIRUPDWLRQ�OHDNDJH�
 
�� ,QWHUFHSW�DOWHU��$�FRPPXQLFDWHG�GDWD�LWHP�LV�FKDQJHG��REVHUYHG��GHOHWHG��RU�VXEVWLWXWHG

������ZKLOH�LQ�WUDQVLW�

7KH�GHPDQG�LV�KLJK�IRU�D�VHFXULW\�DUFKLWHFWXUH�WKDW�KHOSV�0�'�2V�SHUIRUP�GDWD�VKDULQJ

DQG�GDWD�WUDQVIHU�ZLWK�UHGXFHG�WKUHDWV�ZKHQ�XVLQJ�PXOWLSOH�VHFXULW\�UHTXLUHPHQWV�
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���������6HFXULW\�DUFKLWHFWXUHV�IRU�FRQILGHQWLDOLW\��LQ�0�'�2

,Q�DQ�0�'�2�ZLWK�GLIIHUHQW�V\VWHPV��HDFK�V\VWHP�FRXOG�EH�DSSO\LQJ�D�GLIIHUHQW

DFFHVV�FRQWURO�SROLF\�>���@��,Q�RUGHU�IRU�WKRVH�V\VWHPV�WR�VKDUH�GDWD�ZLWKRXW�YLRODWLQJ�WKH

FRQILGHQWLDOLW\�RI�DQ\�V\VWHP�RU�LWV�VKDUHG�GDWD��D�VHFXULW\�DUFKLWHFWXUH�PXVW�EH�DGRSWHG�E\

WKH�0�'�2��7KLV�DUFKLWHFWXUH�PXVW�

• &RQWDLQ�D�FRPPXQLFDWLRQ�QHWZRUN�FDSDEOH�RI�DOORZLQJ�V\VWHPV�WR�FRPPXQLFDWH�HDVLO\�

������UHJDUGOHVV�RI�HDFK�V\VWHP·V�KDUGZDUH�DQG�VRIWZDUH�

• ,QYHQW�RU�UHXVH�GDWD�VKDULQJ�PHFKDQLVPV�EHWZHHQ�V\VWHPV�
 

• 6XSSRUW�VHFXULW\�UHTXLUHPHQWV�DQG�SROLFLHV�RI�LQGLYLGXDO�V\VWHPV�
 

• 0DLQWDLQ�FRQILGHQWLDOLW\�RI�VKDUHG�GDWD�EHWZHHQ�V\VWHPV�

����� &)5#

'*6$�ZDV�GHYHORSHG�E\�WKH�'HIHQVH�,QIRUPDWLRQ�6\VWHPV�6HFXULW\�3URJUDP�

,W�LV�RQH�RI�WKH�IHZ�DUFKLWHFWXUHV�WKDW�VXSSRUWV�GDWD�VKDULQJ�GDWD�WUDQVIHUULQJ�EHWZHHQ

GLVWULEXWHG�KHWHURJHQHRXV�V\VWHPV��7KH�EDVLF�LGHD�RI�'*6$�LV�WR�FUHDWH�LQIRUPDWLRQ

GRPDLQV�EHWZHHQ�WZR�GLVWULEXWHG�V\VWHPV��$Q�LQIRUPDWLRQ�GRPDLQ�FRQVLVWV�RI�WKH�IROORZLQJ�

• $�VHW�RI�LQIRUPDWLRQ�REMHFWV�
• $�VHW�RI�PHPEHUV�
• $�VHFXULW\�SROLF\�WKDW�UHJXODWHV�DFFHVV�WR�WKH�GRPDLQ�

$�GRPDLQ·V�LQIRUPDWLRQ�REMHFWV�DUH�WKH�GDWDEDVHV�ILOHV�SURJUDPV�RI�RQH�V\VWHP�WKDW

QHHG�WR�EH�VKDUHG�ZLWK�RU�WUDQVIHUUHG�WR�RWKHU�GRPDLQV��$�GRPDLQ·V�PHPEHUV�UHSUHVHQW�WKH

V\VWHPV
�XVHUV�ZKR�DUH�DOORZHG�WR�DFFHVV�WKH�GRPDLQ
V�REMHFWV�GHSHQGLQJ�RQ�WKH�GRPDLQ
V

VHFXULW\�SROLF\��,W�LV�VKRZQ�KHUH�WKDW�'*6$�FDQQRW�GLUHFWO\�VXSSRUW�WKH�WKUHH�FRQILGHQWLDOLW\
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UHTXLUHPHQWV�RI�WKH�6DXGL�0�'�2�RU�DQ\�ODWWLFH�PRGHO��+RZHYHU��LW�LV�SRVVLEOH�WR�GHYHORS�D

VHW�RI�H[WHQVLRQV�WR�LW�WR�VXSSRUW�WKHVH�UHTXLUHPHQWV�DQG�DOO�ODWWLFH�PRGHOV�

����� 6JG�ECUG�UVWF[��9J[�*CLL!

7KH�FDVH�WKDW�ZLOO�EH�XVHG�LQ�WKLV�GLVVHUWDWLRQ�LV�DERXW�DQ�0�'�2�VXFK�DV�WKH�6DXGL

$UDELDQ�JRYHUQPHQW��ZKHUH�GLIIHUHQW�PLQLVWULHV��)RUHLJQ��)���,QWHUQDO��,���+DMM�RU�SLOJULPDJH

�+���DUH�ZRUNLQJ�WRJHWKHU�WRZDUG�D�FRPPRQ�JRDO�GXULQJ�WKH�SLOJULPDJH�VHDVRQ�

7KH�UHDVRQV�IRU�FKRRVLQJ�+DMM�DV�WKH�FDVH�VWXG\�LQ�WKLV�GLVVHUWDWLRQ�DUH�

�� ,W�LV�D�JRRG�H[DPSOH�RI�DQ�0�'�2�ZLWK�GLVWULEXWHG�V\VWHPV�WKDW�QHHG�WR�VKDUH�UHODWHG
 
 GDWD�
 
�� ,W�LV�D�UHDO�H[DPSOH�ZKHUH�HYHU\�PLQLVWU\�
 

• LV�XVLQJ�UHDO�GDWD�
 

• KDV�UHDO�XVHUV�
 

• KDV�UHDO�VHFXULW\�UHTXLUHPHQWV�
 

• DSSOLHV�UHDO�DFFHVV�FRQWURO�SROLFHV�DQG�VHFXULW\�PRGHOV
 

• ZDQWV�WR�VKDUH�UHDO�GDWD�ZLWK�WKH�PLQLVWULHV�
 
�� 7KH�+DMM�H[DPSOH�KDV�YDULRXV�VHFXULW\�UHTXLUHPHQWV�RI�LQWHUHVW�WKDW�SURYLGH�GLIIHUHQW

������VWDJHV�RI�FRPSOH[LW\��7KHVH�UHTXLUHPHQWV�FRQFHUQ�FRQILGHQWLDOLW\�RI�GDWD�WKDW�ZLOO�EH

������VKDUHG�EHWZHHQ�WKH�WKUHH�V\VWHPV�LQ�WKLV�0�'�2�

7KH�DXWKRU�WUDYHOHG�WR�6DXGL�$UDELD�DQG�PHW�ZLWK�RIILFLDOV�IURP�WKH�WKUHH�PLQLVWULHV��)�,�+�

DQG�VXPPDUL]HG�WKHLU�VHFXULW\�QHHGV��$�GHWDLOHG�H[SODQDWLRQ�DERXW�WKH�FDVH�VWXG\�ZLOO�EH

JLYHQ�LQ�&KDSWHU���
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����� 1VJGT�GZCORNGU

$QRWKHU�H[DPSOH�RI�DQ�0�'�2�LV�WKH�8QLWHG�6WDWHV�*RYHUQPHQW��ZKLFK�KDV�WKH

QHWZRUN�EHWZHHQ�WKH�86�1DY\�V\VWHP��)HGHUDO�'UXJ�,QWHUGLFWLRQ�V\VWHP��&HQWUDO

,QWHOOLJHQFH�$JHQF\��&,$��V\VWHP��DQG�)HGHUDO�%XUHDX�RI�,QYHVWLJDWLRQ��)%,��V\VWHP�>���@�

$OO�IRXU�V\VWHPV�QHHG�WR�VKDUH�DQG�WUDQVIHU�GDWD�UHJDUGLQJ�LOOHJDO�GUXJ�DFWLYLWLHV��7R�H[WHQG

WKH�VHFXULW\�UHTXLUHPHQWV�WR�GDWD�VKDULQJ�DQG�GDWD�WUDQVIHU�EHWZHHQ�WKHVH�V\VWHPV��WKH

VHFXULW\�DGPLQLVWUDWRUV�RI�WKRVH�V\VWHPV�PLJKW�UHTXHVW�0/6�RU�&KLQHVH�:DOOV�VHFXULW\�RQ

VRPH�ILOHV�EHIRUH�WKH\�FDQ�EH�VKDUHG�RU�WUDQVIHUUHG�

��� 6WDWHPHQW�RI �WKH�SUREOHP

,Q�VRPH�0�'�2V��LW�LV�SRVVLEOH�WR�KDYH�D�VLWXDWLRQ�LQ�ZKLFK�GLIIHUHQW�VHFXULW\

UHTXLUHPHQWV�WKDW�VXSSRUW�FRQILGHQWLDOLW\�DUH�QHHGHG�LQ�RUGHU�WR�DOORZ�GDWD�VKDULQJ�EHWZHHQ

GLIIHUHQW�VHFWRUV�RI�WKDW�0�'�2��:KHQ�HDFK�RQH�RI�WKRVH�UHTXLUHPHQWV�SHUWDLQV�WR

LQIRUPDWLRQ�IORZ��LW�LV�LPSRUWDQW�WR�NQRZ�LI�LW�LV�SRVVLEOH�WR�PDLQWDLQ�GDWD�VKDULQJ�XVLQJ�WKRVH

UHTXLUHPHQWV�E\�ODWWLFH�PRGHOV�

0HDQZKLOH��'*6$�LV�GHVLJQHG�WR�SURYLGH�GDWD�VKDULQJ�DQG�GDWD�WUDQVIHU�EHWZHHQ

GLVWULEXWHG�KHWHURJHQHRXV�V\VWHPV�LQ�DQ\�0�'�2��%XW�LQ�LWV�SXUH�IRUP��'*6$�FDQQRW

VXSSRUW�DQ\�VHFXULW\�UHTXLUHPHQW�WKDW�UHTXLUHV�ODWWLFH�PRGHO��+RZHYHU��+LOERUQ�GHYHORSHG�D

'*6$�VFKHPH�WKDW�VROYHV�WKLV�SUREOHP��2QH�PDMRU�SUREOHP�RI�KLV�VFKHPH�LV�WKDW�LW�LV�QRW

VFDOHDEOH�ZLWK�UHVSHFW�WR�WKH�VL]H�RI�WKH�ODWWLFH�
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��� 6XPPDU\�RI �FRQWULEXWLRQV

7KLV�GLVVHUWDWLRQ�VKRZV�WKDW�ZKHQ�GLIIHUHQW�FRQILGHQWLDOLW\�UHTXLUHPHQWV��SHUWDLQLQJ

WR�LQIRUPDWLRQ�IORZ��DUH�QHHGHG�LQ�FRPSOH[�GDWD�VKDULQJ�VLWXDWLRQV��LW�LV�SRVVLEOH�WR�PDLQWDLQ

GDWD�VKDULQJ�XQGHU�WKRVH�UHTXLUHPHQWV�E\�XVLQJ�ODWWLFH�PRGHOV��,Q�DGGLWLRQ��WKH�GLVVHUWDWLRQ

GHPRQVWUDWHV�WKDW�LW�SRVVLEOH�WR�GHYHORS�DQ�H[WHQGHG�'*6$�VFKHPH�WKDW�LV�FDSDEOH�RI

VXSSRUWLQJ�DQ\�ODWWLFH�PRGHO�UHTXLUHPHQW�DQG�LV�VFDOHDEOH�ZLWK�UHVSHFW�WR�WKH�ODWWLFH
V�VL]H�

,Q�VXPPDU\��WKH�FRQWULEXWLRQV�KHUH�DUH�WKH�IROORZLQJ�

���'HILQLWLRQ�DQG�DQDO\VLV�RI�WKH�FDVH�VWXG\
V�FRQILGHQWLDOLW\�UHTXLUHPHQWV�RI�VKDUHG�GDWD��DQG

�����WKHLU�UHSUHVHQWDWLRQV�LQ�ODWWLFH�PRGHOV�

���([WHQVLRQ�RI�'*6$�WKURXJK�VHWV�RI�DGGLWLRQV�WR�WKH�RULJLQDO�LQDGHTXDWH�DUFKLWHFWXUH�LQ

����RUGHU�WR�GHYHORS�D�VFKHPH�WKDW�LV�FDSDEOH�RI�VXSSRUWLQJ�ODWWLFH�PRGHO�UHTXLUHPHQWV�DV�ZHOO

����DV�EHLQJ�VFDOHDEOH�WR�WKH�VL]H�RI�WKH�ODWWLFH�

��� 2UJDQL]DWLRQ�RI �WKH�GLVVHUWDWLRQ

7KH�GLVVHUWDWLRQ�FRQVLVWV�RI�ILYH�FKDSWHUV�DQG�RQH�DSSHQGL[��&KDSWHU�WZR�FRQVLGHUV

WKH�6DXGL�JRYHUQPHQW�DV�D�UHDO�H[DPSOH�RI�DQ�0�'�2��,W�LOOXVWUDWHV�FRPSOHWH�GHILQLWLRQV�RI

V\VWHPV�LQYROYHG�LQ�+DMM�DQG�KRZ�WKH\�EHFDPH�SDUWV�RI�WKH�6DXGL�0�'�2��7KH

FRQILGHQWLDOLW\�UHTXLUHPHQWV�RI�WKRVH�V\VWHPV��1R�REOLJDWLRQ�DFFHVV�VHFXULW\��0/6��DQG

&KLQHVH�:DOOV�VHFXULW\��DUH�GLVFXVVHG�EULHIO\�LQ�WKLV�FKDSWHU�

&KDSWHU�WKUHH�GHDOV�ZLWK�WKH�FRQILGHQWLDOLW\�UHTXLUHPHQWV�RI�WKH�6DXGL�0�'�2

GLVFXVVHG�LQ�FKDSWHU�WZR��7KLV�FKDSWHU�DQDO\]HV�HDFK�UHTXLUHPHQW�LQ�GHSWK��7KHQ�LW�VKRZV

KRZ�WKDW�UHTXLUHPHQW�FRXOG�EH�VDWLVILHG�E\�EXLOGLQJ�D�ODWWLFH�PRGHO�IRU�LW��)LQDOO\��WKH�FKDSWHU
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GHPRQVWUDWHV�WKH�LQIRUPDWLRQ�IORZ�SROLFHV�XVLQJ�WKH�WKUHH�UHTXLUHPHQWV�IRU�HDFK�V\VWHP�RI

WKH�6DXGL�0�'�2�

&KDSWHU�IRXU�JLYHV�D�FRPSOHWH�DQDO\VLV�DERXW�SXUH�'*6$�DQG�WKH�UHDVRQV�EHKLQG�LWV

IDLOXUH�WR�VXSSRUW�ODWWLFH�EDVHG�UHTXLUHPHQWV�RI�DQ�0�'�2��,Q�DGGLWLRQ��WKH�FKDSWHU�H[DPLQHV

+LOERUQ
V�VFKHPH�DQG�LWV�SUREOHPV��WKHQ�LW�LQWURGXFHV�DQ�H[WHQGHG�'*6$�VFKHPH�WKDW�LV

FDSDEOH�RI�VXSSRUWLQJ�ODWWLFH�UHTXLUHPHQWV�DV�ZHOO�DV�EHLQJ�VFDOHDEOH�ZLWK�UHVSHFW�WR�WKH�VL]H

RI�WKH�ODWWLFH��)LQDOO\��WKH�FKDSWHU�GLVFXVVHV�DSSO\LQJ�WKH�H[WHQGHG�'*6$�VFKHPH�WR�HDFK

UHTXLUHPHQW�RI�WKH�6DXGL�0�'�2�

7KH�GLVVHUWDWLRQ�FRQFOXGHV�LQ�FKDSWHU�ILYH��ZKLOH�$SSHQGL[�$�LOOXVWUDWHV�'*6$

WHFKQLFDO�VSHFLILFDWLRQV�
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�����7KH�+DMM�FDVH�VWXG\

��� ,QWURGXFWLRQ

7KH�+DMM��RU�SLOJULPDJH��LV�RQH�RI�WKH�ILYH�UHTXLUHG�WDVNV�LQ�,VODP��(YHU\�DGXOW

0RVOHP�PXVW�SHUIRUP�WKH�+DMM�DW�OHDVW�RQFH�LQ�KLV�KHU�OLIHWLPH�>����@��7KH�VWRU\�RI

SLOJULPDJH�JRHV�EDFN�WR�WKH�HDUO\�,VODPLF�DJH��ZKHQ�SURSKHW�0RKDPPHG��PD\�SHDFH�EH

XSRQ�KLP��FDPH�EDFN�WR�0DNNDK�ZLWK�KLV�IROORZHUV�DIWHU�GHIHDWLQJ�WKHLU�HQHPLHV��7KH

MRXUQH\�ZDV�FDOOHG��SLOJULPDJH�WR�0DNNDK��

6LQFH�WKDW�WLPH������$&���HYHU\�\HDU�D�ODUJH�QXPEHU�RI�0XVOLPV�FRPH�IURP�DOO�RYHU

WKH�ZRUOG�WR�0DNNDK�LQ�6DXGL�$UDELD�WR�SHUIRUP�+DMM�LQ�FHUWDLQ�SODFHV�GXULQJ�FHUWDLQ�WLPHV�

7KH�JRYHUQPHQW�RI�6DXGL�$UDELD�DQQXDOO\�VSHQGV�PLOOLRQV�RI�GROODUV�RQ�SURMHFWV�WKDW�ZLOO

HQVXUH�WKH�VDIHW\�DQG�FRPIRUW�RI�DOO�SLOJULPV��7KUHH�PDMRU�JRYHUQPHQW�PLQLVWULHV�FUHDWH�DQG

SURFHVV�+DMM�GDWD�VHSDUDWHO\�LQ�WKHLU�V\VWHPV��6KDULQJ�RI�+DMM�UHODWHG�GDWD�EHWZHHQ�WKHVH

PLQLVWULHV�LV�FXUUHQWO\�GRQH�PDQXDOO\��7KHUH�DUH�PDQ\�EHQHILWV�IURP�VKDULQJ�GDWD

HOHFWURQLFDOO\��)RU�H[DPSOH��FXUUHQWO\�D�XVHU�LQ�HDFK�V\VWHP�HQWHUV�WKH�SHUVRQDO�GDWD�RI�HYHU\

SLOJULP��EXW�WKHVH�GDWD�FRXOG�EH�FDSWXUHG�RQFH�DW�WKH�)�V\VWHP��ZKHQ�D�SLOJULP�DSSOLHV�IRU

+DMM�YLVD��DQG�WUDQVIHUUHG�ODWHU�WR�,�DQG�+�V\VWHPV��%XW�GXH�WR�WKH�VHQVLWLYLW\�RI�VRPH�GDWD

DQG�WKH�FRPPRQ�UHTXLUHPHQW�IURP�RIILFLDOV�RI�QRW�VKDULQJ�DOO�GDWD��WKHUH�LV�D�QHHG�IRU�D

WUXVWHG�HQYLURQPHQW�WKDW�SURYLGHV�LQWHURSHUDELOLW\�EHWZHHQ�YDULRXV�JRYHUQPHQW�PLQLVWULHV

ZKLOH�HQVXULQJ�FRQILGHQWLDOLW\�RI�VKDUHG�GDWD��7R�VWXG\�WKH�IHDVLELOLW\�RI�HVWDEOLVKLQJ�VXFK�DQ
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HQYLURQPHQW��WKH�DXWKRU�FROOHFWHG�GDWD�UHJDUGLQJ�WKH�FRQILGHQWLDOLW\�UHTXLUHPHQWV�RI�WKH

WKUHH�6DXGL�PLQLVWULHV�GLUHFWO\�IURP�WKH�VRXUFHV�WKURXJK�LQWHUYLHZV�

7KLV�FKDSWHU�LV�RUJDQL]HG�DV�IROORZV��6HFWLRQ�WZR�SURYLGHV�D�EDFNJURXQG�DERXW�WKH

VHUYLFHV�RIIHUHG�E\�WKH�6DXGL�JRYHUQPHQW�GXULQJ�+DMM��6HFWLRQ�WKUHH�LQWURGXFHV�WKH�6DXGL

JRYHUQPHQW�DV�DQ�0�'�2�FRQVLVWLQJ�RI�WKUHH�VXE�RUJDQL]DWLRQV��)�,�+��ZKLFK�QHHG�WR�VKDUH

GDWD�UHODWHG�WR�+DMM��6HFWLRQ�IRXU�SUHVHQWV�+DMM�GDWD�WKDW�HDFK�V\VWHP�LQ�WKH�6DXGL�0�'�2�LV

ZLOOLQJ�WR�VKDUH�DQG�WKH�WKUHH�FRQILGHQWLDOLW\�UHTXLUHPHQWV�XQGHU�ZKLFK�WKHVH�GDWD�FDQ�EH

XVHG��6HFWLRQ�ILYH�FRQFOXGHV�WKLV�FKDSWHU�

��� 6HUYLFHV�RIIHUHG�E\�WKH�6DXGL�JRYHUQPHQW�GXULQJ�+DMM

)RU�WKH�SDVW����FHQWXULHV��SLOJULPV�FDPH�WR�0DNNDK�HYHU\�\HDU�GXULQJ�+DMM�PRQWK

ZLWK�QR�UHVWULFWLRQV�RU�YLVD�RU�DQ\�NLQG�RI�SHUPLW��DQG�WKHLU�WRWDO�QXPEHU�DYHUDJHG�EHWZHHQ

�������DQG��������DQQXDOO\�>����@��0RVW�FDPH�ZLWK�FRQYR\V�WKDW�VSHQW�PRQWKV�WUDYHOLQJ�RQ

VHD�DQG�ODQG��$V�WKH�QXPEHU�RI�0XVOLPV�LQFUHDVHG�DQG�PHWKRGV�RI�WUDQVSRUWDWLRQ�PDGH�LW

HDVLHU�DQG�PRUH�DIIRUGDEOH�WR�WUDYHO��WKH�WRWDO�QXPEHU�RI��SLOJULPV�LQFUHDVHG����WLPHV��ZKHUH

LW�LV�FXUUHQWO\�DYHUDJLQJ�EHWZHHQ�����������DQG�����������SLOJULPV�SHU�\HDU�>����@��)LJXUH����

VKRZV�WKLV�JURZWK�DV�ZHOO�DV�WKH�SHUFHQWDJH�RI�SLOJULPV�E\�UHJLRQ�
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��������7RWDO��E\������ ����3HUFHQWDJH��E\�UHJLRQV�����

����������������������)LJXUH������SLOJULP�WRWDO�DQG�GLVWULEXWLRQ

7R�SURYLGH�EHWWHU�VHUYLFHV�WR�SLOJULPV��LQ�WKH�����V�WKH�6DXGL�JRYHUQPHQW

HVWDEOLVKHG�UXOHV�DQG�UHJXODWLRQV�WKDW�NHHS�WKH�QXPEHU�RI�SLOJULPV�LQ�EDODQFH�ZLWK�WKH

VHUYLFHV�DYDLODEOH�DQG�VROYH�WKH�SUREOHP�RI�SLOJULPV�EHFRPLQJ�LOOHJDO�LPPLJUDQWV��HVSHFLDOO\

DIWHU�6DXGL�$UDELD�EHFDPH�D�YHU\�DWWUDFWLYH�SODFH�WR�ZRUN�GXH�WR�WKH�ZHDOWK�IURP�RLO�VDOHV�

6RPH�RI�WKHVH�UXOHV�DQG�UHJXODWLRQV�DUH�>����@�

���&RQWUROOLQJ�WKH�QXPEHU�RI�SLOJULPV�IURP�HDFK�FRXQWU\�WR�������IRU�HDFK�PLOOLRQ�RI�WKH

����0XVOLP�SRSXODWLRQ�LQ�WKDW�FRXQWU\��DSSOLHG�VLQFH�������

���5HJXODWLQJ��WKH�HQWUDQFH�WR�6DXGL�$UDELD�IRU�SLOJULPDJH�E\�UHTXLULQJ�D�YLVD�IRU�WKH�+DMM

����SHULRG�

���7DNLQJ�WKH�SLOJULP·V�SDVVSRUW�RQFH�KH�VKH�DUULYHV�DW�WKH�DLUSRUW�VHDSRUW�DQG�JLYLQJ�LW�EDFN

����WR�KLP�KHU�DW�GHSDUWXUH�GD\�DW�WKH�DLUSRUW�VHDSRUW�

���/LPLWLQJ�WKH�WUDYHO�RI�SLOJULPV�LQ�6DXGL�$UDELD�WR�RQO\�WKRVH�SODFHV�LQ�WKH�SLOJULPDJH

����MRXUQH\�

���3URYLGLQJ�ZHOO�WUDLQHG�JXLGHV��PXWDXIV��ZRUNLQJ�DW�+DMM�VHUYLFH�RIILFHV�WR�WDNH�FDUH�RI

����SLOJULPV
�QHHGV�
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���(VWDEOLVKLQJ�VSHFLDO�ILUH�DQG�UHVFXH�WHDPV�LQ�FURZGHG�DUHDV�

���,QFUHDVLQJ�WKH�QXPEHU�RI�SROLFH�WR�FRQWURO�WKH�WUDIILF�DQG�HQVXUH�WKH�VDIHW\�RI�SLOJULPV�

���(VWDEOLVKLQJ�VSHFLDO�KRVSLWDOV�DQG�FOLQLFV�IRU�SLOJULPV�ZLWK�FRQWDJLRXV�GLVHDVHV�

2QFH�D�SLOJULP�DUULYHV�LQ�-HGGDK��KH�RU�VKH�ZLOO�JR�WKURXJK�LPPLJUDWLRQ��ZKHUH�KLV�RU

KHU�QDPH��SDVVSRUW�QXPEHU��DQG�RWKHU�LQIRUPDWLRQ�DUH�HQWHUHG�LQWR�WKH�LPPLJUDWLRQ�V\VWHP�

$OO�DUULYLQJ�SLOJULPV�DUH�WKHQ�WUDQVIHUUHG�WR�WKH�+DMM�KDOO�WR�EH�UHJLVWHUHG�DW�WKH�UHFHSWLRQ

RIILFH��WKHQ�WKH\�ZLOO�EH�SURYLGHG�ZLWK�EXVHV�WR�WDNH�WKHP�WR�0DNNDK�

��� 7KH�6DXGL�0�'�2

7KUHH��PDMRU�GLVWULEXWHG�V\VWHPV��)RUHLJQ�PLQLVWU\·V�V\VWHP��,QWHUQDO�PLQLVWU\·V

V\VWHP��DQG�+DMM�PLQLVWU\·V�V\VWHP��QHHG�WR�VKDUH�GDWD�DERXW�SLOJULPV�DQG�RWKHU�UHODWHG

LQIRUPDWLRQ�WKDW�DIIHFW�WKH�VHFXULW\�DQG�VDIHW\�RI�WKH�HQWLUH�RSHUDWLRQ��(DFK�V\VWHP�LV�ZLOOLQJ

WR�VKDUH�VRPH�RI�LWV�ILOHV�ZLWK�WKH�RWKHU�WZR�V\VWHPV�LI�D�VHFXULW\�DUFKLWHFWXUH�FDQ�EH�DGRSWHG

WKDW�HQVXUHV�WKH�FRQILGHQWLDOLW\�RI�VKDUHG�GDWD��6RPH�RI�WKH�DGYDQWDJHV�WKDW�PLJKW�EHQHILW�WKH

6DXGL�JRYHUQPHQW�ZKHQ�VXFK�D�VHFXULW\�DUFKLWHFWXUH�LV�DSSOLHG�DUH�

�� 6KDULQJ�GDWD�WKDW�PLJKW�SUHYHQW�WHUURULVW�DWWDFNV�
 
�� 6ROYLQJ�WKH�LOOHJDO�LPPLJUDWLRQ�SUREOHP�RI�SLOJULPV�RYHUVWD\LQJ�WKHLU�YLVDV�
 
�� $FFHVVLQJ�VWDWLVWLFV�UHSRUWV�WKDW�FRXOG�LPSURYH�WKH�VHUYLFHV�RIIHUHG�WR�SLOJULPV�
 
�� 'HWHUPLQLQJ�WKH�ORFDWLRQ�DQG�VWDWXV�RI�DQ\�SLOJULP�

����� 6JG�(QTGKIP�OKPKUVT[ U�U[UVGO

�����&XUUHQWO\��WKH�V\VWHP�DGPLQLVWUDWRUV�RI�WKH�)�V\VWHP�DUH�ZRUNLQJ�WR�FRQQHFW�LW�YLD
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PRGHPV�ZLWK�HYHU\�6DXGL�HPEDVV\·V��(��V\VWHP�DURXQG�WKH�ZRUOG��7KH�)�V\VWHP��ZKLFK�LV

ORFDWHG�LQ�5L\DGK��LV�DSSO\LQJ�0/6��)�V\VWHP�KDV�LWV�RZQ�ILOHV�UHODWHG�WR�+DMM�VXFK�DV��+DM�

YLVDV���ZKLFK�FDQ�EH�DFFHVVHG�E\�DQ\�6DXGL�HPEDVV\�LQ�WKH�ZRUOG��)LJXUH�����VKRZV�WKH�SODQ

IRU�)�V\VWHP·V�DUFKLWHFWXUH�

(��:DVKLQJWRQ�'�&��86$ ������(���,VWDQEXO�7XUNH\

������ ����

��������)�V\VWHP
�������

�����������0/6
������� ��

��������
��������

��������
����������������(��&DLUR�(J\SW ������������(��-DNDUWD��,QGRQHVLD

������������������������������������)LJXUH������7KH�)�V\VWHP

����� 6JG�+PVGTPCN�OKPKUVT[ U�U[UVGO

7KH�,QWHUQDO�PLQLVWU\�LV�WKH�ODUJHVW�PLQLVWU\�LQ�WKH�6DXGL�JRYHUQPHQW��7KH�PDLQ

UHVSRQVLELOLWLHV�DQG�VHUYLFHV�RI�WKLV�PLQLVWU\�LQFOXGH��SROLFH�IRUFH��ILUH�DQG�UHVFXH��LQWHOOLJHQFH

VHUYLFHV��VHFUHW�VHUYLFHV��LPPLJUDWLRQ�DQG�QDWXUDOL]DWLRQ��SDVVSRUWV�DQG�FLWL]HQVKLS��WUDIILF

FRQWURO��YHKLFOH�UHJLVWUDWLRQ�DQG�RZQHUVKLS��FLYLO�ULJKWV�DQG�GLVSXWHV��DQG�IRUHLJQ�ODERU

SHUPLWV��)LJXUH�����VKRZV�VRPH�GHSDUWPHQWV�RI�WKH�,QWHUQDO�PLQLVWU\�
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�����������,�V\VWHP

������SROLFH����ILUH	���SDVVSRUWV	�����LPPLJUDWLRQ�	����VHFUHW������LQWHOOLJHQFH������WUDIILF�����YHKLFOH
��������IRUFH����UHVFXH���FLWL]HQVKLS�����QDWXUDOL]DWLRQ������VHUYLFHV����VHUYLFHV��������FRQWURO����UHJLVWUDWLRQ ��
�������������������������������������

����������������)LJXUH������7KH�,QWHUQDO�PLQLVWU\�GHSDUWPHQWV

7KH�,QWHUQDO�PLQLVWU\·V�PDLQ�V\VWHP�LV�FXUUHQWO\�DW�WKH�1DWLRQDO�'DWD�&HQWHU�LQ

5L\DGK��FRQQHFWHG�WR�HYHU\�GHSDUWPHQW�RI�WKH�,QWHUQDO�PLQLVWU\�LQ�HYHU\�FLW\�RI��6DXGL�$UDELD

YLD�PRGHPV��7KH�PDLQ�V\VWHP�LV�DSSO\LQJ�DQ�0/6�SROLF\�IRU�DFFHVV�FRQWURO��,�V\VWHP�KDV�LWV

RZQ�ILOHV�UHODWHG�WR�+DMM��VXFK�DV��+DM�,Q��DQG��+DM�2XW���ZKLFK�FDQ�EH�DFFHVVHG�E\�DQ

LPPLJUDWLRQ�RIILFHU�DW�DQ\�6DXGL�DLUSRUW�RU�VHDSRUW��)LJXUH�����VKRZV�WKH�,�V\VWHP·V

DUFKLWHFWXUH�

�������������������
-HGGKD���������� ��������5L\DGK
�� ���� ��
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��������������������� ����������

������������������������)LJXUH������7KH�,�V\VWHP

����� 6JG�*CLL�OKPKUVT[ U�U[UVGO

7KH�+DMM�PLQLVWU\�KDV�PDQ\�VXE�RUJDQL]DWLRQV�ZRUNLQJ�ZLWK�LW��(DFK�VXE
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RUJDQL]DWLRQ�KDV�D�GLIIHUHQW�V\VWHP��6RPH�RI�WKHVH�V\VWHPV�DUH�ORFDWHG�LQ�-HGGDK��ZKLOH�WKH

UHVW�DUH�ORFDWHG�LQ�0DNNDK�DQG�0HGLQD��7KH�FHQWUDO�FRPSXWHU�RI�WKH�+�V\VWHP�LV�ORFDWHG�LQ

-HGGDK�DQG�LV�FRQQHFWHG�WR�VHUYHUV�LQ�0DNNDK�DQG�0HGLQD���7KH�+�V\VWHP�LV�DSSO\LQJ�D

0/6�SROLF\�

7KH�V\VWHP�DGPLQLVWUDWRUV�RI�WKH�+�V\VWHP�DUH�ZRUNLQJ�WR�FRQQHFW�LW�ZLWK�WKH�RWKHU

VXE�RUJDQL]DWLRQV
�V\VWHPV�YLD�PRGHPV��6RPH�RI�WKHVH�VXE�RUJDQL]DWLRQV�DUH�>����@�

UHJLVWUDWLRQ��XQLWHG�DJHQWV�RIILFH���WUDQVSRUWDWLRQ��SXEOLF�YHKLFOHV�XQLRQ���VL[�JXLGH

HVWDEOLVKPHQWV��PXWDXI��LQ�0DNNDK��DQG�RQH�JXLGH�HVWDEOLVKPHQW��DGHOD��LQ�0HGLQD�

(DFK�V\VWHP��+�DQG�LWV�VXE�V\VWHPV��KDV�LWV�RZQ�ILOHV�UHODWHG�WR�+DMM��)RU�H[DPSOH

+�V\VWHP�KDV��$UULYDO	GHSDUWXUH��ILOH��ZKLFK�FDQ�EH�DFFHVVHG�E\�+·V�XVHUV��ZKLOH�WKH�$UDE

JXLGH�HVWDEOLVKPHQW�KDV��*XLGH�(VW��ILOH��ZKLFK�FDQ�EH�DFFHVVHG�E\�+·V�XVHUV�DV�ZHOO�DV�XVHUV

IURP�WKDW�HVWDEOLVKPHQW��)LJXUH�����VKRZV�WKH�SODQ�IRU�+�V\VWHP
V�DUFKLWHFWXUH��ZKLOH�)LJXUH

����VKRZV�WKH�VL[�JXLGH�HVWDEOLVKPHQWV�LQ�0DNNDK�WKDW�VHUYH�SLOJULPV�DFFRUGLQJ�WR�WKH

JHRJUDSKLFDO�DUHD�RI�WKHLU�QDWLRQ�

• $UDE�+DMM�JXLGH�HVWDEOLVKPHQW��VHUYLQJ�SLOJULPV�IURP�0LGGOH�(DVWHUQ�FRXQWULHV�
 

• 6RXWKHDVW�$VLD�+DMM�JXLGH�HVWDEOLVKPHQW��VHUYLQJ�SLOJULPV�IURP�,QGRQHVLD��0DOD\VLD�
 
 3KLOLSSLQHV��&KLQD��HWF�
 

• 6RXWK�$VLD�+DMM�JXLGH�HVWDEOLVKPHQW��VHUYLQJ�SLOJULPV�IURP�6RXWK�$VLD��,QGLD��3DNLVWDQ�
 
 %DQJODGHVK��HWF�
 

• ,UDQ�+DMM�JXLGH�HVWDEOLVKPHQW��VHUYLQJ�SLOJULPV�IURP�,UDQ�RQO\�
 

• 7XUNH\�DQG�:HVW�+DMM�JXLGH�HVWDEOLVKPHQW��VHUYLQJ�SLOJULPV�IURP�7XUNH\��(XURSH�

������1RUWK�$PHULFD��DQG�6RXWK�$PHULFD�
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• $IULFD�+DMM�JXLGH�HVWDEOLVKPHQW��VHUYLQJ�SLOJULPV�IURP�WKH�UHVW�RI�$IULFD��H[FOXGLQJ

�����0LGGOH�(DVWHUQ�FRXQWULHV��VXFK�DV�1LJHULD��6RXWK�$IULFD��HWF�

0HGLQD�*XLGH����������������������������������������5HJLVWUDWLRQ

��+�V\VWHP

�����0/6

0DNNDK�*XLGHV �����7UDQVSRUWDWLRQ

������������������������������������������)LJXUH������7KH�+�V\VWHP

�� ���*XLGH�HVWDEOLVKPHQWV

������$UDE������������6�(��$VLD�����������6��$VLD���������������,UDQ��������7XUNH\���ZHVW������$IULFD

VHUYLFH�RIILFHV������������VHUYLFH�RIILFHV������VHUYLFH�RIILFHV����VHUYLFH�RIILFHV�������VHUYLFH�RIILFHV����VHUYLFH�RIILFHV

�������������������������������)LJXUH������7KH�VL[�JXLGH�HVWDEOLVKPHQWV�LQ�0DNNDK

(DFK�HVWDEOLVKPHQW�KDV�PDQ\�VHUYLFH�RIILFHV��(DFK�RIILFH�VHUYHV������������

SLOJULPV��$OO�JXLGHV�LQ�HDFK�RIILFH�KDYH�EHHQ�DSSURYHG�DQG�VHOHFWHG�E\�WKH�2SHUDWLRQ

GHSDUWPHQW�LQ�WKH�KHDGTXDUWHUV�RI�WKH�HVWDEOLVKPHQW��1RW�DQ\RQH�FDQ�EH�D�JXLGH��RQO\�WKRVH

ZKR�LQKHULW�WKLV�MRE�IURP�WKHLU�DQFHVWRUV�FDQ�EH�FKRVHQ�WR�SUDFWLFH�LW�>����@��(YHU\

HVWDEOLVKPHQW�KDV�D�ERDUG�RI�GLUHFWRUV�WKDW�PDQDJHV�GLIIHUHQW�GHSDUWPHQWV�DV�IROORZV�

• 2SHUDWLRQ�IRU�VHUYLFH�RIILFHV�
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• )LQDQFLDO�
 

• 7UDQVSRUWDWLRQ�
 

• &RPSXWHU�
 

• $UULYDO�DQG�GHSDUWXUH�
 

• 0DNNDK�KRXVLQJ�
 

• $UDIW�DQG�0XQD�KRXVLQJ�
 

• *XLGHV�DVVLVWDQFH�
 

• $GPLQLVWUDWLYH�DIIDLUV�

7KH�2SHUDWLRQ�GHSDUWPHQW�IRU�VHUYLFH�RIILFHV�LV�UHVSRQVLEOH�IRU�VXSHUYLVLQJ�DOO

VHUYLFH�RIILFHV�LQ�WKH�TXDOLW\�RI�VHUYLFHV�RIIHUHG�WR�WKH�SLOJULPV��)RU�H[DPSOH��WKH�LQVSHFWRUV

RI�WKH�2SHUDWLRQ�GHSDUWPHQW�DUH�ORRNLQJ�WR�VHH�LI�WKH�JXLGHV�LQ�D�VHUYLFH�RIILFH�DUH�SURYLGLQJ

FRPIRUWDEOH�DFFRPPRGDWLRQV�LQ�$UDIW�DQG�0XQD�IRU�WKHLU�SLOJULPV�

(DFK�VHUYLFH�RIILFH�KDV�QLQH�JXLGHV�ZRUNLQJ�WRJHWKHU�DV�RQH�JURXS�

�� 7KH�SUHVLGHQW
 
�� 7KH�YLFH�SUHVLGHQW
 
�� 7KH�SDVVSRUWV�UHJLVWUDWLRQ�PHPEHU
 
�� 7KH�0DNNDK�KRXVLQJ�VHUYLFH�PHPEHU
 
�� 7KH�$UDIW�KRXVLQJ�PHPEHU
 
�� 7KH�0XQD�KRXVLQJ�PHPEHU
 
�� 7KH�WUDQVSRUWDWLRQ�PHPEHU
 
�� 7KH�UHFHSWLRQ�PHPEHU
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�� 7KH�ILQDQFLDO�PHPEHU

,Q�RUGHU�IRU�JXLGHV�LQ�D�VHUYLFH�RIILFH�WR�SHUIRUP�WKHLU�GXWLHV�IRU�SLOJULPV��WKH

HVWDEOLVKPHQW�WKDW�WKH�RIILFH�EHORQJV�WR�SD\V�WKH�RIILFH�6�5�����������IRU�HYHU\�SLOJULP�LW

VHUYHV��GLVWULEXWHG�RYHU�WKUHH�LQVWDOOPHQWV������������DQG�������(DFK�RIILFH�KDV�GLVFUHWLRQ

WR�PDQDJH�VSHQGLQJ�RI�WKHVH�IXQGV��EXW�LI�GXWLHV�RI�WKH�RIILFH�DUH�QRW�FDUULHG�RXW��SHQDOWLHV

ZLOO�EH�LPSRVHG�>����@��6RPH�RIILFHV�PLJKW�ORVH�PRQH\��DQG�JXLGHV�DUH�REOLJDWHG�WR�SD\�WKH

GLIIHUHQFH�IURP�WKHLU�SHUVRQDO�VDYLQJV��ZKLOH�VRPH�RIILFH�PD\�JDLQ�SURILWV�WKDW�DUH

GLVWULEXWHG�HTXDOO\�DPRQJ�WKH�PHPEHUV��,Q�RWKHU�ZRUGV��HDFK�VHUYLFH�RIILFH�LV�VLPLODU�WR�D

WHPSRUDU\�FRPSDQ\�WKDW�H[LVWV�IRU�WKUHH�PRQWKV�

��� 0XOWLSOH�VHFXULW\�UHTXLUHPHQW�RI �WKH�6DXGL�0�'�2

%\�FRQVLGHULQJ�WKH�6DXGL�JRYHUQPHQW�DV�DQ�0�'�2�ZLWK�WKUHH�VXE�RUJDQL]DWLRQV

�)�,��+���WKH�FRQILGHQWLDOLW\�UHTXLUHPHQWV�RI�WKH�RYHU�DOO�V\VWHP�FDQ�EH�DQDO\]HG�DV�WKH

FRPELQDWLRQ�RI�WKH�FRQILGHQWLDOLW\�UHTXLUHPHQWV�QHHGHG�E\�)��,��DQG�+�V\VWHPV��&XUUHQWO\�

HDFK�V\VWHP�LV�XVLQJ�0/6�ORFDOO\��ZLWK�WKH�IRXU�FODVVLFDO�KLHUDUFKLFDO�VHFXULW\�OHYHOV�

8QFODVVLILHG��8���&RQILGHQWLDO��&���6HFUHW��6���DQG�7RS�6HFUHW��76��

%DVHG�RQ�GDWD�FROOHFWHG�E\�WKH�DXWKRU�IURP�6DXGL�RIILFLDOV��WKUHH�LQFUHDVLQJO\

VRSKLVWLFDWHG�FRQILGHQWLDOLW\�UHTXLUHPHQWV�ZHUH�LGHQWLILHG��1R�REOLJDWLRQ�DFFHVV�VHFXULW\�

0/6��DQG�&KLQHVH�:DOOV�VHFXULW\��7KH�WKUHH�V\VWHPV·�DGPLQLVWUDWRUV�VKRXOG�DJUHH�RQ�D

VHFXULW\�DUFKLWHFWXUH�WKDW�LV�FDSDEOH�RI�XVLQJ�GLIIHUHQW�W\SHV�RI�DFFHVV�FRQWURO�PRGHOV�WR�PHHW

WKHVH�VHFXULW\�UHTXLUHPHQWV�
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����� (KTUV�TGSWKTGOGPV��0Q�1DNKICVKQP�CEEGUU�UGEWTKV[

7KH�ILUVW�UHTXLUHPHQW�GHDOV�ZLWK�VKDULQJ�ILOHV�WKDW�GR�QRW�FRQWDLQ�VHQVLWLYH

LQIRUPDWLRQ��EXW�RQO\�FHUWDLQ�V\VWHPV�FDQ�DFFHVV�WKHP��,W�LV�GHILQHG�DV�IROORZV�

$�XVHU
V�VXEMHFW�FDQ�DFFHVV�D�UHPRWH�8�ILOH�SURYLGHG�

D��WKH�XVHU�LV�DVVLJQHG�WR�DFFHVV�WKH�UHPRWH�V\VWHP�WKDW�KDV�WKDW�ILOH�

E��WKH�XVHU
V�ORFDO�V\VWHP�KDV�SHUPLVVLRQ�WR�DFFHVV�WKDW�UHPRWH�ILOH��DQG

F��8�VXEMHFWV�FDQ�KDYH�5HDG�:ULWH�DFFHVV�WR�WKDW�ILOH�EXW�&��DQG�KLJKHU��VXEMHFWV�FDQ�RQO\

����KDYH�5HDG�DFFHVV�

)RU�H[DPSOH��VD\�)X����LV�D�8�VXEMHFW�IURP�)�V\VWHP�ZKR�LV�DVVLJQHG�WR�DFFHVV�+

V\VWHP��FRQGLWLRQ�D����7KH�+�V\VWHP�KDV�WZR�8�ILOHV��+DM�0LVVLRQV�DQG�+RXVLQJ��DV�VKRZQ

LQ�7DEOH�����D��FROXPQ�,���7KH�)�V\VWHP�KDV�SHUPLVVLRQ�WR�DFFHVV�WKH��+DM�0LVVLRQV��ILOH�EXW

FDQQRW�DFFHVV�WKH��+RXVLQJ��ILOH��FRQGLWLRQ�E����7KHUHIRUH��)X����FDQ�DFFHVV��+DM�0LVVLRQV�

ILOH�ZLWK�5HDG�:ULWH�ULJKWV���1RZ�LI�)F����LV�D�&�VXEMHFW�IURP�)�V\VWHP�ZKR�LV�DOVR�DVVLJQHG

WR�DFFHVV�+�V\VWHP��WKHQ�KH�PD\�DFFHVV�WKH��+DM�0LVVLRQV��ILOH�ZLWK�RQO\�5HDG�ULJKW��GXH�WR


�SURSHUW\��

7KLV�LV�FDOOHG�WKH�1R�REOLJDWLRQ�UHTXLUHPHQW��EHFDXVH�WKHUH�LV�QR�REOLJDWLRQ�WKDW

UHTXLUHV�WKH�VXEMHFW
V�VHFXULW\�OHYHO�WR�EH�XSJUDGHG�LI�WZR�RU�PRUH�8�ILOHV�DUH�DFFHVVHG

VLPXOWDQHRXVO\�E\�WKDW�VXEMHFW��L�H���8���8� �8���)RU�H[DPSOH��LI�WKH�8�VXEMHFW��,X�����IURP

WKH�,�V\VWHP�LV�DXWKRUL]HG�WR�DFFHVV�+�V\VWHP��FRQGLWLRQ�D���DQG�VLQFH�+�V\VWHP�KDV�WZR�8

ILOHV��+DM�0LVVLRQV��DQG��+RXVLQJ���ERWK�RI�ZKLFK�DUH�DFFHVVLEOH�WR�,�V\VWHP
V�XVHUV�DV

VKRZQ�LQ�7DEOH�����D��FROXPQ�,��FRQGLWLRQ�E���WKHQ�,X����FDQ�DFFHVV�ERWK�ILOHV�ZLWK�5HDG�

:ULWH�ULJKWV�ZLWK�QR�REOLJDWLRQ�WR�XSJUDGH�LWV�VHFXULW\�OHYHO�WR�&��IRU�LQVWDQFH��,Q�RWKHU
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ZRUGV��DQ\�FRPELQDWLRQ�RI�8�ILOHV�ZLOO�KDYH�WKH�VHFXULW\�OHYHO�DV�8�

&ROXPQ�Ι�RI�7DEOH������D��UHSUHVHQWV�WKH�8�ILOHV�IRU�WKH�ILUVW�UHTXLUHPHQW�DQG�WKH

V\VWHPV�WKDW�FDQ�DFFHVV�WKHP��)RU�H[DPSOH��)�V\VWHP�KDV�WZR�8�ILOHV��+DM�$WWDFKp��DQG

�+DM�7RXULVW���HDFK�RI�ZKLFK�FDQ�EH�DFFHVVHG�E\�XVHUV�IURP�)��,��DQG�+�V\VWHPV��$FFHVV�E\

)�V\VWHP�XVHUV�LV�LPSOLHG�DQG�QRW�VKRZQ�H[SOLFLWO\�LQ�WKH�WDEOH��ZKHUHDV�DFFHVV�E\�,�DQG�+

V\VWHPV�LV�VKRZQ�E\�WKH�WDJ�>,�+@�DWWDFKHG�WR�HDFK�ILOH���7KH�,�V\VWHP�KDV�D�VLQJOH�8�ILOH

�+DM�3ODQ���ZKLFK�FDQ�EH�DFFHVVHG�E\�,�DQG�+�V\VWHPV�EXW�QRW�WKH�)�V\VWHP��$V�GLVFXVVHG�LQ

H[DPSOHV�DERYH��WKH�+�V\VWHP�KDV�WZR�8�ILOHV���+DM�0LVVLRQV���ZKLFK�FDQ�EH�DFFHVVHG�E\

XVHUV�IURP�+��)��DQG�,�V\VWHPV��DQG��+RXVLQJ���ZKLFK�FDQ�EH�DFFHVVHG�E\�XVHUV�IURP�+�DQG

,�V\VWHPV�RQO\���7KH�WRNHQV�VXFK�DV��DWF��DQG��WRU��DWWDFKHG�WR�WKH�UHVSHFWLYH�ILOHV�ZLOO�EH

XVHG�DV�DEEUHYLDWLRQV�IRU�WKHP�ODWHU���7KLV�QRWDWLRQ�DOVR�DSSOLHV�WR�FROXPQV�,,�DQG�,,,���1RWH

WKDW�DFFHVV�E\�D�V\VWHP�WR�LWV�RZQ�ILOHV�LV�LPSOLHG�DQG�QRW�VKRZQ�H[SOLFLWO\�LQ�7DEOH�����D��

7DEOH�����E��JLYHV�D�EULHI�GHVFULSWLRQ�RI�WKH�FRQWHQWV�RI�HDFK�ILOH�
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Ι ΙΙ ��������ΙΙΙ
1R�REOLJDWLRQ�8QFODVVLILHG 0XOWLOHYHO�DJJUHJDWLRQ�&�6�76 &KLQHVH�:DOOV

)�V\VWHP +DM�$WWDFKp��DWF�>,�+@
+DM�7RXULVW��WRU�>,�+@

+DM�9LVDV�YLV�>,�+@�
*RY�*XHVW�JXV��>,�+@

+DM��'HSORP�GSO��>,�+@
6HFUHW�&RPP��VFP��>,�+@

,�V\VWHP +DM�3ODQ��SOQ�>+@ +DM�,Q��KML��>)�+@�
+DM�2XW��KMR��>)�+@

%ODFN�/LVW��ENO��>)@
1RQ�6DXGL�LQ�/LVW��QVO��>)@

+�V\VWHP +DM�0LVVLRQV��PLV��>)�,@
+RXVLQJ��KRV��>,@

*XLGH�(VW��JGH��>,@��
$UULYDO	GHSDUWXUH�D	G�>)�,@

+DM�5HJLVWUDWLRQ�UJV�>)�,@
7UDQVSRUW��WUQ��>,@

DW�+�V\VWHP��ILOH��>)�,@� �IURP�+�WR�)��DQG�, �D�

�)LOH�1DPH )LOH�'HVFULSWLRQ��HDFK�LQFOXGHV�

+DM�$WWDFKp UHSRUWV�DERXW�DJUHHPHQWV�EHWZHHQ�6DXGL�RIILFLDOV��DQG�RWKHU�*RYHUQPHQWV
�RIILFLDOV

DERXW�FR�RSHUDWLRQ�LQ�RUJDQL]LQJ�WKHLU�SLOJULPV
+DM�7RXULVW GDWD�DERXW�WRXULVW�JURXSV�WKDW�RUJDQL]H�MRXUQH\V�IRU�+DMM
+DM�3ODQ GDWD�DERXW�SODQV�IRU�WUDIILF�FRQWURO�DQG�ILUH�ILJKWLQJ
+DM�0LVVLRQ GDWD�DERXW�HYHU\�QDWLRQ
V�SLOJULPDJH�PLVVLRQ�LQ�6DXGL�$UDELD
+RXVLQJ GDWD�DERXW��KRXVHV�UHQWHG�WR�DFFRPPRGDWH�SLOJULPV�LQ�0DNNDK�DQG�0HGLQD
+DM�9LVDV SHUVRQDO�GDWD�RI�D�SLOJULP�JUDQWHG�+DMM�YLVD
*RY�JXHVW WKH�QDPHV��QDWLRQDOLW\��DQG�DOO�QHFHVVDU\�DUUDQJHPHQWV�RI�JRYHUQPHQW
V�JXHVWV�ZKR�ZLOO

SHUIRUP�+DMM
+DM�,Q GDWD�DERXW�D�SLOJULP
V�DUULYDO�IOLJKW��GDWH��DQG�SRUW
+DM�2XW GDWD�DERXW�D�SLOJULP
V�GHSDUWXUH�IOLJKW��GDWH��DQG�SRUW
*XLGH�(VW GDWD�DERXW�HDFK�HVWDEOLVKPHQW�DQG�LWV�VHUYLFHV�RIILFHV��LQFOXGLQJ�WKH�QDPHV�RI�SLOJULPV

HDFK�RIILFH�VHUYHV
$UULY	GHSW SHUVRQDO�GDWD�DERXW�HDFK�SLOJULP�DUULYLQJ�DQG�GHSDUWLQJ�0DNNDK�DQG�0HGLQD
+DM�'HSORP UHSRUWV�DERXW�VHQLRU�JRYHUQPHQW�VWDII�DQG�9,3�IURP�RWKHU�QDWLRQV�ZKR�ZLVK�WR

SHUIRUP��+DMM
6HF�&RPP UHSRUWV�RI�FRQILGHQWLDO�OHWWHUV�EHWZHHQ�)�FHQWUDO�V\VWHP�DQG�LWV�VXEV\VWHPV�UHJDUGLQJ

+DMM
%ODFN�OLVW GDWD�IURP�LQWHOOLJHQFH�UHVRXUFHV�DERXW�QRQ�6DXGL�FLWL]HQV�ZKR�VKRXOG�QRW�HQWHU�RU

OHDYH�6DXGL�$UDELD
1RQ�6DXGL SHUVRQDO�GDWD�DERXW�HYHU\�QRQ�6DXGL�FLWL]HQ�ZKR�OLYHV�LQVLGH�6DXGL�$UDELD�DQG

LQIRUPDWLRQ�DERXW�KLV�VSRQVRU
+DM�5HJLVW W\SH�DQG�DPRXQW�RI�SD\PHQW�UHFHLYHG�IURP�HDFK�SLOJULP��7KLV�GDWDEDVH�VXPPDUL]HV

WRWDO�UHYHQXH�IRU�HDFK�VHVVLRQ�
7UDQVSRUW GDWD�DERXW�QXPEHU�RI�SLOJULPV�ZKR�XVHG�+DMM�WUDQVSRUWDWLRQ�V\VWHP�DQG�ILQDQFLDO

UHSRUWV�DERXW�WKLV�V\VWHP
�����
��)LOHV
�QDPHV�XVHG�DUH�QRW�WKH�RULJLQDO�RQHV �E�

7DEOH������6HFXULW\�UHTXLUHPHQW�GDWD�WDEOH
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����� 5GEQPF�TGSWKTGOGPV��/.5

7KH�VHFRQG�UHTXLUHPHQW�GHDOV�ZLWK�VKDULQJ�VHQVLWLYH�ILOHV��ZKHUH�FRQILGHQWLDOLW\�DQG

0/6�DUH�WKH�PDMRU�FRQFHUQV���7KHVH�ILOHV�DUH�VKRZQ�LQ�FROXPQ�,,�RI�7DEOH���D����(DFK�RI

WKHVH�ILOHV�LV�LQGLYLGXDOO\�ODEHOHG�DV�&���7KH�����VLJQ�EHWZHHQ�DQ\�WZR�&�ILOHV�LQGLFDWHV�WKDW

WKH�FRPELQDWLRQ�RI�WKRVH�WZR�ILOHV�ZLOO�EH�6��6LPLODUO\��D�FRPELQDWLRQ�RI�6�ILOHV�IURP�WZR�RU

PRUH�GLIIHUHQW�V\VWHPV�ZLOO�EH�76��)RU�H[DPSOH��WKH�FRPELQDWLRQ�RI�WKH�&�ILOHV��+DM�9LVDV�

DQG��*RY�*XHVW��LV�6���7KH�FRPELQDWLRQ�RI�WKH�WZR�6�ILOHV��+DM�9LVDV���*RY�*XHVW��DQG

�+DM�,Q���+DM�2XW��LV�ODEHOHG�76��EHFDXVH�HDFK�RQH�EHORQJV�WR�D�GLIIHUHQW�V\VWHP�

� 7KH�VHFRQG�UHTXLUHPHQW�LV�GHILQHG�DV�IROORZV�

$�XVHU
V�VXEMHFW�FDQ�DFFHVV�D�UHPRWH�&�6�76�ILOH�SURYLGHG�

D��WKH�XVHU�LV�DVVLJQHG�WR�DFFHVV�WKH�UHPRWH�V\VWHPV�WKDW�KDV�WKDW�ILOH�

E��WKH�XVHU
V�ORFDO�V\VWHP�KDV�SHUPLVVLRQ�WR�DFFHVV�WKDW�UHPRWH�ILOH�

F��WKH�VXEMHFW�DQG�ILOH�ODEHOV�PXVW�VDWLVI\�WKH�VWDQGDUG�VLPSOH�VHFXULW\�DQG�
�SURSHUWLHV��ZLWK

����ZULWH�XS�DOORZHG���H[FHSW�WKDW�FRPELQDWLRQV�RI�ILOHV�PD\�KDYH�D�KLJKHU�VHFXULW\�OHYHO�WKDQ

����WKHLU�LQGLYLGXDO�FRQVWLWXHQWV�DV�SHU�WKH�IROORZLQJ�UXOHV�

,���D�FRPELQDWLRQ�RI�WZR�&�ILOHV�IURP�D�VLQJOH�V\VWHP�LV�6�

,,���D�FRPELQDWLRQ�RI�6�ILOHV�IURP�WZR�RU�PRUH�V\VWHPV�LV�76�

1RWH�WKDW�FRQGLWLRQV�D�DQG�E�DUH�LGHQWLFDO�WR�FRQGLWLRQV�D�DQG�E�RI�WKH�ILUVW�UHTXLUHPHQW�

&RQGLWLRQ�F�LV�GLIIHUHQW�DQG�VWLSXODWHV�WKDW�FRQILGHQWLDO���FRQILGHQWLDO�PD\�HTXDO�VHFUHW�DQG

VHFUHW���VHFUHW�PD\�HTXDO�WRS�VHFUHW���7KH�UHDVRQ�IRU�WKHVH�UXOHV�LV�WR�SUHYHQW�DJJUHJDWLRQ�RI

VHQVLWLYH�LQIRUPDWLRQ��:LWKRXW�VXFK�DJJUHJDWLRQ�FRQWUROV��WKH�LQGLYLGXDO�V\VWHPV�DUH�QRW

ZLOOLQJ�WR�VKDUH�WKHLU�GDWD��)RUWXQDWHO\��WKH�V\VWHP�DGPLQLVWUDWRUV�RI�WKH�WKUHH�V\VWHPV�GR

DJUHH�RQ�WKH�DERYH�XQLIRUP�UHTXLUHPHQW�
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)RU�H[DPSOH��LQ�FROXPQ�,,�RI�7DEOH�����D���WKH�,�V\VWHP�UHTXLUHV�WKDW�RQO\�XVHUV�IURP

,��)��DQG�+�V\VWHPV�ZKRVH�VHFXULW\�FOHDUDQFH�LV�6�RU�DERYH�PD\�DFFHVV�LWV�6�ILOH��+DM�,Q�+DM�

2XW��ZLWK�5HDG�:ULWH�ULJKWV��7KLV�LV�DFFRPSOLVKHG�ZKHQ�WKH�XVHU�LQYRNHG�WKH�6�VXEMHFW

ODEHOHG��+DM�,Q�+DM�2XW���&�XVHUV�RU�KLJKHU�IURP�WKRVH�V\VWHPV�PD\�DFFHVV�RQH�RI�WKH�&

ILOHV��+DM�,Q��RU��+DM�2XW��ZLWK�5HDG�:ULWH�ULJKWV��7KLV�LV�DOVR�DFFRPSOLVKHG�ZKHQ�WKH�XVHU

LQYRNHG�WKH�&�VXEMHFW�ODEHOHG��+DM�,Q��RU��+DM�2XW���UHVSHFWLYHO\���1RWH�WKDW�WKLV�LV�DV�LQ�WKH

XVXDO�SUDFWLFH�LQ�PXOWLOHYHO�V\VWHPV��ZKHUH�D�XVHU�LV�DOORZHG�WR�KDYH�VXEMHFWV�DW�DQ\�ODEHO

GRPLQDWHG�E\�WKH�XVHU
V�FOHDUDQFH�

����� 6JKTF�TGSWKTGOGPV��%JKPGUG�9CNNU�UGEWTKV[

7KH�WKLUG�UHTXLUHPHQW�GHDOV�ZLWK�VKDULQJ�VSHFLDO�DQG�VHQVLWLYH�ILOHV��&KLQHVH�:DOOV

ILOHV��E\�VSHFLDO�XVHUV��&KLQHVH�:DOOV�XVHUV���VXFK�WKDW�D�XVHU�FDQ�DFFHVV�RQO\�RQH�ILOH�IURP

HDFK�V\VWHP���0RUHRYHU��WKHVH�VSHFLDO�XVHUV�DUH�QRW�DOORZHG�WR�DFFHVV�ILOHV�XQGHU�WKH�ILUVW�RU

VHFRQG�UHTXLUHPHQWV���)XUWKHUPRUH��76�XVHUV�DUH�H[HPSWHG�IURP�WKLV�UXOH��EHFDXVH�WKH\�DUH

VXIILFLHQWO\�WUXVWHG�

7KH�WKLUG�UHTXLUHPHQW�LV�GHILQHG�DV�IROORZV�

$�XVHU
V�VXEMHFW�FDQ�DFFHVV�D�UHPRWH�&KLQHVH�:DOOV�ILOH�SURYLGHG�

D��7KH�XVHU�LV�DVVLJQHG�WR�DFFHVV�WKH�UHPRWH�V\VWHPV�WKDW�KDV�WKDW�ILOH�

E��7KH�XVHU
V�ORFDO�V\VWHP�KDV�SHUPLVVLRQ�WR�DFFHVV�WKDW�UHPRWH�ILOH�

F��7KH�VXEMHFW�LV�OLPLWHG�WR�D�PD[LPXP�DFFHVV�RI�RQH�&KLQHVH�:DOOV�ILOH�IURP�HDFK�V\VWHP�

����DQG�WKH�XVHU�FDQQRW�DFFHVV�DQ\�QRQ�&KLQHVH�:DOOV�ILOH��XQGHU�WKH�ILUVW�WZR�UHTXLUHPHQWV��

����76�XVHUV�DUH�H[HPSWHG�IURP�FRQGLWLRQ�F�
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$JDLQ�QRWH�WKDW�FRQGLWLRQV�D�DQG�E�DUH�LGHQWLFDO�WR�FRQGLWLRQV�D�DQG�E�RI�WKH�SUHYLRXV�WZR

UHTXLUHPHQWV��EXW�FRQGLWLRQ�F�LV�YHU\�GLIIHUHQW�

)RU�H[DPSOH��LQ�FROXPQ�,,,�RI�7DEOH�����D���WKH�,�V\VWHP�UHTXLUHV�WKDW�DQ\�VSHFLDO

XVHU��QRQ�76��IURP�WKH�)�V\VWHP��RU�,�V\VWHP��ZKR�KDV�DFFHVV�WR�WKH��%ODFN�/LVW��ILOH�RI

WKH�,�V\VWHP�VKRXOG�QRW�KDYH�DFFHVV�WR�WKH�,�V\VWHP
V�ILOH��1RQ�6DXGL�LQ�/LVW����7KLV

UHTXLUHPHQW�LV�PRWLYDWHG�E\�WKH�&KLQHVH�:DOOV�PRGHO�>���@�WR�SUHYHQW�DJJUHJDWLRQ�RI

LQIRUPDWLRQ��6XFK�D�UHTXLUHPHQW�LV�LPSRUWDQW�WR�SUHYHQW�OHDNDJH�DQG�PLVXVH�RI�VHQVLWLYH

GDWD��2WKHUZLVH��XVHUV��ORZHU�WKDQ�76��ZKR�DFFHVV�ERWK�ILOHV�PD\�PRGLI\�UHFRUGV�LQ�WKH

�1RQ�6DXGL�LQ�/LVW��ILOH�WKDW�KDYH�GDWD�DERXW�D�EODFNOLVWHG�SHUVRQ�

���&ROXPQ�ΙΙΙ�RI�7DEOH�����D��UHSUHVHQWV�WKH�VSHFLDO�ILOHV��&KLQHVH�:DOOV�ILOHV��IRU�WKH

WKLUG�UHTXLUHPHQW�DQG�WKH�V\VWHPV�WKDW�FDQ�DFFHVV�WKHP��(DFK�V\VWHP�KDV�WZR�&KLQHVH�:DOOV

ILOHV��VXFK�WKDW�D�QRQ�76�XVHU�FDQ�DFFHVV�RQO\�RQH�RI�WKHP�

��� &RQFOXVLRQ

7KH�WKUHH�+DMM�V\VWHPV��)��,��DQG�+��KDYH�UHTXLUHG�WKUHH�GLIIHUHQW�VHFXULW\

UHTXLUHPHQWV�WR�PDLQWDLQ�FRQILGHQWLDOLW\�RI�VKDUHG�GDWD�EHWZHHQ�WKHP��7KH�ILUVW�UHTXLUHPHQW

GHDOV�ZLWK�VKDULQJ�QRQ�VHQVLWLYH�ILOHV��ZKHUH�FHUWDLQ�V\VWHPV��QRW�DOO�V\VWHPV��FDQ�DFFHVV

WKHP��7KLV�LV�DFFRPSOLVKHG�E\�SURYLGLQJ�XVHUV
�VXEMHFWV�ZLWK�DFFHVV�WR�8�ILOHV�SURYLGHG�WKH

WKUHH�UXOHV�RI�WKH�UHTXLUHPHQW�DUH�PHW��,Q�DGGLWLRQ��WKHUH�LV�QR�REOLJDWLRQ�WKDW�UHTXLUHV�WKH

XVH�RI�D�KLJKHU�VXEMHFW�WKDQ�8�LQ�RUGHU�WR�DFFHVV�PRUH�WKDQ�RQH�8�ILOH��7KXV��D�UHPRWH�8

VXEMHFW�PD\�5HDG�DOO�8�ILOHV�RI�D�V\VWHP�RQFH�LW�LV�SHUPLWWHG�WR�DFFHVV�WKDW�V\VWHP��7KLV�LV�WKH

PDLQ�GLIIHUHQFH�EHWZHHQ�WKH�ILUVW�UHTXLUHPHQW�DQG�WKH�VHFRQG�RQH��7KH�VHFRQG�UHTXLUHPHQW
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GHDOV�ZLWK�VKDULQJ�VHQVLWLYH�ILOHV��DQG�0/6�PXVW�EH�DSSOLHG�WR�XVHUV
�VXEMHFWV�ZKHQ�DFFHVVLQJ

&��6��DQG�76�ILOHV��,Q�WKH�VHFRQG�UHTXLUHPHQW��WKH�FRPELQDWLRQ�RI�WZR�&�ILOHV�WKDW�EHORQJ�WR

WKH�VDPH�V\VWHP�LV�ODEHOHG�6��ZKLOH�WKH�FRPELQDWLRQ�RI�WZR�6�FRPELQDWLRQV�LV�ODEHOHG�76

SURYLGHG�WKDW�HDFK�EHORQJV�WR�D�GLIIHUHQW�V\VWHP��7KXV��D�&�VXEMHFW�FDQQRW�5HDG�DQ�6�REMHFW�

RQO\�6�DQG�KLJKHU�VXEMHFWV�ZKRVH�ODEHOV�LQFOXGH�WKDW�REMHFW�PD\�5HDG�LW��DV�LQ�XVXDO�0/6

SUDFWLFH���7KH�WKLUG�UHTXLUHPHQW�LV�DSSO\LQJ�WKH�&KLQHVH�:DOOV�PRGHO�ZKHUH�D�VSHFLDO�XVHU
V

VXEMHFW��&KLQHVH�:DOOV�XVHU
V�VXEMHFW��PD\�DFFHVV�RQO\�RQH�&KLQHVH�:DOOV�ILOH�IURP�HDFK

V\VWHP��ZKLOH�RQO\�76�XVHUV�PD\�DFFHVV�&KLQHVH�:DOOV�ILOH�DV�ZHOO�DV�8��&��6��DQG�76�ILOHV�

$V�VKRZQ�DERYH��WKH�WKUHH�VHFXULW\�UHTXLUHPHQWV�DUH�LQFUHDVLQJO\�VRSKLVWLFDWHG��DQG

FRQILGHQWLDOLW\�RI�VKDUHG�GDWD�LV�WKH�PDMRU�FRQFHUQ�LQ�DOO�WKUHH��)RU�H[DPSOH��HYHU\�UHTXLUHPHQW

HPSKDVL]HV�WKH�FRQILGHQWLDOLW\�RI�FHUWDLQ�W\SHV�RI�ILOHV��WKH�ILUVW�UHTXLUHPHQW�ZLWK�8��VHFRQG

ZLWK�&�6�76��DQG�WKH�WKLUG�ZLWK�&KLQHVH�:DOOV��E\�OLPLWLQJ�DFFHVV�WR�WKHP�ZLWK�VSHFLILF

V\VWHPV��VSHFLILF�W\SHV�RI�XVHUV��DQG�VSHFLILF�DFFHVV�ULJKWV�
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�����/DWWLFH�PRGHOV�IRU�WKH�+DMM�V\VWHP

��� ,QWURGXFWLRQ

'DWD�VKDULQJ�XQGHU�GLIIHUHQW�VHFXULW\�UHTXLUHPHQWV�FRXOG�DSSHDU�LQ�PDQ\�GLIIHUHQW

ZD\V�LQ�0XOWL�GRPDLQ�RUJDQL]DWLRQV��)RU�WKH�+DMM�FDVH�VWXG\��WKHUH�LV�D�QHHG�IRU�GDWD�VKDULQJ

XQGHU�WKUHH�GLIIHUHQW�FRQILGHQWLDOLW\�UHTXLUHPHQWV�RQO\��7KLV�FKDSWHU�H[DPLQHV�HDFK

UHTXLUHPHQW�DQG�ILQGV�WKH�FRPPRQ�GHQRPLQDWRU�EHWZHHQ�DOO�WKUHH�

7KLV�FKDSWHU�LV�RUJDQL]HG�DV�IROORZV��6HFWLRQV������������DQG�����DQDO\]H�WKH�ILUVW�

VHFRQG��DQG�WKLUG��UHTXLUHPHQWV�UHVSHFWLYHO\��,Q�HDFK�VHFWLRQ��WKH�UHDVRQV�IRU�VHOHFWLQJ�D

ODWWLFH�PRGHO�DV�D�VROXWLRQ�IRU�WKDW�UHTXLUHPHQW�DUH�LQWURGXFHG��6HFWLRQ�����SUHVHQWV�WKH

LQIRUPDWLRQ�IORZ�SROLFLHV�IRU�WKH�+DMM�QHWZRUN��7KH�FKDSWHU�LV�FRQFOXGHG�LQ�VHFWLRQ�����

��� 1R�REOLJDWLRQ�UHTXLUHPHQW

$V�GLVFXVVHG�LQ�FKDSWHU�WZR��WKH�PDMRU�UHDVRQ�IRU�VHOHFWLQJ�WKLV�UHTXLUHPHQW�E\

V\VWHPV�LQYROYHG�LQ�WKH�+DMM·V�FDVH�VWXG\�LV�WKH�QHHG�IRU�VKDULQJ�LQVHQVLWLYH�ILOHV�ZLWK�VRPH

EXW�QRW�DOO�V\VWHPV��7KLV�UHTXLUHPHQW�LV�FDOOHG�WKH�QR�REOLJDWLRQ�UHTXLUHPHQW�EHFDXVH�WKHUH�LV

QR�REOLJDWLRQ�WKDW�UHTXLUHV�WKH�VXEMHFW
V�VHFXULW\�OHYHO�WR�EH�XSJUDGHG�LI�WZR�RU�PRUH�8�ILOHV

DUH�DFFHVVHG�VLPXOWDQHRXVO\�E\�WKDW�VXEMHFW��L�H���8���8� �8��
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����� 4GSWKTGOGPV�CPCN[UKU

%\�FRQVLGHULQJ�WKH�ILUVW�FROXPQ�RI�WKH�+DMM
V�FDVH�VWXG\�GDWD�WDEOH��7DEOH������ILYH

8�ILOHV�DUH�SUHVHQWHG�WR�EH�VKDUHG�E\�WKH�WKUHH�V\VWHPV��)��,��+��XQGHU�WKH�1R�REOLJDWLRQ

UHTXLUHPHQW��)�V\VWHP�KDV�WZR�8�ILOHV��DWF��WRU��WKDW�ERWK�FRXOG�EH�DFFHVVHG�E\�,�DQG�+�XVHUV

DV�ZHOO�DV�ORFDO�)�XVHUV��,�V\VWHP��RQ�WKH�RWKHU�KDQG��KDV�RQO\�RQH�8�ILOH��SOQ��WKDW�FRXOG�EH

DFFHVVHG�E\�+�XVHUV�DV�ZHOO�DV�ORFDO�,�XVHUV��)LQDOO\��+�V\VWHP�KDV�DOVR�WZR�8�ILOHV��PLV��KRV��

ZKHUH��PLV��FRXOG�EH�DFFHVVHG�E\�XVHUV�IURP�V\VWHPV�)�DQG�,��ZKLOH��KRV��LV�DOORZHG�WR�,

XVHUV�RQO\��DV�DERYH��ORFDO�+�XVHUV�PD\�DFFHVV�ERWK�ILOHV�

1R�REOLJDWLRQ�8QFODVVLILHG
)�V\VWHP +DM�$WWDFKp��DWF��>,�+@

+DM�7RXULVW��WRU��>,�+@
,�V\VWHP +DM�3ODQ��SOQ��>+@

+�V\VWHP +DM�0LVVLRQV��PLV���>)�,@
+RXVLQJ��KRV���>,@

������7DEOH������)LUVW�FROXPQ�RI�GDWD�WDEOH

1RZ��LI�HYHU\�V\VWHP�KDV�WKUHH�8�XVHUV³ZKHUH�WKH�ILUVW�PD\�DFFHVV�RQH�UHPRWH�V\VWHP��WKH

VHFRQG�PD\�DFFHVV�DQRWKHU��DQG�WKH�WKLUG�PD\�DFFHVV�ERWK³WKHQ�WKH�DFFHVV�FRQWURO�PDWUL[

RI�WKRVH�XVHUV�ZLWK�WKH�ILYH�8�ILOHV�ZLOO�EH�DV�LQ�7DEOH�����
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����������)LOHV
8VHUV

DWF�)��,�+ WRU�)��,�+ SOQ�,��+ PLV�+��)�, KRV�+��,

I��, U�Z U�Z ��� ��� ���
I��K U�Z U�Z ��� U�Z ���
I��L�K U�Z U�Z ��� U�Z ���
L��I U�Z U�Z U�Z ��� ���
L��K ��� ��� U�Z U�Z U�Z
L��I�K U�Z U�Z U�Z U�Z U�Z
K��I U�Z U�Z ��� U�Z U�Z
K��, ��� ��� U�Z U�Z U�Z
K��I�, U�Z U�Z U�Z U�Z U�Z

I��K �)�V\VWHP�XVHU�I��ZKR�FDQ�DFFHVV�,�V\VWHP�RQO\

�������������7DEOH������$FFHVV�FRQWURO�PDWUL[

$V�VKRZQ�DERYH��D�8�XVHU�VXFK�DV��I���ZKR�LV�IURP�)�V\VWHP�DQG�LV�VXSSRVHG�WR

DFFHVV�8�ILOHV�RI��,�V\VWHP�RQO\��FDQQRW�DFFHVV�,�V\VWHP·V�ILOH��SOQ��EHFDXVH�KLV�ORFDO�V\VWHP

�)��KDV�QR�SHUPLVVLRQ�WR�DFFHVV�WKDW�ILOH��7KH�RQO\�ILOHV�KH�LV�DOORZHG�WR�DFFHVV�DUH�KLV�ORFDO

V\VWHP·V�ILOHV��DWF��WRU���2Q�WKH�RWKHU�KDQG��WKH�XVHU��I���ZKR�LV�VXSSRVHG�WR�DFFHVV�+

V\VWHP·V�ILOH��PD\�DFFHVV�RQO\��PLV��ILOH�EHFDXVH�KLV�ORFDO�V\VWHP�KDV�SHUPLVVLRQ�WR�DFFHVV

RQO\��PLV��ILOH��QR�SHUPLVVLRQ�LV�JUDQWHG�WR�DFFHVV�KRV�ILOH���,Q�DGGLWLRQ���I���PD\�DFFHVV�KLV

ORFDO�V\VWHP·V�ILOHV��DWF��WRU���6LPLODUO\��WKH�XVHU��I���ZKR�LV�VXSSRVHG�WR�DFFHVV�,�DQG�+

V\VWHPV�ILOHV��FDQ�DFFHVV�RQO\��PLV��ILOH�IURP�+�V\VWHP�DV�ZHOO�DV�KLV�ORFDO�V\VWHP·V�ILOHV��DV

I���

2Q�WKH�RWKHU�KDQG��VLQFH�)�DQG�+�V\VWHPV�DOORZ�,�V\VWHP�WR�DFFHVV�WKHLU�IRXU�ILOHV�

,�V\VWHP�XVHU��L���PD\�DFFHVV�RQO\�)�V\VWHP·V�ILOHV��DWF��DQG��WRU��LQ�DGGLWLRQ�WR�KLV�ORFDO�ILOH

�SOQ��ZKLOH��L���PD\�DFFHVV�RQO\�+�V\VWHP·V�ILOHV��KRV��DQG��PLV��LQ�DGGLWLRQ�WR��SOQ��

0RUHRYHU��WKH�XVHU��L���FDQ�DFFHVV�DOO�ILYH�ILOHV�

)LQDOO\��VLQFH�)�DQG�,�V\VWHPV�DOORZ�+�V\VWHP�WR�DFFHVV�WKHLU�WKUHH�ILOHV��WKHQ�+�
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V\VWHP�XVHU��K���PD\�DFFHVV�RQO\�)�V\VWHP·V�ILOHV��DWF��DQG��WRU��LQ�DGGLWLRQ�WR�KLV�ORFDO�ILOHV

�KRV��DQG��PLV��ZKLOH��K���PD\�DFFHVV�RQO\�,�V\VWHP·V�ILOHV��SOQ��LQ�DGGLWLRQ�WR��KRV��DQG

�PLV���$V��L���WKH�XVHU��K���FDQ�DFFHVV�DOO�ILYH�ILOHV�

,Q�WKH�DERYH�DFFHVV�UHODWLRQ�EHWZHHQ�XVHUV�DQG�ILOHV��WKH�PDMRU�SUREOHP�LV�WKH�7URMDQ

KRUVH�SUREOHP��)RU�H[DPSOH��D�XVHU�IURP�,�V\VWHP�VXFK�DV��L���PD\�DFFHVV�WKH�+�V\VWHP
V

ILOH��KRV��DQG�VLQFH�KH�KDV�5HDG�:ULWH�ULJKW��EHFDXVH�KH�LV�D�8�XVHU���KH�FDQ�UHDG��KRV��ILOH

DQG�ZULWH�LW�WR��PLV��ILOH�ZKHUH�KH�KDV�5HDG�:ULWH�ULJKW��WRR��:KHQ�D�XVHU�IURP�)�V\VWHP

VXFK�DV��I���DFFHVVHV�WKH�+�V\VWHP
V��PLV��ILOH��KH�ZLOO�DFFHVV�WKH�FRQWHQWV�RI�WKDW�ILOH�WKDW

QRZ�KDV�GDWD�IURP��PLV��DQG��KRV��ILOHV��6XFK�D�GLVFORVXUH�LV�D�YLRODWLRQ�RI�WKH�DFFHVV

FRQWURO�PDWUL[�EHFDXVH��I���ZDV�SURKLELWHG�IURP�UHDGLQJ�WKH�FRQWHQWV�RI��KRV��ILOH�

����� 0Q�QDNKICVKQP�NCVVKEG�OQFGN

,Q�RUGHU�WR�SUHYHQW�WKH�7URMDQ�KRUVH�SUREOHP�LQ�WKLV�UHTXLUHPHQW��RQH�VROXWLRQ�FRXOG

EH�WR�FUHDWH�D�ODWWLFH�PRGHO�IRU�XVHUV�VXEMHFWV�DQG�REMHFWV�EHWZHHQ�WKHVH�V\VWHPV�

6LQFH�ILOHV�DUH�QRW�ODEHOHG�ZLWK�VHFXULW\�FODVVLILFDWLRQV��RWKHU�WKDQ�8��DQG�VLPLODUO\�XVHUV�DUH

QRW�ODEHOHG�ZLWK�VHFXULW\�FOHDUDQFHV��RWKHU�WKDQ�8��&��6��76���WKH�QRWLRQ�RI�ODEHOHG�VXEMHFWV

DQG�REMHFWV�LV�LQWURGXFHG�WR�IDFLOLWDWH�WKH�FUHDWLRQ�RI�D�ODWWLFH�

������� *HQHUDO�ODWWLFH�PRGHO

7KH�ODWWLFH�PRGHO�IRU�WKLV�UHTXLUHPHQW�LV�GHILQHG�DV�WKH�1R�REOLJDWLRQ�JHQHUDO

ODWWLFH�PRGHO��)LJXUH������7KLV�LV�D�VWDQGDUG�VXEVHW�ODWWLFH�RQ�ILYH�FRPSDUWPHQWV��ZLWK�QR

V\VWHP�ORZ���)LJXUH�����RPLWV�WKH�GRPLQDQFH�UHODWLRQVKLSV�LQ�WKH�ODWWLFH�WR�DYRLG�FOXWWHULQJ
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WKH�GLDJUDP��7KH�ILYH�FRPSDUWPHQWV�FRUUHVSRQG�WR�WKH�ILYH�8�ILOHV��REMHFWV��LQ�7DEOH�����

7KH\�DSSHDU�DV�VLQJOHWRQ�FDWHJRULHV�LQ�WKH�ERWWRP�URZ�RI�)LJXUH������&DWHJRULHV�DERYH�WKHVH

FRUUHVSRQG�WR�VLPXOWDQHRXV�DFFHVV�WR�PXOWLSOH�REMHFWV�DV�LQGLFDWHG��$�FDWHJRU\�GRPLQDWHV

DQRWKHU�LI��FRPSDUWPHQWV�RI�WKH�IRUPHU�DUH�D�VXSHUVHW�RI�WKH�ODWWHU�

7KH�1R�REOLJDWLRQ�UHTXLUHPHQW�LV�HQIRUFHG�E\�WKH�IROORZLQJ�ODWWLFH�DFFHVV�UXOHV�LQ

FRQWH[W�RI�WKH�1R�REOLJDWLRQ�ODWWLFH�

���$V�LQ�WKH�XVXDO�SUDFWLFH�LQ�PXOWLOHYHO�V\VWHPV��D�XVHU�LV�DOORZHG�WR�KDYH�VXEMHFWV�DW�DQ\

����ODEHO�GRPLQDWHG�E\�WKH�XVHU
V�FOHDUDQFH�

���$�XVHU�FDQ�RQO\�KDYH�WKRVH�VXEMHFWV�DOORZHG�E\�FRQGLWLRQV�D�DQG�E�RI�WKH�1R�REOLJDWLRQ

����UHTXLUHPHQW�

�����DWF��
�����WRU��
�����SOQ�� ����������������������8�
�����KRV��
�����PLV

������������WRU�� DWF�� ������DWF�� ������������ ������������DWF�����������������������������DWF��
������������SOQ�� SOQ�� ������WRU�� ���������������������������WRU�� ���WRU�� ���������8�
������������KRV�� KRV�� ������KRV������������������������������SOQ�� ���SOQ��
������������PLV PLV ������PLV������������������������������PLV� ���KRV

SOQ�� ���WRU�� ������DWF�������������WRU������������DWF�� DWF�� ����WRU�� �������DWF������������DWF�������������DWF��
KRV�� ���KRV�� ������KRV������������SOQ������������SOQ�� WRU�� ����SOQ�� �������SOQ������������WRU�������������WRU�������8�
PLV ���PLV ������PLV ���������PLV������������PLV PLV ����KRV �������KRV�����������KRV������������SOQ

�PLV�� ����PLV�� �������PLV������������PLV������������KRV�����������KRV�� ����KRV�� �������SOQ�� ����������SOQ�������������WRU��
�KRV ����SOQ �������WRU ����������DWF������������SOQ �WRU ����DWF �������WRU�������������DWF�������������DWF������8�

�����������PLV� ���KRV ���������SOQ��������������� WRU ������DWF
�������������+ ����+ ����������, ����������������) �������) ���������8�
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)LJXUH������1R�REOLJDWLRQ�JHQHUDO�ODWWLFH�PRGHO

1RZ��LI���L���ZDQWV�WR�5HDG�:ULWH�WR��PLV��ILOH�RQO\��KH�PXVW�LQYRNH�KLV�8�VXEMHFW

�PLV���VLQFH�KH�FDQ�LQYRNH�8�VXEMHFWV�RQO\���7KLV�VXEMHFW�DOORZV�KLP�WR�5HDG�:ULWH�WR�WKH

�PLV��REMHFW�LQ�OHYHO�8���7KLV�REMHFW�FRQWDLQV�GDWD�IURP�WKH��PLV��ILOH�RQO\��%\�XVLQJ�WKH

VDPH�VXEMHFW��PLV����L���FDQ�DFFHVV�DOO�REMHFWV�LQ�OHYHO�8��DQG�DERYH�WKDW�LQFOXGH��PLV��DV

SDUW�RI�WKHLU�ODEHOV��EXW�LQ�WKLV�FDVH���L���FDQ�:ULWH�RQO\�WR�WKRVH�REMHFWV�

6LPLODUO\��LQ�RUGHU�IRU��L���WR�5HDG��PLV��DQG��KRV��ILOHV�VLPXOWDQHRXVO\��KH�PXVW�LQYRNH�KLV

8�VXEMHFW��PLV�KRV���7KLV�VXEMHFW�DOORZV�KLP�WR�5HDG�:ULWH�WR�WKH�REMHFW��PLV�KRV���LQ�OHYHO

8���7KLV�REMHFW�FRQWDLQV�GDWD�IURP�WKRVH�WZR�ILOHV��:LWK�WKH�VDPH�VXEMHFW���L���FDQ�5HDG

RQO\�WKH�REMHFWV��PLV��DQG��KRV��LQ�OHYHO�8���,Q�DGGLWLRQ��KH�FDQ�:ULWH�RQO\�WR�WKH�REMHFWV�LQ

OHYHO�8��DQG�DERYH�WKDW�LQFOXGH��PLV�KRV���LQ�WKHLU�ODEHOV��,Q�WKLV�FDVH��WKRVH�REMHFWV�DUH�

�SOQ�PLV�KRV����WRU�PLV�KRV����DWF�WRU�PLV�KRV��HWF��7KXV��ZKHQ��I���DFFHVVHV��PLV��REMHFW�QRZ��KH

ZLOO�QRW�ILQG�DQ\�GDWD�IURP��KRV��ILOH�

������� 6SHFLILF�ODWWLFH�PRGHO

)LJXUH�����SUHVHQWV�D�JHQHUDO�ODWWLFH�PRGHO�LI�DOO�ILYH�8�ILOHV�DQG�WKHLU�FRPELQDWLRQV

DUH�VKDUHG�EHWZHHQ�WKH�WKUHH�V\VWHPV��%XW�VLQFH�VRPH�V\VWHPV�DFFHVV�RQH�ILOH�RU�QXOO�IURP

RWKHUV���)�V\VWHP
V�XVHUV�FDQQRW�DFFHVV�,�V\VWHP
V�ILOH���WKHQ�QRW�DOO�ODWWLFH�FDWHJRULHV�DUH�JRLQJ

WR�EH�XVHG��)RU�H[DPSOH��QR�XVHU�ZLOO�EH�DFFHVVLQJ�WKH�REMHFW��DWF�SOQ�PLV��EHFDXVH�)�V\VWHP

XVHUV�FDQ�HLWKHU�DFFHVV�ERWK�)�V\VWHP
V�ILOHV��DWF��DQG��WRU���I���RU��LQ�DGGLWLRQ��WKH\�FDQ

DFFHVV�+�V\VWHP
V�ILOH��PLV���I��I����EXW�WKH\�FDQQRW�DFFHVV�,�V\VWHP
V�ILOH��SOQ��ZKLOH�,

V\VWHP
V�XVHUV�FDQ�DFFHVV�HLWKHU�DOO�ILYH�ILOHV��L���RU�RQO\�,�V\VWHP
V��SOQ��ILOH�ZLWK�DQRWKHU

V\VWHP
V�ILOHV��L��L����6LPLODUO\��+�V\VWHP
V�XVHUV�FDQ�HLWKHU�DFFHVV�DOO�ILYH�ILOHV��K����RU�RQO\�+
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V\VWHP
V�ILOHV���PLV��DQG��KRV��ZLWK�DQRWKHU�V\VWHP
V�ILOHV��K��K���

:LWK�VXFK�D�MXVWLILFDWLRQ��RQO\����FDWHJRULHV�DUH�FKRVHQ�IURP�WKH����RI�WKH�JHQHUDO

ODWWLFH�PRGHO�WR�FUHDWH�WKH�1R�REOLJDWLRQ�VSHFLILF�ODWWLFH�PRGHO��)LJXUH�����SUHVHQWV�WKLV�QHZ

ODWWLFH�PRGHO��ZKLFK�FRQVLVWV�RI�WKH�QHFHVVDU\�FDWHJRULHV�WKDW�ZLOO�EH�XVHG�EHWZHHQ�WKH�WKUHH

V\VWHPV��6LPLODUO\�����VXEMHFWV�DUH�FKRVHQ�WR�DFFHVV�REMHFWV�LQ�WKHVH�FDWHJRULHV��7KRVH

VXEMHFWV�DUH�DYDLODEOH�IRU�WKH�IROORZLQJ�XVHUV�

�� DWF��IRU�I��I��I��L��L��K��K�
�� WRU��IRU�I��I��I��L��L��K��K�
�� SOQ��IRU�L��L��L��K��K�
�� PLV��IRU�I��I��L��L��K��K��K�
�� KRV��IRU�L��L��K��K��K�
�� DWF�WRU��IRU�I��I��I��L��L��K��K�
�� PLV�KRV��IRU�L��L��K��K��K�
�� DWF�WRU�PLV��IRU�I��I��L��K�
�� DWF�WRU�SOQ��IRU�L��L��K�
��� SOQ�PLV�KRV��IRU�L��L��K��K�
��� DWF�WRU�PLV�KRV��IRU�L��K��K�
��� DWF�WRU�SOQ�PLV�KRV��IRU�L��K�

1RWLFH�WKDW�WKH�XVHUV�L��DQG�K��FDQ�LQYRNH�DQ\�ODEHOHG�VXEMHFW�WR�DFFHVV�WKH�FDWHJRU\�ZLWK�D

FRUUHVSRQGLQJ�ODEHO�

,Q�RUGHU�IRU�D�XVHU�WR�DFFHVV�D�ODWWLFH�FDWHJRU\��KH�PXVW�LQYRNH�KLV�QHFHVVDU\�VXEMHFW

DFFRUGLQJ�WR�WKH�ODWWLFH�DFFHVV�UXOHV�PHQWLRQHG�DERYH��LQ�VHFWLRQ����������

7DEOHV�����������DQG�����SUHVHQW�WKH�DFFHVV�FRQWURO�PDWUL[HV�IRU�)��,��DQG�+�V\VWHPV·�XVHUV�

UHVSHFWLYHO\��ZLWK�WKH�VXEMHFWV�DYDLODEOH�WR�WKHP�DQG�WKH�DFFHVV�ULJKWV�RQ�WKH�ODWWLFH

FDWHJRULHV�
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����������DWF��
����������WRU��
����������SOQ��
����������KRV��
����������PLV 8�

DWF��
WRU��
KRV��
PLV 8�

���������SOQ�� ������DWF�� ����������������DWF��
� ���������KRV�� ������WRU�� ����������������WRU���

���������PLV ������PLV �SOQ 8�

���KRV�� ��� ���DWF��
���PLV ��� ����WRU 8�

�KRV ����PLV �SOQ ����������DWF ����WRU 8�

)LJXUH������1R�REOLJDWLRQ�VSHFLILF�ODWWLFH�PRGHO

$V�VKRZQ�LQ�7DEOH������RQO\�ILYH�VXEMHFWV�DUH�DYDLODEOH�WR�)�V\VWHP�XVHUV��:KHUH

�DWF����WRU���DQG��DWF�WRU��VXEMHFWV�FRXOG�EH�LQYRNHG�E\�DOO�WKUHH�XVHUV�I���I���DQG�I���ZKLOH

�PLV��DQG��DWF�WRU�PLV��VXEMHFWV�FRXOG�EH�LQYRNHG�E\�I��DQG�I��XVHUV�RQO\�

1RZ�LI�I��GHFLGHV�WR�LQYRNH�WKH�VXEMHFW��DWF�WRU�PLV��IRU�H[DPSOH��KH�FDQ�5HDG�RQO\�WKH

ODEHOHG�REMHFWV���DWF����WRU����PLV���DQG��DWF��WRU���,Q�DGGLWLRQ��KH�FDQ�5HDG�:ULWH�WR�WKH

ODEHOHG�REMHFW��DWF�WRU�PLV��DQG�:ULWH�RQO\�WR��DWF�WRU��PLV�KRV��DQG��DWF�WRU�SOQ�PLV�KRV��

6LPLODUO\��LI�I��REWDLQV�WKH�VXEMHFW��DWF���VLQFH�KH�GRPLQDWHV�LW���KH�FDQ�5HDG�:ULWH�WR�WKH

ODEHOHG�REMHFW��DWF��:ULWH�RQO\�WR�WKH�RQHV�ODEHOHG��DWF�WRU����DFW�WRU�PLV����DWF�WRU�SOQ����DWF�WRU�

PLV�KRV���DQG��DWF�WRU�SOQ�PLV�KRV��
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����2EMHFWV

6XEMHFWV

DWF WRU SOQ PLV KRV DWF�
WRU

PLV�
KRV

DWF�
WRU�
PLV

DWF�
WRU�
SOQ

SOQ�
PLV�
KRV

DWF�WRU�
PLV�
KRV

DWF��WRU�
SOQ�PLV��
KRV

DWF U�Z � � � � Z � Z Z � Z Z
WRU � U�Z � � � Z � Z Z � Z Z
PLV � � � U�Z � � Z Z � Z Z Z
DWF�WRU U U � � � U�Z � Z Z � Z Z
DWF�WRU�PLV U U � U � U � U�Z � � Z Z

�7DEOH������$FFHVV�FRQWURO�PDWUL[�IRU�)�V\VWHP
V�XVHUV

2Q�WKH�RWKHU�KDQG��LQ�WDEOH������,�V\VWHP�XVHUV�PD\�DFFHVV����VXEMHFWV��ZKHUH�DOO

WKUHH�XVHUV�PD\�LQYRNH�WKH�VXEMHFW��SOQ��EXW�RQO\�L��PD\�LQYRNH�WKH�VXEMHFW��DWF�WRU�

SOQ�PLV��KRV���,Q�DGGLWLRQ��ERWK�XVHUV�L��DQG�L��PD\�LQYRNH�WKH�VXEMHFWV��DWF����WRU��

�DWF�WRU��DQG��DWF�WRU�SOQ��ZKLOH�L��DQG�L��PD\�LQYRNH�WKH�VXEMHFWV��PLV����KRV��

�PLV�KRV��DQG��SOQ�PLV��KRV����)RU�H[DPSOH��ZKHQ�L��REWDLQV�WKH�VXEMHFW��DWF�WRU�SOQ�

KH�FDQ�5HDG�:ULWH�WR�WKH�REMHFW�ODEHOHG��DFW�WRU�SOQ��5HDG�RQO\�WKH�REMHFWV��DFW����WRU����SOQ��

�DFW�WRU��DQG�:ULWH�RQO\�WR�WKH�REMHFW��DFW�WRU�SOQ��PLV��KRV��

��������2EMHFWV

6XEMHFW

DWF WRU SOQ PLV KRV DWF�
WRU

PLV�
KRV

DWF�
WRU�
PLV

DWF�
WRU�
SOQ

SOQ�
PLV�
KRV

DWF�WRU�
PLV�
KRV

DWF�WRU�
SOQ��PLV�
KRV

DWF U�Z � � � � Z � Z Z � Z Z
WRU � U�Z � � � Z � Z Z � Z Z
SOQ � � U�Z � � � � � Z Z � Z
PLV � � � U�Z � � Z Z � Z Z Z
KRV � � � � U�Z � Z � � Z Z Z
DWF�WRU U U � � � U�Z � Z Z � Z Z
PLV�KRV � � � U U � U�Z � � Z Z Z
DWF�WRU�SOQ U U U � � U � � U�Z � � Z
SOQ�PLV�KRV � � U U U � U � � U�Z � Z
DWF�WRU�SOQ�PLV�KRV U U U U U U U U U U U U�Z

7DEOH������$FFHVV�FRQWURO�PDWUL[�IRU�,�V\VWHP
V�XVHUV ��
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6LPLODUO\��+�V\VWHP
V�XVHUV�PD\�LQYRNH����VXEMHFWV�DV�LQ�7DEOH������ZKHUH�DOO�WKUHH

XVHUV�PD\�LQYRNH�WKH�VXEMHFWV��PLV����KRV��DQG��PLV�KRV��ZKLOH�RQO\�K��PD\�LQYRNH�WKH

VXEMHFW��DWF�WRU�SOQ�PLV�KRV��

��������2EMHFWV

6XEMHFW

DWF WRU SOQ PLV KRV DWF�
WRU

PLV�
KRV

DWF�
WRU�
PLV

DWF�
WRU�
SOQ

SOQ�
PLV�
KRV

DWF�WRU�
PLV�
KRV

DWF�WRU�
SOQ�PLV�
KRV

DWF U�Z � � � � Z � Z Z � Z Z
WRU � U�Z � � � Z � Z Z � Z Z
SOQ � � U�Z � � � � � Z Z � Z
PLV � � � U�Z � � Z Z � Z Z Z
KRV � � � � U�Z � Z � � Z Z Z
DWF�WRU U U � � � U�Z � Z Z � Z Z
PLV�KRV � � � U U � U�Z � � Z Z Z
SOQ�PLV�KRV � � U U U � U � � U�Z � Z
DWF�WRU�PLV�KRV U U � U U U U U � � U�Z Z
DWF�WRU�SOQ�PLV�KRV U U U U U U U U U U U U�Z

7DEOH������$FFHVV�FRQWURO�PDWUL[�IRU�+�V\VWHP
V�XVHUV

,Q�DGGLWLRQ��ERWK�XVHUV�K��DQG�K��PD\�LQYRNH�WKH�VXEMHFWV��DWF����WRU����DWF�WRU��DQG

�DWF�WRU�PLV�KRV��ZKLOH�K��DQG�K��PD\�LQYRNH�WKH�VXEMHFWV��SOQ��DQG��SOQ�PLV�KRV��

��� 0/6�UHTXLUHPHQW

$V�LQGLFDWHG�LQ�FKDSWHU�WZR��WKH�PDMRU�UHDVRQ�IRU�VHOHFWLQJ�WKLV�UHTXLUHPHQW�LV�WKH

LQFUHDVHG�VHQVLWLYLW\�RI�VKDUHG�ILOHV�GXH�WR�DJJUHJDWLRQ��&RQGLWLRQV�D�DQG�E�DUH�LGHQWLFDO�WR

FRQGLWLRQV�D�DQG�E�RI�WKH�ILUVW�UHTXLUHPHQW��&RQGLWLRQ�F�LV�GLIIHUHQW�DQG�VWLSXODWHV�WKDW

FRQILGHQWLDO���FRQILGHQWLDO�PD\�HTXDO�VHFUHW��DQG�VHFUHW���VHFUHW�PD\�HTXDO�WRS�VHFUHW���7KH

UHDVRQ�IRU�WKHVH�UXOHV�LV�WR�SUHYHQW�DJJUHJDWLRQ�RI�VHQVLWLYH�LQIRUPDWLRQ�
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����� 4GSWKTGOGPV�CPCN[UKU

7KH�VHFRQG�FROXPQ�RI�WKH�+DMM
V�FDVH�VWXG\�GDWD�WDEOH��7DEOH������UHSUHVHQWV�WKH�&

ILOHV�IURP�V\VWHPV�LQYROYHG��7KHVH�ILOHV�ZLOO�EH�XVHG�XQGHU�RI�WKH�VHFRQG�UHTXLUHPHQW��0/6��

0XOWLOHYHO�DJJUHJDWLRQ���&�6�76
)�V\VWHP +DM�9LVDV�YLV�>,�+@�

*RY�*XHVW�JXV��>,�+@
,�V\VWHP +DM�,Q��KML��>)�+@�

+DM�2XW��KMR��>)�+@
+�V\VWHP *XLGH�(VW��JGH��>,@��

$UULYDO	GHSDUWXUH�D	G�>)�,@

��������������������7DEOH������6HFRQG�FROXPQ�RI�GDWD�WDEOH

$V�VKRZQ�DERYH��HYHU\�V\VWHP�KDV�WZR�ILOHV�WR�VKDUH��WRWDO�RI�VL[���(DFK�ILOH�LV

LQGLYLGXDOO\�ODEHOHG�DV�&��7KH�����VLJQ�EHWZHHQ�DQ\�WZR�&�ILOHV�LQGLFDWHV�WKDW�WKH

FRPELQDWLRQ�RI�WKRVH�WZR�ILOHV�ZLOO�EH�6��6LPLODUO\�D�FRPELQDWLRQ�RI�6�FRPELQDWLRQV�IURP

WZR�RU�PRUH�GLIIHUHQW�V\VWHPV�ZLOO�EH�76���)RU�H[DPSOH��WKH�FRPELQDWLRQ�RI�WKH�&�ILOHV��+DM�

9LVDV��DQG��*RY�*XHVW��IURP�)�V\VWHP�LV�ODEHOHG�6��ZKLOH�WKH�FRPELQDWLRQ�RI�WKH�WZR�6

FRPELQDWLRQV��+DM�9LVDV�*RY�*XHVW��IURP�)�V\VWHP�DQG��+DM�,Q�+DM�2XW��IURP

,�V\VWHP�LV�ODEHOHG�76�EHFDXVH�HDFK�RQH�EHORQJV�WR�D�GLIIHUHQW�V\VWHP�

7KHVH�ILOHV�DQG�WKHLU�FRPELQDWLRQV�DUH�DYDLODEOH�WR�EH�VKDUHG�EHWZHHQ�DOO�WKUHH

V\VWHPV�H[FHSW�+�V\VWHP
V�ILOH��*XLGH�(VW���DQG�RWKHU�FRPELQDWLRQV�WKDW�LQYROYHG�WKLV�ILOH��

ZKLFK�LV�DYDLODEOH�IRU�+�DQG�,�V\VWHPV�RQO\��)RU�H[DPSOH��)��,��DQG�+�XVHUV�FDQ�DFFHVV�WKH�+

V\VWHP·V�ILOH��$UULYDO	GHSDUWXUH��EXW�RQO\�,�DQG�+�XVHUV�FDQ�DFFHVV�WKH�+�V\VWHP·V�ILOH

�*XLGH�(VW���7KXV��WKH�FRPELQDWLRQ��*RY�*XHVW�+DM�2XW�$UULYDO	GHSDUWXUH��ZLOO�EH

DFFHVVHG�E\�XVHUV�IURP�)��,��DQG�+�V\VWHPV��ZKLOH�WKH�FRPELQDWLRQ��*RY�*XHVW�+DM�2XW�

*XLGH�(VW��ZLOO�EH�DFFHVVHG�E\�XVHUV�IURP�,�DQG�+�V\VWHPV�RQO\�
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7KH�FRPELQDWLRQV�RI�WZR�RU�WKUHH�&�ILOHV�ZKHUH�HDFK�LV�IURP�D�GLIIHUHQW�V\VWHP�ZLOO

EH�&��WRR��6LPLODUO\��WKH�FRPELQDWLRQV�RI�D�6�FRPELQDWLRQ�RI�D�V\VWHP�ZLWK�RQH�&�ILOH�RU�WZR�

ZKHUH�HDFK�LV�IURP�RQH�RI�WKH�RWKHU�V\VWHPV��LV�DOVR�6��)LQDOO\��WKH�FRPELQDWLRQV�RI�D�76

FRPELQDWLRQ�ZLWK�RQH�&�ILOH�IURP�WKH�WKLUG�V\VWHP�LV�76�WRR��)RU�H[DPSOH��WKH�FRPELQDWLRQV

�+DM�9LVDV�+DM�,Q�����+DM�9LVDV�+DM�,Q�*XLGH�(VW��DQG��*RY�*XHVW�+DM�2XW��$UULYDO	

GHSDUWXUH��DUH�ODEHOHG�&�EHFDXVH�HDFK�FRPELQDWLRQ�KDV��DW�PRVW��RQH�ILOH�IURP�HYHU\�V\VWHP�

6LPLODUO\��FRPELQDWLRQV�OLNH��+DM�9LVDV�*RY�*XHVW�+DM�,Q��DQG��+DM�9LVDV�*RY�*XHVW�

+DM�,Q�*XLGH�(VW��DUH�ODEHOHG�6�EHFDXVH�HDFK�FRPELQDWLRQ�KDV��DW�PRVW��RQH�6�FRPELQDWLRQ

����IURP�RQH�V\VWHP�DQG�RQH�ILOH�IURP�HDFK�RWKHU�V\VWHPV��/LNHZLVH��FRPELQDWLRQV�VXFK�DV

�+DM�9LVDV�*RY�*XHVW��+DM�,Q�+DM�2XW�*XLGH�(VW��DQG��+DM�9LVDV��*RY�*XHVW�+MD�

,Q�+DM�2XW�$UULYDO	�GHSDUWXUH��DUH�ODEHOHG�76�EHFDXVH�HDFK�RQH�KDV�PLQLPXP�RI�WZR�6

FRPELQDWLRQV�IURP�GLIIHUHQW�V\VWHPV�

%\�DQDO\]LQJ�WKLV�UHTXLUHPHQW��LW�LV�REYLRXV�WKDW�D�ODWWLFH�PRGHO�LV�QHHGHG�WKDW

VSHFLILHV�LQIRUPDWLRQ�IORZ�EHWZHHQ�REMHFWV��&RPSDUWPHQWV�RI�WKLV�ODWWLFH�UHSUHVHQW

FRPELQDWLRQV�RI�WKH�VL[�ILOHV��REMHFWV��WKDW�QHHG�WR�EH�VKDUHG�XQGHU�WKLV�UHTXLUHPHQW��,Q

DGGLWLRQ��DQ�DFFHVV�FRQWURO�PDWUL[�VSHFLILHV�DFFHVV�ULJKWV�DYDLODEOH�IRU�VXEMHFWV�WR�EH�XVHG�RQ

WKH�ODWWLFH·V�REMHFWV��)LQDOO\��DWWDFKPHQWV�RI�WKRVH�VXEMHFWV�WR�WKH�LQYROYHG�XVHUV�IURP�WKH

WKUHH�V\VWHPV�DUH�DOVR�QHHGHG�

����� /.5�NCVVKEG�OQFGN

,Q�RUGHU�WR�VXSSRUW�WKH�VHFRQG�UHTXLUHPHQW��VXSSRVH�WKDW�HYHU\�V\VWHP�KDV�WKUHH

W\SHV�RI�XVHUV�DV�IROORZV�
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• &�XVHUV��ZKHUH�HDFK�FDQ�DFFHVV�RQH�&�ILOH�RU�D�FRPELQDWLRQ�WKDW
 
 KROGV�WZR�RU�WKUHH�&�ILOHV��RQH�IURP�HDFK�V\VWHP��
 

• 6�XVHUV��ZKHUH�HDFK�FDQ�DFFHVV�RQH�6�FRPELQDWLRQ�WKDW�KROGV�DW�OHDVW�WZR
 
 &�ILOHV�RI�D�V\VWHP�
 

• 76�XVHUV��ZKHUH�HDFK�FDQ�DFFHVV�RQH�76�FRPELQDWLRQ�WKDW�KROGV�DW

�����OHDVW�WZR�6�ILOHV�

7KH�ODWWLFH�PRGHO�IRU�0/6�ZLOO�LQGLFDWHV�WKH�FRPSDUWPHQWV�WKDW�UHSUHVHQW�WKH�VL[

&�ILOHV�DQG�WKHLU�FRPELQDWLRQV��)LJXUH�����SUHVHQWV�WKH�ODWWLFH�PRGHO�IRU�WKH�VHFRQG

UHTXLUHPHQW��ZKHUH�DEEUHYLDWLRQV�RI�WKH�VL[�ILOHV�DUH�XVHG���,W�LV�YHU\�VLPLODU�WR�D�VXEVHW�ODWWLFH

RQ�VL[�FRPSDUWPHQWV���7KHUH�DUH�������� ����FRPSDUWPHQWV��RPLWWLQJ�WKH�HPSW\�RQH����7KH

PDMRU�GLIIHUHQFH�EHWZHHQ�WKLV�ODWWLFH�DQG�WKH�RQH�LQ�)LJXUH������QR�REOLJDWLRQ��LV�WKDW�DOO

FRPSDUWPHQWV�WKHUH�DUH�8��ZKLOH�KHUH�VRPH�RI��WKH�FRPSDUWPHQWV��DW�/�&��/�&�DQG�/�&�

DUH�&��RWKHUV��DW�/�6��/�6�DQG�/�6��DUH�6��ZKLOH�WKH�UHVW��DW�/�76��/�76�DQG�/�76��DUH�76�

7KLV�IROORZV�IURP�FRQGLWLRQ�F�RI�WKH�VHFRQG�UHTXLUHPHQW�WKDW�FHUWDLQ�FRPELQDWLRQV�RI�ILOHV

KDYH�D�KLJKHU�VHFXULW\�OHYHO�WKDQ�WKHLU�LQGLYLGXDO�FRQVWLWXHQWV�DV�SHU�WKH�IROORZLQJ�UXOHV�

,���D�FRPELQDWLRQ�RI�WZR�&�ILOHV�IURP�D�VLQJOH�V\VWHP�LV�6

,,���D�FRPELQDWLRQ�RI�WZR�6�ILOHV�IURP�WZR�RU�PRUH�V\VWHP�LV�76



47

/�76 PLV�JGH�KML�KMR�YLV�JXV

�����������������������������������������������������������������������������������������������������������������������������

����������������D	G������������������D	G���������������JGH�������������������D	G����������������KML������������������D	G�
����������������JGH���������������������JGH������������������KML����������������������JGH�������������������KMR�������������������JGH�
����������������KML���������������������KML�����������������KMR��������������������YLV������������������YLV������������������YLV�
����������������KMR���������������������KMR������������������YLV�����������������������JXV�������������������JXV�������������������JXV�
���������������YLV����������������������JXV������������������JXV����������������������KML��������������������D	G������������������KMR
/�76
�����������������������������������������������������������������������������������������������������������������������������

YLV� YLV� KML�
JXV� JXV� KMR�
KML� JGH� JGH�

/�76 KMR D	G D	G
�����������������������������������������������������������������������������������������������������������������������������

�������������JXV����JXV����JXV�����JXV�����KML������KML������KML������KML�����D	G����D	G����D	G���D	G�
�������������YLV������YLV�������YLV��������YLV��������KMR������KMR�������KMR�������KMR������JGH�������JGH�������JGH������JGH�
�������������KML�������KML�������KMR�������KMR�������JGH������JGH������D	G�����D	G�����YLV��������YLV��������JXV������JXV�
/�6������D	G�����JGH�����D	G�����JGH�������JXV������YLV�������JXV������YLV�������KML����� �KMR�������KML�������KMR
�����������������������������������������������������������������������������������������������������������������������������

D	G����KML�������KML�����KML�������KML�����JXV�����JXV�����JXV�����JXV����D	G���D	G���D	G�
JGH�������KMR�������KMR������KMR��������KMR�����YLV��������YLV��������YLV�������YLV��������JGH�����JGH������JGH�
YLV��������D	G�����JGH�����YLV���������JXV�����D	G������JGH������KML�������KMR��������JXV�����KML�������KMR

/�6
�����������������������������������������������������������������������������������������������������������������������������

YLV� KML� D	G�
/�6 JXV KMR JGH
�����������������������������������������������������������������������������������������������������������������������������

YLV���������������YLV���������������YLV�������������YLV����������������JXV���������������JXV���������������JXV������������JXV�
KML���������������KML����������������KMR������������KMR���������������KML�����������������KML����������������KMR������������KMR�
D	G������������JGH��������������D	G�����������JGH��������������D	G��������������JGH��������������D	G�����������JGH

/�&
�����������������������������������������������������������������������������������������������������������������������������

KML��������KML��������KMR������KMR�������YLV��������YLV�������YLV�������YLV��������JXV�������JXV������JXV������JXV�
/�& D	G�����JGH������D	G�����JGH������D	G������JGH������KML�������KMR������D	G�������JGH������KML�������KMR
�����������������������������������������������������������������������������������������������������������������������������
/�& D	G JGH KML KMR YLV JXV
�����������������������������������������������������������������������������������������������������������������������������

/1��OHYHO�QR����&��FRQILGHQWLDO���6��VHFUHW��76��WRS�VHFUHW

)LJXUH������7KH�ODWWLFH�PRGHO�IRU�0/6

,QIRUPDWLRQ�IORZ�DQG�FDWHJRU\�GRPLQDQFH�DUH�WKH�VDPH�DV�LQ�WKH�SUHYLRXV�ODWWLFH�RI

)LJXUH������WKDW�LV��D�FDWHJRU\�GRPLQDWHV�DQRWKHU�LI��FRPSDUWPHQWV�RI�WKH�IRUPHU�DUH�D

VXSHUVHW�RI�WKH�ODWWHU���7R�HPSKDVL]H�WKH�ODEHOLQJ�UXOH�IRU�FRPELQDWLRQV�RI�FRPSDUWPHQWV�LW�LV
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VKRZQ�WKDW�WKH�ODWWLFH�LV�JRLQJ�XS�IURP�&�WR�6�WR�76�FRPSDUWPHQWV���1RWH�WKDW�DOO

FRPSDUWPHQWV�RI�VL]H�IRXU�DUH�6�DQG�DOO�RI�VL]H���RU���DUH�76���&RPSDUWPHQWV�RI�VL]H���RU��

FDQ�EH�6�RU�&���1HYHUWKHOHVV�WKH�LQIRUPDWLRQ�IORZ�LV�H[DFWO\�WKDW�GHWHUPLQHG�E\�WKH�VXSHUVHW

UHODWLRQVKLS�

)RU�H[DPSOH��D�FDWHJRU\�DW�OHYHO�/�&�VXFK�DV���YLV�KML�D	G��GRPLQDWHV�WKH�RQHV�WKDW�KDYH�D

VXEVHW�RI�LW�DV��YLV�KML��DQG��YLV��DW�OHYHOV�/�&�DQG�/�&�UHVSHFWLYHO\��6LPLODUO\��D�FDWHJRU\�DW

OHYHO�/�6��VXFK�DV���YLV�JXV��GRPLQDWHV�WKH�RQHV�WKDW�KDYH�D�VXEVHW�RI�LW�DV��YLV��DQG��JXV�

DW�OHYHO�/�&�RQO\��7KLV�PHDQV�WKDW�LQIRUPDWLRQ�PD\�IORZ�IURP�WKH�&�FDWHJRU\��YLV��DW�/�&

WR�WKH�&�FDWHJRULHV��YLV�KML��DW�/�&���YLV�KML�D	G��DW�/�&��DQG�WR�WKH�6�FDWHJRU\��9LV�JXV��DW

/�6���)LJXUH�����VKRZV�WKH�GRPLQDQFH�DQG�LQIRUPDWLRQ�IORZ�UHODWLRQV�EHWZHHQ�OHYHOV�RI�WKH

0/6�ODWWLFH�

/�76

/�76

/�6 /�76

/�6 /�&

/�6 /�&

/�&

/�&��/� �OHYHO���� �QR��RI�ILOHV�D�FDWHJRU\�LQ�WKLV�OHYHO�PD\�KDYH
��������&� �WKH�VHFXULW\�FODVV�RI�FDWHJRULHV�LQ�WKLV�OHYHO

)LJXUH������7KH�GRPLQDQFH�DQG�LQIRUPDWLRQ�IORZ�RI�WKH�0/6�ODWWLFH�
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1H[W��LW�LV�LPSRUWDQW�WR�GHILQH�DQ�DFFHVV�FRQWURO�PDWUL[�WKDW�VSHFLILHV�WKH�DFFHVV

ULJKWV�IRU�VXEMHFWV�RQ�REMHFWV��7DEOH�����VKRZV�VRPH�RI�WKH�&��6��DQG�76�VXEMHFWV�REMHFWV

DFFHVV�UHODWLRQV��)RU�H[DPSOH��WKH�VXEMHFW��YLV�KML��LV�ODEHOHG�&�EHFDXVH�LW�FDQ�5HDG�:ULWH�WR

WKH�&�REMHFW�ODEHOHG��YLV�KML��5HDG�RQO\�WKH�&�REMHFWV�ODEHOHG���YLV����KML��DQG�:ULWH�RQO\�WR

WKH�6�REMHFW�ODEHOHG��YLV�JXV�KML�D	G��WKH�76�REMHFW�ODEHOHG��YLV�JXV�KML�KMR��

��������2EMHFWV
6XEMHFWV

YLV
�F

JXV
�F

KML
�F

KMR
�F

JGH
�F

D	G
�F

YLV�
KML�F

JXV�KMR�
D	G�F

YLV�
JXV�V

YLV�JXV�
KML�D	G�V

YLV�JXV�
KML�KMR�WV

YLV�F U�Z � � � � � Z � Z Z Z
YLV�KML�F U � U � � � U�Z � � Z Z
JXV�KMR�
D	G�F

� U � U � U � U�Z � � �

YLV�JXV�V U U � � � � � � U�Z Z Z
YLV�JXV�
KML�D	G�V

U U U � � U U � U U�Z �

YLV�JXV�
KML�KMR�WV

U U U U � � U � U � U�Z

F� FRQILGHQWLDO��V� VHFUHW��WV� WRS�VHFUHW
U�Z� �5HDG�DQG�:ULWH�RSHUDWLRQV

������������������������������������7DEOH������3DUW�RI�WKH�JHQHUDO�$FFHVV�&RQWURO�0DWUL[
IRU�FRQILGHQWLDO��VHFUHW��DQG�WRS�VHFUHW�VXEMHFWV�REMHFWV

)LQDOO\��E\�DWWDFKLQJ�ODEHOHG�VXEMHFWV�GLVFXVVHG�DERYH�WR�XVHUV�LQYROYHG��WKH�VHFRQG

UHTXLUHPHQW�LV�IXOO\�VDWLVILHG��)RU�H[DPSOH��LI�)�V\VWHP�KDV�WKH�IROORZLQJ�&��6��DQG�76�XVHUV�

I����LV�FRQILGHQWLDO�WR�5HDG�:ULWH�WKH�ILOH��YLV��
I����LV�FRQILGHQWLDO�WR�5HDG�:ULWH�WKH�ILOHV��YLV��DQG��KML��
I����LV�FRQILGHQWLDO�WR�5HDG�:ULWH�WKH�ILOHV��JXV����KMR��DQG��D	G��
I����LV�VHFUHW�WR�5HDG�:ULWH�WKH�ILOHV��YLV��DQG��JXV�
I����LV�VHFUHW�WR�5HDG�:ULWH�WKH�ILOHV��YLV����JXV����KML��DQG��D	G��
I����LV�76�WR�5HDG�:ULWH�WKH�ILOHV��YLV����JXV����KML��DQG��KMR�

WKHQ�7DEOH�����UHSUHVHQWV�ODEHOHG�VXEMHFWV�IURP�7DEOH�����WKDW�FRXOG�EH�LQYRNHG�E\�WKRVH

XVHUV��1RWLFH�WKDW�XVHUV�VXFK�DV�I���DUH�VXSSRVHG�WR�LQYRNH�WKH�VXEMHFWV���YLV����KML��DQG



50

�YLV�KML��EXW�VLQFH�WKH�VXEMHFW��KML��LV�QRW�LQFOXGHG�LQ�7DEOH������LW�LV�RPLWWHG�IURP

7DEOH�����

8VHUV 6XEMHFWV
I���F���
 �YLV�
I���F���
 �YLV���YLV�KML�
I���F �JXV�KMR�D	G�
I���V �YLV����YLV�JXV�
I���V �YLV����YLV�KML����YLV�JXV����YLV�JXV�KML�D	G�
I���WV �YLV����YLV�KML����YLV�JXV����YLV�JXV�KML�KMR�


�8VHUV�DQG�VXEMHFWV�KDYH�RQH�WR�PDQ\�UHODWLRQVKLS��L�H��
WKH�VXEMHFW��YLV��WKDW�EHORQJV�WR�WKH�XVHU�I���GLIIHUV�IURP�WKH
�VXEMHFW��YLV��WKDW�EHORQJV�WR�WKH�XVHU�I���

�7DEOH������5HODWLRQV�RI�VRPH�)�V\VWHP�XVHUV�ZLWK�VXEMHFWV�WR�LQYRNH

%\�UHYLHZLQJ�7DEOH������LI�HYHU\�V\VWHP�ZDQWV�WR�GHFODUH�RQH�XVHU��ZKR�FDQ�DFFHVV�D

FHUWDLQ�ODWWLFH�FRPSDUWPHQW�ZLWK�5HDG�:ULWH�ULJKW��WKHQ�WKH�WRWDO�QXPEHU�RI�XVHUV�HYHU\�V\VWHP

PD\�KDYH�LV�HTXDO�WR�WKH�WRWDO�QXPEHU�RI�FRPSDUWPHQWV�LW�LV�DOORZHG�WR�DFFHVV�

)RU�H[DPSOH��VLQFH�,�DQG�+�V\VWHPV�FDQ�DFFHVV�DOO�VL[�&�ILOHV�DQG�WKHLU�FRPELQDWLRQV��WKHQ

HDFK�V\VWHP�PD\�KDYH����XVHUV�GLYLGHG�DV�IROORZV�

���&�XVHUV�GLYLGHG�DV�
• ��IRU�WKH���FRPSDUWPHQWV�DW�/�&
• ���IRU�WKH����FRPSDUWPHQWV�DW�/�&
• ��IRU�WKH���FRPSDUWPHQWV�DW�/�&

 
����6�XVHUV�GLYLGHG�DV�

• ��IRU�WKH���FRPSDUWPHQWV�DW�/�6
• ���IRU�WKH����FRPSDUWPHQWV�DW�/�6
• ���IRU�WKH����FRPSDUWPHQWV�DW�/�6

���76�XVHUV�GLYLGHG�DV�
• ��IRU�WKH���FRPSDUWPHQWV�DW�/�76
• ��IRU�WKH���FRPSDUWPHQWV�DW�/�76
• ��IRU�WKH�RQO\�FRPSDUWPHQW�DW�/�76
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%XW�VLQFH�)�V\VWHP�FDQ�DFFHVV�RQO\�ILYH�&�ILOHV�DQG�WKHLU�FRPELQDWLRQV��H[FOXGLQJ�JGH�DQG�LWV

FRPELQDWLRQV���WKHQ�)�V\VWHP�PD\�KDYH�RQO\�������������XVHUV�GLYLGHG�DV�IROORZV�

���&�XVHUV�GLYLGHG�DV�
• ��IURP�WKH���FRPSDUWPHQWV�DW�/�&
• ��IURP�WKH����FRPSDUWPHQWV�DW�/�&
• ��IURP�WKH���FRPSDUWPHQWV�DW�/�&

 
����6�XVHUV�GLYLGHG�DV�

• ��IURP�WKH���FRPSDUWPHQWV�DW�/�6
• ��IURP�WKH����FRPSDUWPHQWV�DW�/�6
• ��IURP�WKH����FRPSDUWPHQWV�DW�/�6

��76�XVHUV�GLYLGHG�DV�
• ��IURP�WKH���FRPSDUWPHQWV�DW�/�76
• ��IURP�WKH���FRPSDUWPHQWV�DW�/�76

7KH�RQO\�GLIIHUHQFH�EHWZHHQ�WKLV�UHTXLUHPHQW��0/6��DQG�WKH�ILUVW�RQH��1R�

REOLJDWLRQ��LV�WKDW�REMHFWV�KHUH�PD\�KDYH�GLIIHUHQW�VHFXULW\�FODVVLILFDWLRQV��&��6��DQG�76��

ZKLOH�LQ�WKH�ILUVW�UHTXLUHPHQW��DOO�REMHFWV�WKHUH�VKDUH�WKH�VDPH�VHFXULW\�FODVVLILFDWLRQ��8��

7KXV��LW�LV�QRW�HQRXJK�KHUH�IRU�D�XVHU�WR�VDWLVI\�FRQGLWLRQV�D�DQG�E�LQ�RUGHU�WR�DFFHVV�DOO�ILOHV

RI�D�V\VWHP��DV�LQ�QR�REOLJDWLRQ���EXW�DOVR�FRQGLWLRQ�F�PXVW�EH�VDWLVILHG�WR�HQIRUFH�0/6��)RU

H[DPSOH��LQ�WKH�ILUVW�UHTXLUHPHQW��D�8�XVHU�VXFK�DV�I���ZKR�DFFHVVHV�KLV�ORFDO�)�V\VWHP�RQO\�

PD\�LQYRNH�WKH�VXEMHFWV��DWF��DQG��WRU����7KHVH�VXEMHFWV�DOORZ�KLP�WR�5HDG�:ULWH�WR�WKH

REMHFWV��DWF��DQG��WRU����+RZHYHU��LQ�WKLV�UHTXLUHPHQW��D�&�XVHU�VXFK�DV�I����ZKR�DFFHVVHV

RQO\�KLV�ORFDO�)�V\VWHP��PD\�LQYRNH�RQO\�RQH�VXEMHFW��YLV��ZKLFK�DOORZV�KLP�WR�5HDG�:ULWH

WR�WKH�&�REMHFW��YLV����2QO\�DQ�6�XVHU�VXFK�DV�I����I����RU�I���PD\�LQYRNH�WKH�VXEMHFWV���YLV�

DQG��JXV��ZKLFK�DOORZV�KLP�WR�5HDG�:ULWH�WR�ERWK�&�REMHFWV��YLV��DQG��JXV��
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��� &KLQHVH�:DOOV�UHTXLUHPHQW

7KH�WKLUG�UHTXLUHPHQW�GHDOV�ZLWK�VKDULQJ�VSHFLDO�DQG�YHU\�VHQVLWLYH�ILOHV�E\�VSHFLDO

XVHUV��VXFK�WKDW�D�XVHU�FDQ�DFFHVV�RQO\�RQH�ILOH�IURP�HDFK�V\VWHP���0RUHRYHU��WKHVH�VSHFLDO

XVHUV�DUH�QRW�DOORZHG�WR�DFFHVV�ILOHV�XQGHU�WKH�ILUVW�RU�VHFRQG�UHTXLUHPHQWV���)XUWKHUPRUH�

76�XVHUV�DUH�H[HPSWHG�IURP�WKLV�UXOH��EHFDXVH�WKH\�DUH�VXIILFLHQWO\�WUXVWHG�

$V�VKRZQ�LQ�FKDSWHU�WZR��FRQGLWLRQV�D�DQG�E�DUH�LGHQWLFDO�WR�FRQGLWLRQV�D�DQG�E�RI

WKH�SUHYLRXV�WZR�UHTXLUHPHQWV��EXW�FRQGLWLRQ�F�LV�YHU\�GLIIHUHQW��7KH�PDLQ�UHDVRQ�IRU

VHOHFWLQJ�WKLV�UHTXLUHPHQW�DQG�LQWURGXFLQJ�FRQGLWLRQ�F�LV�WR�SUHYHQW�OHDNDJH�DQG�PLVXVH�RI

VHQVLWLYH�GDWD��)RU�H[DPSOH��VRPH�V\VWHPV�DUH�XVLQJ�VHQVLWLYH�ILOHV�WKDW�VWRUH�FRPPRQ�GDWD

�L�H���WRWDO�QXPEHU�RI�SLOJULPDJHV���EXW�HDFK�ILOH�PD\�UHFRUG�LW�GLIIHUHQWO\��7KXV��WKHVH�V\VWHPV

PD\�LGHQWLI\�WKHVH�ILOHV�DV�VSHFLDO�VHQVLWLYH�ILOHV�WR�FKHFN�WKH�FUHGLELOLW\�DQG�DFFXUDF\�RI�WKHLU

GDWD�DQG�VRXUFHV��+HQFH��LI�D�XVHU�KDV�WKH�SULYLOHJH�WR�DFFHVV�D�FRPELQDWLRQ�RI�WKRVH�ILOHV

IURP�WKH�VDPH�V\VWHP��KH�PD\�WKHQ�WDPSHU�ZLWK�WKH�FRPPRQ�GDWD�LQ�RUGHU�WR�PDNH�LW�PDWFK

LQ�DOO�ILOHV��ZKLFK�UHVXOWV�LQ�PLVOHDGLQJ�LQIRUPDWLRQ�WR�KLJKHU�PDQDJHPHQW��7KHUHIRUH��WKLV

UHTXLUHPHQW�ZLOO�SUHYHQW�XVHUV�IURP�VXFK�DFWV�DQG�HQVXUH�FUHGLELOLW\�DQG�DFFXUDF\�RI�WKHVH

ILOHV�

����� 4GSWKTGOGPV�CPCN[UKU

7KH�WKLUG�FROXPQ�RI�WKH�+DMM
V�FDVH�VWXG\�GDWD�WDEOH��7DEOH������UHSUHVHQWV

WKH�VSHFLDO�ILOHV��&KLQHVH�:DOOV�ILOHV��IRU�WKH�WKLUG�UHTXLUHPHQW�DQG�WKH�V\VWHPV�WKDW�FDQ

DFFHVV�WKHP��(DFK�V\VWHP�KDV�WZR�&KLQHVH�:DOOV�ILOHV�VXFK�WKDW�D�VSHFLDO�XVHU�ZKR�LV�QRW�D�76
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XVHU�FDQ�DFFHVV�RQO\�RQH�RI�WKHP�

&KLQHVH�:DOOV
)�V\VWHP +DM��'HSORP�GSO��>,�+@

6HFUHW�&RPP��VFP��>,�+@
,�V\VWHP %ODFN�/LVW��ENO��>)@

1RQ�6DXGL�LQ�/LVW��QVO��>)@
+�V\VWHP +DM�5HJLVWUDWLRQ�UJV�>)�,@

7UDQVSRUW��WUQ��>,@

7DEOH������7KLUG�FROXPQ�RI�FDVH�VWXG\�GDWD�WDEOH

)RU�H[DPSOH��WKH�,�V\VWHP��UHTXLUHV�WKDW�DQ\�VSHFLDO�XVHU��QRQ�76��IURP�WKH�)�V\VWHP

�RU�,�6\VWHP��ZKR�KDV�DFFHVV�WR�WKH��%ODFN�/LVW��ILOH�RI��WKH�,�V\VWHP�VKRXOG�QRW�KDYH�DFFHVV

WR�WKH�,�V\VWHP
V�ILOH��1RQ�6DXGL�LQ�/LVW���2WKHUZLVH��XVHUV��ORZHU�WKDQ�76��ZKR�DFFHVV�WKH

�%ODFN�/LVW��ILOH�PLJKW�PRGLI\�UHFRUGV�LQ�WKH��1RQ�6DXGL�LQ�/LVW��ILOH��ZKLFK�KDYH�GDWD�DERXW

D�EODFNOLVWHG�SHUVRQ��7KLV�PHDQV�WKDW�DQ\�VSHFLDO��XVHU�PD\�DFFHVV�D�PD[LPXP�RI�WKUHH

VSHFLDO�ILOHV�DW�RQH�WLPH��RQH�ILOH�IURP�HDFK�V\VWHP�

$V�VKRZQ�DERYH��WKH�&KLQHVH�:DOOV�ILOHV�IRU�)�V\VWHP�DUH��GSO����VFP���ZKLOH���ENO����QVO�

DUH�IRU�,�V\VWHP��DQG�ILQDOO\��UJV����WUQ��DUH�IRU�+�V\VWHP�

7KH�PDMRU�SUREOHP�KHUH�LV�WKH�7URMDQ�KRUVH�SUREOHP��)RU�H[DPSOH��LI�WKH�)�V\VWHP

LGHQWLILHG�WZR�VSHFLDO�XVHUV��VD\�IV���DQG�IV����ZKR�FDQ�DFFHVV�WKH�IROORZLQJ�ILOHV�ZLWK

5HDG�:ULWH�

IV���DFFHVV��GSO��DQG��ENO�
IV���DFFHVV��VFP��DQG��ENO�

WKHQ�IV���FDQ�UHDG�GDWD�IURP��GSO��DQG�ZULWH�LW�WR��ENO���/DWHU��ZKHQ�IV���DFFHVVHV��ENO��KH

ZLOO�UHDG��GSO��GDWD�WKDW�H[LVW�LQ��ENO��QRZ��6XFK�DQ�DFFHVV�LV�D�YLRODWLRQ�RI�WKH�WKLUG

UHTXLUHPHQW��EHFDXVH�IV���LV�DFFHVVLQJ�GDWD�IURP��GSO��DQG��VFP���VLPXOWDQHRXVO\��ERWK�ILOHV



54

IURP�)�V\VWHP���,Q�RUGHU�WR�SUHYHQW�VXFK�DQ�DFFHVV�YLRODWLRQ��WKLV�UHTXLUHPHQW�VKRXOG�EH

HQIRUFHG�E\�WKH�XVH�RI��D�&KLQHVH�:DOOV�ODWWLFH�EDVHG�PRGHO�DV�GLVFXVVHG�LQ�>�@�WR�SUHYHQW

DJJUHJDWLRQ�RI�LQIRUPDWLRQ�

����� %JKPGUG�9CNNU�NCVVKEG�OQFGN

,Q�RUGHU�WR�FUHDWH�D�&KLQHVH�:DOOV�ODWWLFH�PRGHO��LW�LV�LPSRUWDQW�WR�GHWHUPLQH�WKH

QXPEHU�RI�GDWD�VHWV��$V�LQGLFDWHG�LQ�7DEOH������HYHU\�V\VWHP�KDV�RQH�GDWD�VHW�WKDW�FRQWDLQV

WZR�&KLQHVH�:DOOV�ILOHV��7KHUHIRUH��REMHFWV�ZLWK�WKUHH�YHFWRU�ODEHOV�ZLOO�VDWLVI\�WKH�&KLQHVH

:DOOV�SROLF\��)RU�H[DPSOH��WKH�REMHFW�ODEHOHG�>GSO�ENO�φ@�FRQWDLQV�GDWD�IURP�)�V\VWHP�ILOH

�GSO��,�V\VWHP�ILOH��ENO��DQG�QXOO�IURP�+�V\VWHP��2EMHFWV�ZLWK�IRXU�YHFWRU�ODEHOV�RU�PRUH

DUH�H[HPSWHG�IURP�WKH�&KLQHVH�:DOOV�SROLF\�DQG�FRQVLGHUHG�DV�6<6+,*+��)LJXUH����

SUHVHQWV�WKH�ODWWLFH�PRGHO�IRU�WKH�&KLQHVH�:DOOV�REMHFWV�DQG�WKHLU�FRPELQDWLRQV�DV�FRQFOXGHG

IURP�7DEOH�����

�������������>GSO�VFP�UJV�WUQ@�������>GSO�VFP�ENO�QVO�UJV@�������>GSO�VFP�ENO�QVO�UJV�WUQ@
���������������������+ ���������) ����� �,
�����������������&+1��������������������������&+1�������������������������������&+1�� ������76 6\V�+LJK
�������������������������������������������������������������������������������������������������������������

>GSO�ENO�UJV@���>GSO�ENO�WUQ@���>�GSO�QVO�UJV�@���>GSO�QVO�WUQ@
>VFP�ENO�UJV@��>VFP�ENO�WUQ@��>VFP�QVO�UJV�@��>VFP�QVO�WUQ@

&+1�
�������������������������������������������������������������������������������������������������������������

>GSO�ENO�φ@�>GSO�QVO�φ@�>GSO�φ�UJV@�>GSO�φ�WUQ@�>VFP�ENO�φ@�>VFP�QVO�φ@
>VFP�φ�UJV@�>VFP�φ�WUQ@�>φ�ENO�UJV@�>φ�ENO�WUQ@�>φ�QVO�UJV@�>φ�QVO�WUQ@

&+1�
�������������������������������������������������������������������������������������������������������������

>�GSO�φ�φ�@���>�VFP�φ�φ�@���>�φ�ENO�φ�@���>�φ�QVO�φ�@���>�φ�φ�UJV�@���>φ�φ�WUQ@
��������������)�,�+ ��������)�,�+ �����)�, �����������)�, ��)�,�+ ��������,�+
&+1�
�������������������������������������������������������������������������������������������������������������

)LJXUH������7KH�ODWWLFH�PRGHO�IRU�&KLQHVH�:DOOV
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7KHUH�DUH�VL[�GLIIHUHQW�OHYHOV�LQ�WKH�ODWWLFH�SUHVHQWHG�DV�&+1P��ZKHUH�P�VWDQGV�IRU

WKDW�OHYHO�QXPEHU��)RU�H[DPSOH��WKH�OHYHO�&+1��LV�KLJKHU�WKDQ�&+1��DQG�ORZHU�WKDQ

&+1��WR�&+1���,W�LQGLFDWHV�WKDW�D�VXEMHFW�ZLWK�&+1��OHYHO�FDQ�5HDG�:ULWH�WR�DQ�REMHFW�DW

&+1��OHYHO�5HDG�GRZQ�DQG�:ULWH�XS��GHSHQGLQJ�RQ�LWV�ODEHO��,Q�DGGLWLRQ��DQ�REMHFW�DW

&+1��KROGV�GDWD�IURP�WZR�ILOHV��ZKLOH�DQ�REMHFW�DW�&+1��KROGV�GDWD�IURP�RQH�ILOH�RQO\�

+HQFH��RQO\�REMHFWV�IURP�&+1��WR�&+1��VDWLVI\�WKH�WKLUG�UHTXLUHPHQW��ZKLOH�WKH�RQHV�DW

&+1��DQG�XS�DUH�FRQVLGHUHG�DV�6<6+,*+��7KHUHIRUH��RQO\�WKUHH�VHFXULW\�FODVVHV�DUH

QHHGHG�KHUH��&+1���&+1���DQG�&+1��IRU�XVHUV�VXEMHFWV�DQG�REMHFWV��2EMHFWV�DW�&+1�

DQG�XS�DUH�ODEHOHG�76�DQG�DFFHVVHG�E\�76�XVHUV�VXEMHFWV�

1RZ�LI�)�V\VWHP�KDV�VRPH�XVHUV�ZKR�QHHG�WR�DFFHVV�VRPH�ILOHV�DV�IROORZV�

I�����LV�D�VSHFLDO�XVHU��ZKR�VKRXOG�DFFHVV��GSO�
I�����LV�D�VSHFLDO�XVHU��ZKR�VKRXOG�DFFHVV��VFP�
I�����LV�D�VSHFLDO�XVHU��ZKR�VKRXOG�DFFHVV��ENO�
I�����LV�D�VSHFLDO�XVHU��ZKR�VKRXOG�DFFHVV��GSO��DQG��ENO�
I�����LV�D�VSHFLDO�XVHU��ZKR�VKRXOG�DFFHVV��VFP��DQG��ENO�
I�����LV�D�VSHFLDO�XVHU��ZKR�VKRXOG�DFFHVV��GSO����ENO���DQG��UJV�

WKHQ�WKH�DFFHVV�FRQWURO�PDWUL[�PXVW�EH�FUHDWHG�WKDW�VSHFLILHV�WKH�UHODWLRQ�EHWZHHQ�WKRVH

XVHUV·�VXEMHFWV�DQG�WKHVH�ILOHV��REMHFWV���7DEOH������SUHVHQWV�VXFK�D�PDWUL[��ZKHUH�WKHUH�DUH

VL[�VXEMHFWV�DQG�REMHFWV��$V�VKRZQ�HDFK�FROXPQ�UHSUHVHQWV�DQ�REMHFW�WKDW�ZDV�SUHVHQWHG�LQ

WKH�ODWWLFH�PRGHO�DERYH��,Q�DGGLWLRQ��HYHU\�URZ�UHSUHVHQWV�D�VXEMHFW�WKDW�FDQ�DFFHVV�VRPH

REMHFWV�ZLWK�FHUWDLQ�DFFHVV�ULJKWV�
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��������������2EMHFWV
6XEMHFWV

>GSO�φ�φ@ >VFP�φ�φ@ >φ�ENO�φ@ >GSO�ENO��φ@ >VFP�ENO�φ@ >GSO�ENO�UJV@

>GSO�φ�φ@ U�Z � � Z � Z

>VFP�φ�φ@ � U�Z � � Z �

>φ�ENO�φ@ � � U�Z Z Z Z

>GSO�ENO�φ@ U � U U�Z � Z

>VFP�ENO�φ@ � U U � U�Z �
>GSO�ENO�UJV@ U � U U � U�Z

������������������������������������7DEOH�������$FFHVV�FRQWURO�PDWUL[

1RZ��D�VXEMHFW�ZKRVH�ODEHO�LV�>GSO�ENO�φ@�PD\�5HDG�:ULWH�WR�WKH�REMHFW�>GSO�ENO�φ@�LQ

&+1��OHYHO��5HDG�WKH�REMHFWV�ZKRVH�ODEHOV�DUH�>GSO�φ�φ@��>φ�ENO�φ@�LQ�&+1��OHYHO��:ULWH

WR�WKH�REMHFWV�ZKRVH�ODEHOV�DUH�>GSO�ENO�UJV@�DQG�>GSO�ENO�WUQ@�LQ�&+1��OHYHO��DQG�:ULWH�WR�DOO

REMHFWV�LQ�&+1��DQG�XS�KDYH��GSO��DQG��ENO��

1RWLFH�WKDW�WKH�REMHFW�>GSO�ENO�WUQ@�DQG�RWKHU�REMHFWV�DW�&+1��DQG�XS�DUH�QRW�LQFOXGHG�LQ�WKH

DFFHVV�FRQWURO�PDWUL[�

,Q�RUGHU�WR�DWWDFK�&KLQHVH�:DOOV�XVHUV�IURP�)�V\VWHP�WR�VXEMHFWV�GLVFXVVHG�DERYH�LQ

WKH�PDWUL[��WKH�IROORZLQJ�UHODWLRQV�EHWZHHQ�XVHUV�DQG�VXEMHFWV�ZLOO�EH�FUHDWHG�

I����PD\�LQYRNH�WKH�VXEMHFW�>GSO�φ�φ@�RQO\�
I����PD\�LQYRNH�WKH�VXEMHFW�>VFP�φ�φ@�RQO\�
I����PD\�LQYRNH�WKH�VXEMHFW�>φ�ENO�φ@�RQO\�
I����PD\�LQYRNH�WKH�VXEMHFWV�>GSO�φ�φ�@��>φ�ENO�φ@��DQG�>GSO�ENO�φ@�
I����PD\�LQYRNH�WKH�VXEMHFWV�>VFP�φ�φ�@��>φ�ENO�φ@��DQG�>VFP�ENO�φ@�
I����PD\�LQYRNH�WKH�VXEMHFWV�>GSO�φ�φ�@��>φ�ENO�φ@��>VFP�ENO�φ@��DQG�>GSO�ENO�UJV@�

)RU�H[DPSOH��WKH�XVHU�I���PD\�LQYRNH�VXEMHFW�>GSO�ENO�φ@��ZKHUH�KH�FDQ�5HDG�:ULWH�WR�WKH

REMHFW�>GSO�ENO�φ@���5HDG�RQO\�WKH�REMHFWV�>GSO�φ�φ@�DQG�>φ�ENO�φ@���DQG�:ULWH�RQO\�WR�WKH�REMHFW

>GSO�ENO�UJV@���1RWLFH�WKDW�DQ�)�V\VWHP�XVHU�FDQQRW�DFFHVV�WKH�REMHFW�>GSO�ENO�WUQ@��VLQFH�)�
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V\VWHP�KDV�QR�SHUPLVVLRQ�WR�DFFHVV��WUQ��ILOH�

��� ,QIRUPDWLRQ�IORZ�SROLFLHV�IRU�WKH�+DMM�QHWZRUN

)URP�WKH�DERYH�UHTXLUHPHQWV��WKHUH�DUH�WZR�W\SHV�RI�VKDUHG�GDWD��RQH�LV��0XOWL��

ZKLFK�GHDOV�ZLWK�8��&��6��DQG�76�ILOHV��ZKLOH�DQRWKHU�LV��&KLQ���ZKLFK�GHDOV�ZLWK�&KLQHVH

:DOOV�ILOHV��7KXV��LW�LV�DSSURSULDWH�WR�KDYH�WZR�W\SHV�RI�XVHUV��0XOWL��ZKR�PD\�DFFHVV�VRPH�RU

DOO�0XOWL�ILOHV��DV�76�XVHUV��DQG�&KLQ��ZKR�PD\�DFFHVV�VRPH�&KLQ�ILOHV�>���@��+HQFH�XVHUV�RI

W\SH�0XOWL��ZLOO�GHDO�ZLWK�FDWHJRULHV�RI�WKH�ODWWLFHV�FUHDWHG�IRU�WKH�ILUVW�RU�WKH�VHFRQG

UHTXLUHPHQWV��ZKHUH�WKH\�FDQ�DFFHVV��8��ILOHV�IRU�WKH�ILUVW�DQG��&��6��76��ILOHV�IRU�WKH�VHFRQG�

8VHUV�RI�W\SH�&KLQ��ZLOO�GHDO�ZLWK�FDWHJRULHV�RI�WKH�ODWWLFH�FUHDWHG�IRU�WKH�WKLUG�UHTXLUHPHQW�

ZKHUH�WKH\�FDQ�DFFHVV�&KLQHVH�:DOOV�ILOHV�RQO\��H[FHSW�IRU�76�XVHUV�ZKR�FDQ�DFFHVV�ILOHV�RI

DOO�WKUHH�UHTXLUHPHQWV��

%\�DQDO\]LQJ�HDFK�V\VWHP�DFFRUGLQJ�WR�7DEOH�����D��DQG�WKH�DERYH�ODWWLFHV��LW�LV

SRVVLEOH�WR�FUHDWH�WKH�LQIRUPDWLRQ�IORZ�SROLF\�IRU�HDFK�V\VWHP���)LJXUHV�����������DQG����

VKRZ�WKH�LQIRUPDWLRQ�IORZ�SROLFLHV�IRU�)��,��DQG�+�V\VWHPV��UHVSHFWLYHO\��)RU�H[DPSOH�

)LJXUH�����VKRZV�WKH�DFFHVV�RI��)�V\VWHP
V�XVHUV�VXEMHFWV�WR�WKRVH�ORFDO�UHPRWH�FDWHJRULHV

ZLWK�5HDG�:ULWH�DV�IROORZV�

���$OO�VXEMHFWV�WKDW�EHORQJ�WR�PXOWLOHYHO�XVHUV��8��&��6��76�KDYH�DFFHVV�WR�WKH�IROORZLQJ�8

����ILOHV�DQG�WKHLU�FRPELQDWLRQV�ZLWK�GLIIHUHQW�ULJKWV�GHSHQGLQJ�RQ�WKH��VXEMHFW
V�VHFXULW\�FODVV

����DQG�LWV�ODEHO����DWF��DQG��WRU���IURP�)�V\VWHP��DQG��PLV���IURP�+�V\VWHP��

���$�&�VXEMHFW�WKDW�EHORQJV�WR�D�PXOWLOHYHO�XVHU��&��RU�6��RU�76�PD\�DFFHVV�RQH�RU�QXOO�ORFDO�&

����FDWHJRU\���YLV��RU��JXV���IURP�)�V\VWHP����,W�PD\�DOVR�DFFHVV�WKH�VLQJOH�&�FDWHJRU\��D	G�

�����IURP�+�V\VWHP��DQG�RQH�RI���KML��RU��KMR���IURP�,�V\VWHP��
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���$Q�6�VXEMHFW�WKDW�EHORQJV�WR�D�PXOWLOHYHO�XVHU��6�RU�76�PD\�DFFHVV�RQH�6�FDWHJRU\�IURP

����HDFK�V\VWHP��,Q�WKLV�FDVH��ZH�KDYH��YLV�JXV��IURP�)�V\VWHP�DQG��KML�KMR��IURP�,�V\VWHP�

����ZKLOH�WKHUH�LV�QR�6�FDWHJRU\�IURP��+�V\VWHP�

���$�&KLQHVH�:DOOV�VXEMHFW�WKDW�EHORQJV�WR�D�VSHFLDO�XVHU�PD\�DFFHVV�&KLQHVH�:DOOV

����FDWHJRULHV�DFFRUGLQJ�WR�WKH�VXEMHFW
V�ODEHO�

���$�76�VXEMHFW�WKDW�EHORQJV�WR�D�PXOWLOHYHO�XVHU��76�PD\�DFFHVV�DOO�6�FDWHJRULHV�DQG�EHORZ�

����DV�ZHOO�DV�WKH�&KLQHVH�:DOOV�ILOHV��ENO����QVO����UJV����GSO����VFP��DQG�DOO�FRPELQDWLRQV�

,Q�)LJXUH������WKH�V\VWHP�KLJK�76�FODVV�LV�VKRZQ�LQ�WKH�FHQWHU�RI�WKH�GLDJUDP�WR�PDNH

WKH�GLDJUDP�FOHDUHU���$V�EHIRUH��ZH�KDYH�RPLWWHG�WKH�GRPLQDQFH�OLQHV�LQ�WKH�&KLQHVH�:DOOV

FDWHJRULHV�IURP�&+1��WKURXJK�&+1��WR�VLPSOLI\�WKH�ILJXUH�
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EON �QVO UJV �����������GSO �����������VFP
,�) �,�) +�) �) �)���������&+�

GSO�����������GSO����������GSO����������VFP��������VFP���������VFP����������ENO�����������QVO�
ENO �����QVO ����������UJV ��ENO ��������QVO ��UJV �������UJV� UJV &+�

���GSO�ENO� GSO�QVO� �����������VFP�ENO��������� �����������VFP�QVO�
��������UJV ����UJV ����UJV ����UJV��������������&+�

��) ��������76�&+�

������KML�KMR ������YLV�JXV 6

KML ����������KMR D	G �����������YLV JXV &

�������� ��������DWF�WRU�∗� 8

������������PLV�∗ �����������DWF�∗ �����������WRU�∗ 8

,�) +�) ���������)�)


 8QFODVVLILHG� ILOH�� �  � &RQILGHQWLDO�� 6HFUHW�� 7RS� 6HFUHW� ILOH��Ο�  � &KLQHVH�:DOO� ILOH��↑�  
LQIRUPDWLRQ�FDQ�IORZ��,�)� �,�V\VWHP�ILOH�DFFHVVHG�E\�)�V\VWHP�XVHUV�

)LJXUH������)�V\VWHP
V�LQIRUPDWLRQ�IORZ�SROLF\
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EON �QVO ���UJV �������������WUQ �����������GSO �����������VFP
�, ��, ���+�,����������������+�, �����������)�, �����������)�,���������&+�

GSO����������� ����������QVO�
ENO ����� �� WUQ &+�

���GSO�ENO� �����������VFP�QVO�
��������WUQ ���� � ����WUQ���������������&+�

��, ��������76�&+�

���������KML�KMR �����JGH�D	G ���������YLV�JXV 6

KML �����������KMR ���������JGH �������D	G �����������YLV JXV &

����KRV�PLV�
 ��������DWF�WRU�∗� 8

��������SOQ�
 ����������KRV�
������������PLV�∗ �����������DWF�∗ �����������WRU�∗ 8

������,�, �������+�, ����������)�,

)LJXUH������,�V\VWHP
V�LQIRUPDWLRQ�IORZ�SROLF\
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���UJV �������������WUQ �����������GSO �����������VFP
� ���+������������������+ ����������)�+ �����������)�+���������&+�

�����GSO����������������������������������GSO����� �����������VFP���������������VFP�
������WUQ �����������������������������������UJV���������������������WUQ������������������UJV��� ��������������&+�

��+ ��������76�&+�

���������KML�KMR �����JGH�D	G �����YLV�JXV 6

KML ����������KMR JGH �������D	G �����������YLV JXV &

����KRV�PLV�
 ��������DWF�WRU�∗� 8

��������SOQ�
 ����������KRV�
������������PLV�∗ �����������DWF�∗ �����������WRU�∗ 8

�������,�+ ������+�+ ����������)�+

)LJXUH������+�V\VWHP
V�LQIRUPDWLRQ�IORZ�SROLF\
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��� &RQFOXVLRQ

,Q�WKLV�FKDSWHU�WKH�WKUHH�FRQILGHQWLDOLW\�UHTXLUHPHQWV�IRU�WKH�+DMM�V\VWHP�DUH

DQDO\]HG��7R�VROYH�WKH�7URMDQ�+RUVH�SUREOHP�LQ�WKH�ILUVW�UHTXLUHPHQW��D�ODWWLFH�PRGHO�ZDV

LQWURGXFHG�DV�D�VROXWLRQ��2EYLRXVO\�D�ODWWLFH�PRGHO�ZDV�QHHGHG�IRU�WKH�VHFRQG�UHTXLUHPHQW

WR�DFFRPPRGDWH�PXOWL�OHYHO�VHFXULW\��)LQDOO\�WR�VXSSRUW�WKH�&KLQHVH�:DOOV�PRGHO�LQ�WKH�WKLUG

UHTXLUHPHQW��D�ODWWLFH�PRGHO�ZDV�DOVR�LQWURGXFHG�DV�GLVFXVVHG�LQ�>��@��$V�D�UHVXOW��WKH

FRPPRQ�GHQRPLQDWRU�EHWZHHQ�DOO�WKUHH�UHTXLUHPHQWV�LV�D�ODWWLFH�PRGHO��$W�WKH�HQG�RI�WKH

FKDSWHU�WKH�LQIRUPDWLRQ�IORZ�SROLFLHV�IRU�+DMM�QHWZRUN�ZHUH�H[DPLQHG��7KRVH�SROLFHV�VSHFLI\

IRU�HDFK�V\VWHP�WKH�LQIRUPDWLRQ�IORZ�XQGHU�WKH�WKUHH�VHFXULW\�UHTXLUHPHQWV��+HQFH�LW�LV

SRVVLEOH�WR�UHSUHVHQW�FRQILGHQWLDOLW\�UHTXLUHPHQWV��SHUWDLQLQJ�WR�LQIRUPDWLRQ�IORZ��LQ

FRPSOH[�GDWD�VKDULQJ�VLWXDWLRQV�E\�ODWWLFH�PRGHOV�
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�����$�VFDOHDEOH�'*6$�VFKHPH��2EMHFW�7DJ

��� ,QWURGXFWLRQ

'*6$�ZDV�GHVLJQHG�WR�VXSSRUW�GDWD�VKDULQJ�GDWD�WUDQVIHU�EHWZHHQ�GLVWULEXWHG

KHWHURJHQHRXV�V\VWHPV��7KH�EDVLF�LGHD�RI�'*6$�LV�WKH�FUHDWLRQ�RI�LQIRUPDWLRQ�GRPDLQV

EHWZHHQ�HQG�V\VWHPV�WR�HQDEOH�FRQWUROOHG�VKDULQJ�RI�GDWD�>����@��(DFK�GRPDLQ�KROGV

LQIRUPDWLRQ�REMHFWV�WKDW�UHSUHVHQW�ILOHV�WKDW�QHHG�WR�EH�VKDUHG�RU�WUDQVIHUUHG�EHWZHHQ�WKRVH

V\VWHPV��8VHUV�IURP�WKH�HQG�V\VWHPV�DUH�WKH�GRPDLQ
V�PHPEHUV�ZKR�DUH�DOORZHG�WR�DFFHVV

WKH�GRPDLQ
V��LQIRUPDWLRQ�REMHFWV�GHSHQGLQJ�RQ�WKH�GRPDLQ
V�VHFXULW\�SROLF\��'*6$�LV

GHVFULEHG�LQ�IXUWKHU�GHWDLO�LQ�$SSHQGL[�$�

'*6$�LV�FRQVLGHUHG�D�SRZHUIXO�DUFKLWHFWXUH�IRU�0�'�2V��2Q�WKH�RWKHU�KDQG��LQ�LWV

SXUH�IRUP��LW�IDLOV�WR�JXDUDQWHH�VXSSRUW�IRU�FRQILGHQWLDOLW\�UHTXLUHPHQWV�WKDW�XVH�ODWWLFH

PRGHOV��7KLV�FKDSWHU�DQDO\]HV�UHDVRQV�WKDW�SUHYHQW�D�SXUH�'*6$�VFKHPH�IURP�VXSSRUWLQJ

ODWWLFH�PRGHOV�DQG�SUHVHQWV�WZR�DOWHUQDWLYH�VROXWLRQV�WR�WKLV�SUREOHP��2QH�RI�WKRVH�VROXWLRQV

LV�+LOERUQ
V�VFKHPH��%XW�WKLV�VFKHPH�LV�QRW�VFDOHDEOH�ZLWK�UHVSHFW�WR�WKH�VL]H�RI�WKH�ODWWLFH�

+RZHYHU�DQRWKHU�VROXWLRQ�LV�GHYHORSHG�LQ�WKLV�FKDSWHU�FDOOHG��2EMHFW�7DJ�VFKHPH��WKDW�LV

VFDOHDEOH�ZLWK�UHVSHFW�WR�WKH�VL]H�RI�WKH�ODWWLFH�

7KLV�FKDSWHU�LV�RUJDQL]HG�DV�IROORZV��6HFWLRQ�����RXWOLQHV�'*6$�DQG�LWV�UXOHV��WKHQ

LQWURGXFHV�D�ODWWLFH�PRGHO�LQ�D�VLPSOH�0/6�H[DPSOH��'*6$�SUREOHPV�ZLWK�UHJDUG�WR�WKH

ODWWLFH�PRGHO�RI�WKH�H[DPSOH�DUH�SUHVHQWHG�LQ�WKLV�VHFWLRQ��$W�WKH�HQG�RI�WKH�VHFWLRQ�
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+LOERUQ
V�VFKHPH�DQG�LWV�SUREOHPV�DUH�LQWURGXFHG��6HFWLRQ�����LQWURGXFHV�DQ�H[WHQGHG

'*6$�VFKHPH��2EMHFW�7DJ�VFKHPH��ZKLFK�VROYHV�WKH�SUREOHPV�RI�VXSSRUWLQJ�ODWWLFH

PRGHOV�DV�ZHOO�DV�WKH�VFDODELOLW\�SUREOHP�LQ�+LOERUQ
V�VFKHPH��:LWK�WKLV�VFKHPH��DQ

DOJRULWKP�LV�GHYHORSHG�ZKLFK�FRQYHUWV�DQ\�SDUWLDOO\�RUGHUHG�VHW���LQFOXGLQJ�D�ODWWLFH��WR�WKLV

VFKHPH��6HFWLRQ�����H[DPLQHV�WKH�QHZ�VFKHPH�ZLWK�WKH�ODWWLFH�PRGHOV�RI�WKH�WKUHH

FRQILGHQWLDOLW\�UHTXLUHPHQWV�LQ�WKH�+DMM�V\VWHP��7KLV�FKDSWHU�LV�FRQFOXGHG�LQ�VHFWLRQ�����

��� 'HILFLHQFLHV�RI �'*6$

6HFWLRQ�������FRQWDLQV�D�EULHI�GHVFULSWLRQ�DERXW�'*6$�DQG�LWV�UXOHV��7KHQ�D�VLPSOH

0/6�H[DPSOH�LV�SUHVHQWHG�LQ�VHFWLRQ��������7KH�UHDVRQV�WKDW�FDXVHG�'*6$�WR�IDLO�LQ

VXSSRUWLQJ�WKH�SUHVHQWHG�H[DPSOH�DUH�GLVFXVVHG�LQ�VHFWLRQ��������)LQDOO\��+LOERUQ
V�VFKHPH

DQG�LWV�SUREOHPV�DUH�GLVFXVVHG�LQ�VHFWLRQ�������

����� &)5#

7KH�'2'�GHYHORSHG�D�VHFXULW\�DUFKLWHFWXUH��'*6$��WR�VLPSOLI\�GDWD�VKDULQJ�GDWD

WUDQVIHU�EHWZHHQ�LWV�KHWHURJHQHRXV�V\VWHPV�E\�XVLQJ�FRPPRQ�LQIRUPDWLRQ�GRPDLQV��$Q

LQIRUPDWLRQ�GRPDLQ�>'� ��2��0��3�@�FRPELQHV�WKH�IROORZLQJ��VHH�$SSHQGL[�$��

•���$�VHW�RI��ILOHV��SURJUDPV��LQIRUPDWLRQ�2EMHFWV��2��LGHQWLILDEOH�DV�EHORQJLQJ�WR�WKH�GRPDLQ�

•���$�VHW�RI��KXPDQ��PHPEHUV��0��RI�WKH�GRPDLQ�

•���$Q�LQIRUPDWLRQ�GRPDLQ�VHFXULW\�SROLF\��3��WKDW�LQFOXGHV�

������WKH�UHTXLUHPHQWV�IRU�PHPEHUVKLS

������WKH�UXOHV�RI�DFFHVV�E\�PHPEHUV�WR�LQIRUPDWLRQ�REMHFWV�RI�WKH�GRPDLQ



65

������WKH�UXOHV�RI�LPSRUW�DQG�H[SRUW�RI�LQIRUPDWLRQ�IURP�WR�RWKHU�LQIRUPDWLRQ��GRPDLQV

������WKH�UHTXLUHG�SURWHFWLRQ�RI�WKH�LQIRUPDWLRQ�REMHFWV�RI�WKH�GRPDLQ�

�����7KH�IROORZLQJ�VXPPDUL]HV�WKH�GHWDLOV�RI�WKH�VHFXULW\�SROLF\�RI�DQ�LQIRUPDWLRQ�GRPDLQ�

D���$OO�LQIRUPDWLRQ�REMHFWV�LQ�DQ�LQIRUPDWLRQ�GRPDLQ�KDYH�LGHQWLFDO�VHFXULW\�DWWULEXWHV�

E���$OO�PHPEHUV�RI�DQ�LQIRUPDWLRQ�GRPDLQ�QHHG�QRW�KDYH�HTXDO�DFFHVV�WR�LWV�LQIRUPDWLRQ

�����REMHFWV��5HDG�:ULWH�5HDG	:ULWH��

F���$�JLYHQ�PHPEHU�KDV�LGHQWLFDO�DFFHVV�ULJKWV�WR�DOO�LQIRUPDWLRQ�REMHFWV�LQ�DQ�LQIRUPDWLRQ

�����GRPDLQ��5HDG�DOO�REMHFWV�ZULWH�WR�DOO�REMHFWV�5HDG	:ULWH�WR�DOO�REMHFWV��

G���7KH�VHFXULW\�SROLF\�RI�D�GRPDLQ�GHWHUPLQHV�IRU�D�PHPEHU�WKH�RSHUDWLRQV��FUHDWH��UHPRYH�

�����SURFHVV��WUDQVIHU��FROOHFW��DQG�WKH�LQIRUPDWLRQ�REMHFWV�RQ�ZKLFK�WR�SHUIRUP�WKRVH

�����RSHUDWLRQV�

H���1R�LQIRUPDWLRQ�REMHFW�EHORQJV�WR�PRUH�WKDQ�RQH�LQIRUPDWLRQ�GRPDLQ�

I���,QGLYLGXDOV�PD\�EH�PHPEHUV�RI�PRUH�WKDQ�RQH�LQIRUPDWLRQ�GRPDLQ�

J���7UDQVIHU�RI�LQIRUPDWLRQ�EHWZHHQ�GRPDLQV�RFFXUV�RQO\�LQ�DFFRUGDQFH�ZLWK�WKH�SROLFLHV�RI

�����ERWK�WKH�H[SRUWLQJ�DQG�LPSRUWLQJ�GRPDLQV��RQH�ZD\�RU�EL�GLUHFWLRQDO�WUDQVIHU��

K���7UDQVIHU�RI�LQIRUPDWLRQ�EHWZHHQ�LQIRUPDWLRQ�GRPDLQV�FDQ�EH�DFFRPSOLVKHG�RQO\�E\�D

�����PHPEHU�RI�ERWK�WKH�H[SRUWLQJ�DQG�LPSRUWLQJ�GRPDLQV�

L���3URWHFWLRQ�UHTXLUHPHQWV�IRU�DQ�LQIRUPDWLRQ�GRPDLQ�DUH�VWDWHG�LQGHSHQGHQWO\�RI�DQ\

�����RWKHU�LQIRUPDWLRQ�GRPDLQV�

)LJXUH�����VKRZV�'*6$�VWUXFWXUH�RI�WKUHH�V\VWHPV��$��%��DQG�&��WKDW�QHHG�WR�VKDUH

GDWD�EHWZHHQ�WKHPVHOYHV��(YHU\�V\VWHP�GHWHUPLQHV�LWV�RZQ�ILOHV�WR�VKDUH�ZLWK�RQH�RU�PRUH

RWKHU�V\VWHPV�DQG�XVHUV�ZKR�VKRXOG�KDYH�DFFHVV�WR�WKRVH�ILOHV���$V�LOOXVWUDWHG�LQ�WKH�ILJXUH�

IRXU�GLIIHUHQW�LQIRUPDWLRQ�GRPDLQV�DUH�XVHG�EHWZHHQ�WKRVH�V\VWHPV�IRU�GDWD�VKDULQJ�GDWD
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WUDQVIHU��QXPEHU�RI�GRPDLQV�FRXOG�EH�PRUH�RU�OHVV��GHSHQGLQJ�RQ�PDQ\�IDFWRUV�VXFK�DV

QXPEHU�RI�ILOHV�DQG�W\SHV�RI�VHFXULW\�SROLFLHV���(DFK�LQIRUPDWLRQ�GRPDLQ�KDV�D�VHW�RI

LQIRUPDWLRQ�REMHFWV��ILOHV��WKDW�ZLOO�EH�VKDUHG�EHWZHHQ�DQ\�WZR�V\VWHPV�RU�DOO�WKUHH��,Q

DGGLWLRQ��HDFK�GRPDLQ�KDV�D�VHW�RI�PHPEHUV��XVHUV�IURP�WKHVH�V\VWHPV��DQG�D�VHFXULW\�SROLF\

WKDW�VSHFLILHV�W\SHV�RI�DFFHVV�ULJKWV��5HDG�RU�:ULWH��DQG�SHUPLVVLRQV�RI�RSHUDWLRQV�IRU�WKH

PHPEHUV�WR�XVH��7UDQVIHU��([SRUW�RU�,PSRUW���)RU�FRQYHQLHQFH��HDFK�XVHU·V�QDPH�ZLOO�KDYH

WKH�V\VWHP
V�QDPH�DV�D�SUHIL[��)RU�H[DPSOH��$��DQG�$��DUH�XVHUV�IURP�V\VWHP�$��%��DQG�%�

DUH�XVHUV�IURP�V\VWHP�%�HWF��$OVR�HDFK�GRPDLQ�LV�QDPHG�DIWHU�WKH�V\VWHPV�LQYROYHG��ZKHUH

RQO\�XVHUV�IURP�WKHVH�V\VWHPV�DUH�WKH�GRPDLQ
V�PHPEHUV�

������������� ��������� ���$�%
$� �� ������%�

����� ���V\VWHP�$�����������������������������������������������������������������V\VWHP�%

$�
�����������$�%�&

���������������������� ������$�&���������������������������������������������� �����%�&
��������������

����&��� ���� &� �%� %�
���������$� �������������� ����������������%�

����
�����V\VWHP�& ����������������������&�

�����������������������

�������EL�GLUHFWLRQDO�WUDQVIHU
������������������RQH�ZD\�WUDQVIHU
����������� D�PHPEHU

DQ�LQIRUPDWLRQ�REMHFW

�DQ�LQIRUPDWLRQ�GRPDLQ

�D�V\VWHP
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)LJXUH������'*6$�VWUXFWXUH
)RU�LQVWDQFH��WKH�GRPDLQ�WKDW�FRQWDLQV�ILOHV�IURP�$�DQG�%�V\VWHPV�LV�QDPHG�$�%�GRPDLQ�

DQG�RQO\�XVHUV�IURP�$�V\VWHP��VXFK�DV�$���DQG�%�V\VWHP��VXFK�DV�%���DUH�WKH�PHPEHUV�LQ

WKLV�GRPDLQ�

$�FRPPRQ�PHPEHU��VXFK�DV�%���PD\�WUDQVIHU�LQIRUPDWLRQ�EHWZHHQ�GRPDLQV�ZKHUH

KH�LV�D�PHPEHU��VXFK�DV�$�%�DQG�%�&���$FFRUGLQJ�WR�UXOHV��J��DQG��K��RI�'*6$��WKH�W\SH

RI�WUDQVIHU��RQH�ZD\�RU�EL�GLUHFWLRQDO��LV�GHWHUPLQHG�E\�WKH�VHFXULW\�SROLFLHV�RI�WKH�VRXUFH

DQG�WKH�GHVWLQDWLRQ�GRPDLQV��)RU�H[DPSOH��D�FRPPRQ�PHPEHU�VXFK�DV�&��PD\�SHUIRUP�D

EL�GLUHFWLRQDO�WUDQVIHU�EHWZHHQ�WKH�GRPDLQV�$�&�DQG�%�&��:KLOH�DQRWKHU�FRPPRQ�PHPEHU

VXFK�DV�%��PD\�SHUIRUP�D�RQH�ZD\�WUDQVIHU�IURP�$�%�&�GRPDLQ�WR�%�&�GRPDLQ��$V

LQGLFDWHG�LQ�UXOH��J���LQ�RUGHU�IRU�D�FRPPRQ�PHPEHU�WR�WUDQVIHU�LQIRUPDWLRQ�EHWZHHQ�WKH

WZR�GRPDLQV��KH�PXVW�KDV�DQ�([SRUW�ULJKW�IRU�WKDW�LQIRUPDWLRQ�LQ�WKH�VRXUFH�GRPDLQ�DQG�DQ

,PSRUW�ULJKW�IRU�WKH�VDPH�LQIRUPDWLRQ�LQ�WKH�GHVWLQDWLRQ�GRPDLQ�

������ /.5�GZCORNG

7R�GHYHORS�DQ�H[DPSOH�DERXW�GLVWULEXWHG�V\VWHPV�WKDW�QHHG�WR�HVWDEOLVK�0/6�RQ

VKDUHG�GDWD��VXSSRVH�WKHUH�DUH�WKUHH�V\VWHPV��$��%��&��WKDW�QHHG�WR�VKDUH�WKH�IROORZLQJ�WKUHH

ILOHV�DQG�WKHLU�FRPELQDWLRQV��I���IURP�V\VWHP�$���I����IURP�V\VWHP�%���DQG�I���IURP�V\VWHP

&���(DFK�V\VWHP�LV�DSSO\LQJ�WKH�FRQYHQWLRQDO�VHFXULW\�FODVVHV�IRU�LWV�VXEMHFWV�DQG�REMHFWV��7KH

VHFXULW\�FODVVLILFDWLRQV�RI�I���I���DQG�I��DUH�&��:KHQ�DQ\�WZR�RI�WKRVH�ILOHV�DUH�FRPELQHG��WKH

VHFXULW\�FODVVLILFDWLRQ�RI�WKH�QHZ�ILOH�ZKLFK�FRQWDLQV�VXFK�D�FRPELQDWLRQ�LV�6��,Q�DGGLWLRQ�

D�76�FODVVLILFDWLRQ�LV�JLYHQ�WR�WKH�ILOH�ZKLFK�FRQWDLQV�DOO�6�FRPELQDWLRQV�

)LJXUH�����VKRZV�WKH�ODWWLFH�PRGHO�IRU�WKLV�H[DPSOH��D�VXEVHW�ODWWLFH�RI�WKUHH�FRPSDUWPHQWV��
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ZKHUH�WKHUH�DUH�HLJKW�FDWHJRULHV��RQH�8��IRU�SXE�REMHFW���WKUHH�&��IRU�I��I��I��REMHFWV���WKUHH

6��IRU�I��I��I��I��I��I��REMHFWV���DQG�RQH�76��IRU�I��I��I��REMHFW��

7DEOH�����VKRZV�WKH�H[DPSOH·V�DFFHVV�FRQWURO�PDWUL[�WKDW�FRQWDLQV�VXEMHFWV��URZV��

REMHFWV��FROXPQV���DQG�DFFHVV�ULJKWV�HDFK�VXEMHFW�KDV�WR�SHUIRUP�RQ�HDFK�REMHFW�

�������I��I��I� ���

���������I��I� ���������������������I��I� ����������� ���������I��I��� ����

I� I� I�

SXE

�����������)LJXUH������0/6�ODWWLFH�IRU�WKH�H[DPSOH

�����������2EMHFWV
6XEMHFWV

SXE�X I��F I��F I��F I��I��V I��I��V I��I��V I��I��I��WV

SXE�X UZ Z Z Z Z Z Z Z
I��F U UZ � � Z Z � Z
I��F U � UZ � Z � Z Z
I��F U � � UZ � Z Z Z
I��I��V U U U � UZ � � Z
I��I��V U U � U � UZ � Z
I��I��V U � U U � � UZ Z
I��I��I��WV U U U U U U U UZ

X��XQFODVVLILHG���F��FRQILGHQWLDO���V��VHFUHW���WV��WRS�VHFUHW���U��UHDG���Z��ZULWH������QXOO

�����������������������������7DEOH������$FFHVV�FRQWURO�PDWUL[�IRU�0/6�H[DPSOH
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(YHU\�VXEMHFW�LV�ODEHOHG�ZLWK�DQ�HTXLYDOHQW�ODEHO�WR�DQ�REMHFW·V��ZKHUH�LW�FDQ�5HDG�:ULWH�WR�LW�

5HDG�GRZQ��DQG�:ULWH�XS�

$�XVHU�IURP�DQ\�V\VWHP�ZKR�ZLVKHV�WR�5HDG�RU�:ULWH�WR�DQ\�REMHFW�LQ�WKH�ODWWLFH

PXVW�EH�DEOH�WR�LQYRNH�WKH�VXEMHFW�WKDW�DOORZV�KLP�WR�DFFHVV�WKDW�REMHFW�ZLWK�VXFK�D�ULJKW�

)RU�H[DPSOH��LI�V\VWHP�$�KDV�WKH�IROORZLQJ�XVHUV�

$F�� ��ZKR�VKRXOG�EH�DEOH�WR�5HDG�:ULWH�WR�WKH�ORFDO�ILOH��I���RQO\��DQG

$F�� ��ZKR�VKRXOG�EH�DEOH�WR�5HDG�:ULWH�WR�WKH�UHPRWH�ILOH��I���RQO\�

WKHQ�$F��PXVW�KDYH�D�VXEMHFW�VLPLODU�WR�I��F��ZKLOH�$F��PXVW�KDYH�RQH�VLPLODU�WR�I��F�

����� &)5#�RTQDNGOU

:KHQ�DSSO\LQJ�'*6$�WR�WKH�DERYH�H[DPSOH��GLIIHUHQW�GHVLJQV�FRXOG�EH

DFFRPSOLVKHG��2QH�GHVLJQ�FRXOG�EH�LQ�FUHDWLQJ�RQH�ODUJH�LQIRUPDWLRQ�GRPDLQ�EHWZHHQ�WKH

WKUHH�V\VWHPV��7KLV�GRPDLQ�FRQWDLQV�DOO�VKDUHG�ILOHV�DV�LWV�LQIRUPDWLRQ�REMHFWV��DQG�XVHUV

IURP�WKHVH�V\VWHPV�DUH�LWV�PHPEHUV��)LJXUH�����VKRZV�WKLV�FRPPRQ�GRPDLQ��$�%�&��ZLWK

LWV�PHPEHUV�DQG�LQIRUPDWLRQ�REMHFWV�

2EYLRXVO\��VXFK�DQ�LOOXVWUDWLRQ�FDQQRW�DSSO\�0/6�EHFDXVH�RI�WKH�YLRODWLRQV�LQ�WKH�VHFXULW\

RI�WKH�ODWWLFH�PRGHO��)RU�H[DPSOH��WKH�8�PHPEHU��$X���FDQ�QRZ�DFFHVV�8��&��6��DQG�76�ILOHV�LQ

WKH�GRPDLQ�ZLWK�5HDG�DQG�:ULWH�ULJKWV��DFFRUGLQJ�WR�'*6$�UXOH�F���ZKLOH�KH�LV�VXSSRVHG�WR

DFFHVV�RQO\�WKH�8�ILOH��SXE��ZLWK�WKHVH�WZR�ULJKWV�DQG�FDQ�DFFHVV�WKH�UHVW�RI�WKH�ILOHV�ZLWK

:ULWH�RQO\�ULJKW�
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���$�%�&
��������$�V\VWHP�������$X��U�Z ������ ��%X��U�Z���������%�V\VWHP

������$F��U�Z ����������I�
������$V��U�Z

� ������$WV��U�Z I�������������I� ���

���������� ���������������SXE����������%WV��U�Z

������&X��U�Z������&WV��U�Z

�&�V\VWHP

$F��U�Z �D�FRQILGHQWLDO�XVHU�IURP�$�V\VWHP��$F���ZKR�FDQ�ORJLQ�ZLWK�5HDG�:ULWH�ULJKW�

)LJXUH������2QH�ZD\�WR�LPSOHPHQW�WKH�H[DPSOH

$QRWKHU�GHVLJQ�FRXOG�EH�LQ�FUHDWLQJ�RQH�GRPDLQ�IRU�HDFK�ODWWLFH�FDWHJRU\��ZKHUH

HYHU\�ILOH��REMHFW��LQ�HDFK�FDWHJRU\�EHFRPHV�WKH�RQO\�LQIRUPDWLRQ�REMHFW�LQ�D�VSHFLILF�GRPDLQ�

2QO\�XVHUV�ZKR�FDQ�DFFHVV�WKDW�FDWHJRU\�ZLWK�WKHLU�ULJKWV�EHFRPH�WKH�GRPDLQ·V�PHPEHUV

ZLWK�WKH�VDPH�DFFHVV�ULJKWV��0RUHRYHU��HDFK�GRPDLQ�ZLOO�EH�QDPHG�DIWHU�WKH�ILOH�LW�FRQWDLQV�

)LJXUH������LOOXVWUDWHV�VXFK�D�GHVLJQ��ZKHUH�IRXU�GRPDLQV�DUH�FUHDWHG�EHWZHHQ�V\VWHP�$�DQG

V\VWHP�%��)RU�VLPSOLFLW\��RQO\�IRXU�ILOHV�WKDW�UHSUHVHQW�WKH�IRXU�FDWHJRULHV���SXE����I�����I���

DQG��I��I���DUH�XVHG�LQ�WKHVH�GRPDLQV��ZKHUH�HDFK�LV�VWRUHG�LQ�D�VSHFLILF�GRPDLQ�DV�LWV

LQIRUPDWLRQ�REMHFW��8VHUV�IURP�ERWK�V\VWHPV�ZKR�FDQ�DFFHVV�WKHVH�FDWHJRULHV�DUH�WKH

PHPEHUV�LQ�WKHVH�GRPDLQV��(DFK�GRPDLQ
V�PHPEHU�KDV�FHUWDLQ�DFFHVV�ULJKWV�GHSHQGLQJ�RQ

KLV�VHFXULW\�FOHDUDQFH�DQG�WKH�DERYH�DFFHVV�FRQWURO�PDWUL[��)RU�H[DPSOH��WKH�&�PHPEHU

�$F���PD\�ORJLQ�WR�WKH��I���GRPDLQ�ZLWK�D�5HDG�:ULWH�ULJKW��ZKLOH�KH�FDQ�ORJLQ�WR�WKH
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�SXE��GRPDLQ�ZLWK�D�5HDG�RQO\�ULJKW�DQG�WR�WKH��I��I���GRPDLQ�ZLWK�:ULWH�RQO\�ULJKW�

��������$X��Z��$F��Z��$F��Z��$V��U�Z������������I��I� �����%V��U�Z��%F��Z��%F��Z��%X��Z

�������V\VWHP�$ ������� ������V\VWHP�%
�� $V��U �� ��� ���$V��U
��� %V��U ��� ���%V��U
��� $F��U�Z �I� ����I� ���$F��U�Z�
��� %F��U�Z� ���%F��U�Z
��� $X��Z ���������������$X��Z

� ��� %X��Z ���������������%X��Z
����������������� SXE
�������������$V��U��$F��U��$F��U��$X��U�Z����������������������������%X��U�Z��%F��U��%F��U��%V��U

�
)LJXUH������$QRWKHU�ZD\�WR�LPSOHPHQW�WKH�H[DPSOH

7ZR�PDMRU�SUREOHPV�DUH�UDLVHG�ZLWK�WKLV�GHVLJQ�

�� 6LQFH�PHPEHUV�DUH�KXPDQ�XVHUV��WKHQ�WKHUH�LV�QR�8VHU�
�6XEMHFW�UHODWLRQ�
 
�� %L�GLUHFWLRQDO�WUDQVIHU�PD\�UHVXOW�LQ�D�GLVFORVXUH�YLRODWLRQ�

$Q�H[DPSOH�RI�WKH�ILUVW�SUREOHP�LV�ZKHQ�D�6�XVHU�VXFK�DV��$V���FDQ�RQO\�ORJLQ�WR

HDFK�GRPDLQ�ZLWK�RQH�XQLIRUP�DFFHVV��+H�FDQ�RQO\�ORJLQ�WR�WKH�GRPDLQ��I���I���ZLWK

5HDG�:ULWH�ULJKW�DQG�WKH�GRPDLQV���SXE����I����DQG��I���ZLWK�5HDG�RQO\�ULJKW��%XW�KH

FDQQRW�ORJLQ�WR�WKH�GRPDLQ��I���ZLWK�5HDG�:ULWH�ULJKW��E\�XVLQJ�D�&�VXEMHFW��IRU�LQVWDQFH��

7KLV�LV�KDSSHQV�EHFDXVH�'*6$�KDV�QRW�VSHFLILHG�VXEMHFWV�IRU�KXPDQ�XVHUV��PHPEHUV���6XFK

D�UHTXLUHPHQW�LV�YHU\�LPSRUWDQW�LQ�WKH�XVXDO�SUDFWLFH�RI�0/6�

$Q�H[DPSOH�RI�WKH�VHFRQG�SUREOHP�LV�ZKHQ�D�FRPPRQ�PHPEHU�VXFK�DV��$V����ZKR

LV�D�PHPEHU�LQ�WKH�WZR�LQIRUPDWLRQ�GRPDLQV��I��I���DQG��I����PD\�WUDQVIHU�LQIRUPDWLRQ�RI

WKH�REMHFW��I��I���IURP�WKH�ILUVW�GRPDLQ�WR�WKH�VHFRQG��7KLV�LV�GRQH�EHFDXVH�EL�GLUHFWLRQDO

WUDQVIHU�LV�DOORZHG�EHWZHHQ�WKRVH�GRPDLQV��6XFK�D�WUDQVIHU�ZLOO�UHVXOW�LQ�WKH�GLVFORVXUH�RI
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LQIRUPDWLRQ�E\�RWKHU�PHPEHUV��ZKR�ZHUH�QRW�DXWKRUL]HG�WR�PDNH�VXFK�D�GLVFORVXUH��)RU

LQVWDQFH���$F���FDQ�QRZ�5HDG�LQIRUPDWLRQ�IURP�ERWK�REMHFWV��I��I���DQG��I����ZKLOH�KH�LV

VXSSRVHG�WR�5HDG�LQIRUPDWLRQ�IURP��I���RQO\�

'XH�WR�WKH�SUREOHPV�GLVFXVVHG�DERYH��LW�VHHPV�WKDW�SXUH�'*6$�ZLWK�QR�UXOHV

PRGLILFDWLRQV�FDQQRW�JXDUDQWHH�WKH�VXSSRUW�RI�0/6�RU�DQ\�ODWWLFH�EDVHG�PRGHO�UHTXLUHPHQW��,Q�RUGHU�WR

SURYLGH�VXFK�D�JXDUDQWHH��WKH�UXOHV�RI�'*6$�QHHG�WR�EH�VWUHQJWKHQHG�RU�PRGLILHG��6XFK

PRGLILFDWLRQV�PD\�LQFOXGH�XSGDWLQJ�RU�GHOHWLQJ�H[LVWLQJ�UXOHV�RU�DGGLQJ�QHZ�RQHV�

����� *KNDQTP	U�5EJGOG

,Q�KLV�SDSHU��*HQH�+LOERUQ�>����@�VKRZHG�WKDW�0/6�FDQ�EH�DSSOLHG�XVLQJ�'*6$�E\

GHILQLQJ�WKH�WHUP�DGMDFHQF\�DQG�VWUHQJWKHQLQJ�'*6$�UXOH��K��

&GHKPKVKQP�������#FLCEGPE[

�,QIRUPDWLRQ�GRPDLQV�DUH�DGMDFHQW�LI�WKH�LQIRUPDWLRQ�IORZ�EHWZHHQ�WKHP�LV�LQ�RQH�ZD\�DQG
DF\FOLF�

,Q�DGGLWLRQ��+LOERUQ�VWUHQJWKHQHG�WKH��K��UXOH�WR�EHFRPH�

K���7UDQVIHU�RI�LQIRUPDWLRQ�EHWZHHQ�LQIRUPDWLRQ�GRPDLQV�FDQ�EH�DFFRPSOLVKHG�RQO\�E\�D
PHPEHU�RI�ERWK�WKH�H[SRUWLQJ�DQG�LPSRUWLQJ�GRPDLQV�ZKHQ�WKHUH�LV�DQ�DGMDFHQF\�EHWZHHQ
WKRVH�GRPDLQV�

+LOERUQ�WKHQ�VXJJHVWHG�D�VFKHPH�IRU�0/6�XVLQJ�'*6$�E\�WKH�FUHDWLRQ�RI�GRPDLQV

DFFRUGLQJ�WR�WKH�ODWWLFH�PRGHO�ZKHUH�WKH�QHZ��K��UXOH�LV�DSSOLHG���(DFK�GRPDLQ�FRUUHVSRQGV

WR�D�ODWWLFH�FDWHJRU\��7R�VXSSRUW�WKH�ODWWLFH�LQ�WKH�H[DPSOH�DERYH��)LJXUH�������HDFK�GRPDLQ

FRQWDLQV�RQH�LQIRUPDWLRQ�REMHFW�WKDW�SUHVHQWV�WKH�REMHFW��ILOH��LQ�WKH�FRUUHVSRQGLQJ�ODWWLFH

FDWHJRU\��+HQFH��LQIRUPDWLRQ�ZLOO�IORZ�EHWZHHQ�GRPDLQV�DV�LW�IORZV�EHWZHHQ�WKH�ODWWLFH

FDWHJRULHV��RQH�ZD\�WUDQVIHU���)LJXUH�����VKRZV�WKH�VFKHPH
V�VWUXFWXUH��LQ�ZKLFK�HLJKW
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GRPDLQV�DUH�FUHDWHG��(DFK�GRPDLQ�LV�QDPHG�DIWHU�WKH�REMHFW�LW�FRQWDLQV��)RU�H[DPSOH��WKH

GRPDLQ�WKDW�FRQWDLQV�WKH�6�REMHFW��I��I���LV�QDPHG��I��I���

+LOERUQ�FRQVLGHUHG�KXPDQ�XVHUV�DV�PHPEHUV�RI�D�GRPDLQ�ZKR�FDQ�DFFHVV�WKH

GRPDLQ
V�LQIRUPDWLRQ�REMHFW��7KH�DFFHVV�ULJKWV�HDFK�PHPEHU�PD\�KDYH�DUH�GLIIHUHQW�IURP

RQH�GRPDLQ�WR�DQRWKHU���)RU�H[DPSOH��WKH�&�PHPEHU��$F���PD\�KDYH�D�5HDG�:ULWH�ULJKW�LQ

WKH�&�GRPDLQ��I����D�5HDG�RQO\�ULJKW�LQ�WKH�8�GRPDLQ��SXE��DQG�D�:ULWH�RQO\�ULJKW�LQ�WKH�6

GRPDLQV��I��I�����I��I���DQG�WKH�76�RQH��I��I��I����,Q�DGGLWLRQ��WKLV�PHPEHU��KDV�QR�DFFHVV

ULJKWV�LQ�WKH�LQFRPSDUDEOH�&�GRPDLQV��I���DQG��I���RU�WKH�6�GRPDLQ��I��I����0HDQZKLOH��WKH

&�GRPDLQ��I���KDV�DOO�8�XVHUV�DV�PHPEHUV�ZLWK�:ULWH�RQO\�ULJKW��WKH�&�XVHUV���$F�����%F���

DQG��&F���DV�PHPEHUV�ZLWK�5HDG�:ULWH�ULJKW��WKH�6�XVHUV���$V�����$V�����%V�����%V���

�&V�����&V���DV�PHPEHUV�ZLWK�5HDG�RQO\�ULJKW�DQG�ILQDOO\�DOO�76�XVHUV�DV�PHPEHUV�ZLWK

5HDG�RQO\�ULJKW��7KH�UHVW�RI�&�DQG�6�XVHUV�DUH�QRW�PHPEHUV�LQ�WKLV�GRPDLQ�

� ����������I��I��I�

������������I��I� �����������I��I� ���������I��I�

I� �����������I� ���������I�

�SXE
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��������������������������������������)LJXUH������+LOERUQ�VFKHPH

1RWLFH�WKDW�+LOERUQ�GLG�QRW�XVH�WKH�FRQFHSW�RI�VXEMHFWV�LQ�KLV�VFKHPH��ZKLFK�LV�QHFHVVDU\�LQ

0/6�SUDFWLFH�DV�GLVFXVVHG�HDUOLHU��$V�D�UHVXOW��D�&�XVHU�VXFK�DV��$F���PD\�QRW�ORJLQ�DV�D�8

PHPEHU�LQ�WKH�8�GRPDLQ��SXE��ZLWK�D�5HDG�:ULWH�ULJKW��DV�KH�LV�XVLQJ�XQFODVVLILHG�VXEMHFW��

KH�FDQ�ORJLQ�RQO\�DV�D�&�PHPEHU�ZLWK�D�5HDG�RQO\�ULJKW�

$V�VKRZQ�LQ�)LJXUH������WKH�LQIRUPDWLRQ�IORZ�EHWZHHQ�GRPDLQV�PDWFKHV�WKH�RQH

EHWZHHQ�WKH�ODWWLFH·V�FDWHJRULHV��)RU�VLPSOLFLW\��+LOERUQ�FRQVLGHUHG�DQ\�PHPEHU�ZKR�KDV�DW

OHDVW�D�5HDG�ULJKW�LQ�D�GRPDLQ�PD\�([SRUW�IURP�WKDW�GRPDLQ�DQG�DQ\�PHPEHU�ZKR�KDV�DW

OHDVW�D�:ULWH�ULJKW�LQ�D�GRPDLQ�PD\�,PSRUW�WR�WKDW�GRPDLQ��+HQFH��D�FRPPRQ�PHPEHU�FDQ

WUDQVIHU�LQIRUPDWLRQ�IURP�RQH�GRPDLQ�WR�DQRWKHU�LI�KH�KDV�DW�OHDVW�D�5HDG�ULJKW�LQ�WKH�VRXUFH

GRPDLQ�DQG�DW�OHDVW�D�:ULWH�ULJKW�LQ�WKH�GHVWLQDWLRQ�GRPDLQ��)RU�H[DPSOH��D�XVHU�VXFK�DV

�$F���PD\�ORJLQ�DV�D�PHPEHU�LQ�WKH�&�GRPDLQ��I����WKH�6�GRPDLQV��I��I�����I��I���DQG�WKH

76�GRPDLQ��I��I��I�����,Q�WKLV�FDVH���$F���PD\�5HDG�:ULWH�LQ��I����DQG�:ULWH�RQO\�LQ��I��I���

�I��I���DQG��I��I��I����7KXV���$F���PD\�WUDQVIHU�LQIRUPDWLRQ�DERXW�WKH�REMHFW��I����IURP�WKDW

&�GRPDLQ�WR�WKRVH�6�DQG�76�GRPDLQV�

%\�DSSO\LQJ�WKH�DERYH�VFKHPH��'*6$�FDQ�VDWLVI\�0/6�RU�DQ\�RWKHU�ODWWLFH�EDVHG

PRGHO�UHTXLUHPHQW��2Q�WKH�RWKHU�KDQG�DV�WKH�QXPEHU�RI�VKDUHG�ILOHV�LQFUHDVHV��WKH�QXPEHU

RI�LQIRUPDWLRQ�GRPDLQV�ZLOO�LQFUHDVH��WRR��WKH�QXPEHU�RI�GRPDLQV�LV�HTXDO�WR�WKH�QXPEHU�RI

ODWWLFH�FDWHJRULHV���)RU�H[DPSOH��LI�WKH�QXPEHU�RI�ILOHV�LQFUHDVHG�IURP���WR�����WKHQ�WKH

QXPEHU�RI�GRPDLQV�ZLOO�LQFUHDVH�IURP���WR��������������7KHUHIRUH�D�PDMRU�SUREOHP�RI

+LOERQ
V�VFKHPH�LV�WKDW�LW�LV�QRW�VFDOHDEOH�ZLWK�UHVSHFW�WR�WKH�VL]H�RI�WKH�ODWWLFH�
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��� 2EMHFW�7DJ�VFKHPH

%HIRUH�GLVFXVVLQJ�WKLV�VFKHPH��LW�LV�LPSRUWDQW�WR�LQWURGXFH�D�VROXWLRQ�IRU�WKH

8VHU�
�6XEMHFW�SUREOHP�LQ�+LOERUQ
V�VFKHPH��7KH�VROXWLRQ�LV�E\�LQWURGXFLQJ�TQNGU�DV

PHPEHUV�RI�GRPDLQV��$�UROH�LV�VLPLODU�WR�D�VXEMHFW�H[FHSW�WKDW�PDQ\�XVHUV�FDQ�LQYRNH�WKH

VDPH�UROH��7KHUHIRUH�WKH�XVHU�UROH�UHODWLRQVKLS�LV�PDQ\��WR��PDQ\��ZKHUHDV�WKH�XVHU�VXEMHFW

UHODWLRQVKLS�LV�RQH�WR�PDQ\��$OO�XVHUV�DFFHVVLQJ�D�GRPDLQ�WKURXJK�WKH�VDPH�UROH�ZLOO�DOO�KDYH

LGHQWLFDO�ULJKWV�ZLWKLQ�WKH�GRPDLQ��7KH�FRQFHSW�RI�UROHV�LV�XVHG�LQ�WKLV�VFKHPH�UDWKHU�WKDQ

XVHUV�DV�LQ�VWDQGDUG�'*6$�RU�+LOERUQ·V��7KH�VHFXULW\�DGPLQLVWUDWRUV�GHWHUPLQH�ZKLFK�XVHUV

FDQ�DFFHVV�ZKLFK�UROHV�DQG�ZKLFK�UROH�FDQ�EH�D�PHPEHU�LQ�ZKLFK�GRPDLQ��PXFK�DV�LQ

VWDQGDUG�'*6$�WKH\�GHWHUPLQH�ZKLFK�XVHUV�FDQ�DFFHVV�ZKLFK�GRPDLQ��$V�ZLWK�D�XVHU�

WKH�VDPH�UROH�FDQ�EH�D�PHPEHU�RI�PXOWLSOH�GRPDLQV��7KLV�FRQFHSW�RI�D�UROH�LV�VLPLODU�WR�WKH

VLPSOHU�IRUP�RI�UROHV�LQ�UROH�EDVHG�DFFHVV�FRQWURO�>����@�

%\�UHIHUULQJ�WR�WKH�DFFHVV�FRQWURO�PDWUL[�GLVFXVVHG�LQ�VHFWLRQ��������7DEOH�����VKRZV

HLJKW�FRPPRQ�PHPEHUV��UROHV��IRU�XVHUV�WR�LQYRNH��ZKLOH�7DEOH�����VKRZV�XVHUV�IURP�WKH

WKUHH�V\VWHPV�ZKR�FDQ�LQYRNH�WKRVH�PHPEHUV��0HPEHUV�DUH�DOVR�ODEHOHG��DQG�WKH\�KDYH�WKH

VDPH�VHFXULW\�FODVVHV��8��&��6��76���ZKHUH�D�XVHU�PD\�LQYRNH�WKH�PHPEHUV�WKDW�KH�GRPLQDWHV�

)RU�H[DPSOH��WKH�$�V\VWHP
V�6�XVHU��$V���FDQ�LQYRNH�IRXU�PHPEHUV�ZLWK�GLIIHUHQW

DFFHVV�ULJKWV�RQ�WKH�VDPH�REMHFWV��7KH\�DUH�WKH�6�PHPEHU�5���WKH�&�PHPEHUV�5��DQG�5�

DQG�WKH�8�PHPEHU�5���:KLOH�WKH�&�XVHU��$F���FDQ�LQYRNH�RQO\�WZR�PHPEHUV�ZLWK�GLIIHUHQW

DFFHVV�ULJKWV�RQ�WKH�VDPH�REMHFWV��7KH\�DUH�WKH�&�PHPEHU�5��DQG�WKH�8�PHPEHU�5��
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������������2EMHFWV
5ROHV

3XE�X I��F I��F I��F I��I��V I��I��V I��I��V I��I��I��W
V

5��SXE�X UZ Z Z Z Z Z Z Z
5��I��F U UZ � � Z Z � Z
5��I��F U � UZ � Z � Z Z
5��I��F U � � UZ � Z Z Z
5��I��I��V U U U � UZ � � Z
5��I��I��V U U � U � UZ � Z
5��I��I��V U � U U � � UZ Z
5��I��I��I��WV U U U U U U U UZ

X��XQFODVVLILHG���F��FRQILGHQWLDO��V��VHFUHW���WV��WRS�VHFUHW���U��UHDG���Z��ZULWH������QXOO

������������������������������7DEOH������5ROHV�DQG�REMHFWV�DFFHVV�PDWUL[

8VHUV 5ROHV
$X��%X��&X� 5�
$F��%F��&F� 5��5�
$F��%F��&F� 5��5�
$F��%F��&F� 5��5�
$V��%V��&V� 5��5��5��5�
$V��%V��&V� 5��5��5��5�
$V��%V��&V� 5��5��5��5�
$WV��%WV��&WV� 5��5��5��5��5��5��5��5�

$��$�V\VWHP���%��%�V\VWHP���&��&�V\VWHP
X��XQFODVVLILHG���F��FRQILGHQWLDO��V��VHFUHW���WV��WRS�VHFUHW

7DEOH������6\VWHPV·�XVHUV�DQG�SRVVLEOH�LQYRNHG�UROHV

,Q�JHQHUDO��WKH�IROORZLQJ�WKUHH�VWHSV�PXVW�EH�SHUIRUPHG�LQ�RUGHU�IRU�D�KXPDQ�XVHU

WR�ORJLQ�WR�D�GRPDLQ�DQG�DFFHVV�LWV�LQIRUPDWLRQ�REMHFWV�

���7KH�XVHU�PXVW�GRPLQDWH�WKH�PHPEHU��5��LQ�RUGHU�WR�LQYRNH�LW�

���$IWHU�WKH�XVHU�LQYRNHG�WKH�PHPEHU��5���KH�PXVW�VSHFLI\�IRU��5��ZKLFK�GRPDLQ��'��WR

����DFFHVV�

���$IWHU�EHLQJ�DXWKHQWLFDWHG�E\�WKH�GRPDLQ��'���WKH�PHPEHU��5��LV�WKHQ�ORJJHG�WR��'��
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����ZKHUH�LW�KDV�VSHFLILF�DFFHVV�ULJKWV�

:KHQ�WKHVH�VWHSV�DUH�FRPSOHWHG��WKH�XVHU�FDQ�DFFHVV�WKH�LQIRUPDWLRQ�REMHFWV�LQ�WKH

GRPDLQ��'��ZLWK�WKH�ULJKWV�RI�WKH�PHPEHU�KH�LQYRNHG��5��

)LQDOO\��WKHUH�DUH�WZR�PDMRU�UHDVRQV�EHKLQG�FKRRVLQJ�UROHV�DV�PHPEHUV�UDWKHU�WKDQ�VXEMHFWV�

�� /HVV�QXPEHU�RI�UROHV�DUH�QHHGHG�WKDQ�VXEMHFWV��)RU�LQVWDQFH��HYHU\�76�XVHU�ZLOO�QHHG��
 
 VXEMHFWV���76����6����&���8���D�6�XVHU�ZLOO�QHHG���VXEMHFWV����6����&����8���D�&�XVHU�ZLOO
 
 QHHG���VXEMHFWV����&����8���DQG�D�8�XVHU�ZLOO�QHHG���VXEMHFW�����8��RQO\��7KXV��WKH�WRWDO
 
 VXEMHFWV�QHHGHG�IRU�HDFK�V\VWHP·V�XVHUV�DUH������
��76����
��6����
��&����
��8���DQG
 
 IRU�DOO�WKUHH�V\VWHPV�ZLOO�EH����VXEMHFWV����
��V\VWHPV���:KLOH�LQ�FRQWUDVW�ZLWK�UROHV��RQO\
 
 ��UROHV�DUH�QHHGHG�IRU�DOO�XVHUV�WR�VKDUH��:KHQ�WZR�RU�PRUH�XVHUV�ZDQW�WR�LQYRNH�WKH
 
 VDPH�UROH��PXOWLSOH�VHVVLRQV�FRXOG�EH�FUHDWHG��ZKHUH�HDFK�LV�XVLQJ�D�GLIIHUHQW�FRS\�RI�WKH
 
 VDPH�UROH��7KH�ZRUVW�VFHQDULR�WKDW�FRXOG�RFFXU�LV�WKDW�DOO�XVHUV�IURP�DOO�WKUHH�V\VWHPV�DUH
 
 LQYRNLQJ�DOO�UROHV�WKH\�GRPLQDWH�VLPXOWDQHRXVO\��,Q�WKLV�FDVH�WKH�QXPEHU�RI�VHVVLRQV
 
 FUHDWHG�ZLOO�EH�����+RZHYHU��WKH�QXPEHU�RI�UROHV�ZLOO�RQO\�EH���
 
�� 8SGDWHV�RQ�WKH�DFFHVV�FRQWURO�PDWUL[�DUH�HDVLHU�WR�GR�ZLWK�UROHV�WKDQ�ZLWK�VXEMHFWV��)RU

������H[DPSOH��LI���$V���LV�XSJUDGHG�IURP�6�WR�76��WKHQ�RQO\�WKH�UROHV��5��5��5��5��DUH

������DGGHG�WR�KLP�WR�LQYRNH��%XW�ZKHQ�VXEMHFWV�DUH�XVHG��QHZ�VXEMHFWV�DUH�FUHDWHG�IRU�KLP�

ZKLFK�GRPDLQV�PXVW�UHFRJQL]H�WRR�

����� 5EJGOG�OGVJQFQNQI[

2QH�VROXWLRQ�WRZDUG�SURYLGLQJ�D�VFDOHDEOH�'*6$�VFKHPH�ZLWK�UHVSHFW�WR�WKH�VL]H�RI

WKH�ODWWLFH�LV�WR�GHYHORS�RQH�WKDW�PLQLPL]HV�WKH�QXPEHU�RI�GRPDLQV�QHHGHG�WR�WKH�QXPEHU�RI
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D�ODWWLFH·V�OHYHOV�DYDLODEOH��(DFK�GRPDLQ�FRUUHVSRQGV�WR�RQH�OHYHO�DQG�LW�FRQWDLQV�DOO�REMHFWV

WKDW�EHORQJ�WR�WKDW�OHYHO���,Q�RUGHU�WR�VXSSRUW�VXFK�D�VFKHPH��WKH�IROORZLQJ�PRGLILFDWLRQV�WR

UXOHV��D��DQG��F��RI�'*6$�DUH�QHFHVVDU\�

D���$OO�LQIRUPDWLRQ�REMHFWV�LQ�DQ�LQIRUPDWLRQ�GRPDLQ�KDYH�LGHQWLFDO�VHFXULW\�DWWULEXWHV��EXW
�HDFK�KDV�D�WDJ�DWWDFKHG�WR�LW�WKDW�LQGLFDWHV�WKH�PHPEHUV�ZKR�FDQ�DFFHVV�LW�

F���$�JLYHQ�PHPEHU��UROH��KDV�LGHQWLFDO�DFFHVV�ULJKWV�LQ�DQ�LQIRUPDWLRQ�GRPDLQ�WR
LQIRUPDWLRQ�REMHFWV�WKDW�KDYH�WKDW�PHPEHU�LQ�WKHLU�WDJV�

7KHUHIRUH��ZKHQ�WKRVH�GRPDLQV�DUH�FUHDWHG��WKH�LQIRUPDWLRQ�REMHFWV�LQ�HDFK�GRPDLQ

UHSUHVHQW�WKH�REMHFWV�LQ�DOO�VHWV�ZLWK�WKH�VDPH�QXPEHU�RI�HOHPHQWV�LQ�D�VXEVHW�ODWWLFH��7KH

UHODWLRQVKLS�EHWZHHQ�HDFK�REMHFW�DQG�PHPEHUV�ZKR�FDQ�DFFHVV�LW�LV�LQGLFDWHG�LQ�WKH�REMHFW·V

WDJ��$OO�PHPEHUV�ZKR�FDQ�DFFHVV�D�ODWWLFH�FDWHJRU\�LQ�D�FHUWDLQ�OHYHO�EHFRPH�WKH�PHPEHUV�RI

WKH�FRUUHVSRQGLQJ�GRPDLQ��,Q�D�VXEVHW�ODWWLFH��VLQFH�HYHU\�PHPEHU�KDV�D�XQLILHG�DFFHVV�ULJKW

WR�RQH�RU�PRUH�FDWHJRULHV�LQ�D�FHUWDLQ�OHYHO��WKHQ�WKDW�PHPEHU�FDQ�KDV�WKH�VDPH�ULJKW�LQ�WKH

FRUUHVSRQGLQJ�GRPDLQ��%\�DSSO\LQJ�WKH�QHZ�UXOHV�GLVFXVVHG�DERYH��D�DQG�F���D�GRPDLQ·V

PHPEHU�FDQ�WKHQ�DFFHVV�ZLWK�LWV�ULJKW�WKRVH�LQIRUPDWLRQ�REMHFWV�WKDW�LQFOXGH�LW�LQ�WKHLU�WDJV

RQO\��7KDW�LV�ZK\�WKLV�VFKHPH�LV�FDOOHG��2EMHFW�7DJ���

$V�LQ�+LOERUQ
V�VFKHPH��DGMDFHQF\�EHWZHHQ�GRPDLQV�PXVW�EH�VXSSRUWHG�LQ�WKLV�VFKHPH�WRR�

7KHUHIRUH��LQIRUPDWLRQ�IORZV�LQ�RQH�GLUHFWLRQ�IURP�D�ORZHU�VHFXULW\�OHYHO�GRPDLQ�WR�KLJKHU

RQH�V���DQG�VXFK�D�IORZ�LV�DF\FOLF��)LJXUH�����LOOXVWUDWHV�WKH�VFKHPH
V�VWUXFWXUH��ZKHUH�IRXU

LQIRUPDWLRQ�GRPDLQV�DUH�XVHG�WR�VROYH�WKH�0/6�H[DPSOH�XQGHU�WKLV�VFKHPH��)RU�VLPSOLFLW\�

HDFK�GRPDLQ�LV�ODEHOHG�ZLWK�WKH�FRUUHVSRQGLQJ�QXPEHU�RI�HOHPHQWV�LQ�WKH�VXEVHWV�RI�WKH

H[DPSOH
V�VXEVHW�ODWWLFH�

%\�FRQVLGHULQJ�WKH�8�FDWHJRU\�ZKLFK�FRQWDLQV�WKH�REMHFW��SXE��DV��WKH�HPSW\�VHW�φ�
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WKHQ�WKH�ILUVW�GRPDLQ�LV�ODEHOHG�/���7KLV�GRPDLQ�FRQWDLQV�RQO\�RQH�LQIRUPDWLRQ�REMHFW

QDPHG��SXE���7KH�VHFRQG�GRPDLQ�LV�ODEHOHG�/���,W�FRQWDLQV�WKUHH�LQIRUPDWLRQ�REMHFWV�QDPHG

�I�����I����DQG��I����ZKLFK�UHSUHVHQW�WKH�WKUHH�REMHFWV�LQ�DOO�&�FDWHJRULHV��6LPLODUO\��WKH�WKLUG

GRPDLQ�LV�ODEHOHG�/���,W�FRQWDLQV�WKUHH�LQIRUPDWLRQ�REMHFWV�QDPHG��I��I�����I��I����DQG��I��I���

ZKLFK�UHSUHVHQW�WKH�WKUHH�REMHFWV�LQ�WKH�6�FDWHJRULHV��)LQDOO\��WKH�IRXUWK�GRPDLQ�LV�ODEHOHG

/���,W�FRQWDLQV�RQH�LQIRUPDWLRQ�REMHFW�QDPHG��I��I��I�����ZKLFK�UHSUHVHQWV�WKH�REMHFW�LQ�WKH

76�FDWHJRU\�

����������5�����5�� � ��������5�����5� ������ ����������5�����5� ����������������������5������5�

��� ��������������� ����������������������
�����I��I��I����� ������I��I�����I��I����������������������I��������������I��� ���������SXE

� I��I� �����I�

�/� �/� �����/� ����������������/�

���������������������������������������)LJXUH������2EMHFW�7DJ�VFKHPH

$OO�PHPEHUV�ZLWK�FRUUHVSRQGLQJ�VHFXULW\�FOHDUDQFH�WR�WKH�GRPDLQ·V�ODEHO�PD\�DFFHVV

WKH�QHZ�GRPDLQ�ZLWK�5HDG�:ULWH��ZKLOH�PHPEHUV�ZLWK�KLJKHU�VHFXULW\�FOHDUDQFH�PD\�DFFHVV

LW�ZLWK�5HDG�RQO\��DQG�PHPEHUV�ZLWK�ORZHU�VHFXULW\�FOHDUDQFH�PD\�DFFHVV�LW�ZLWK�:ULWH�RQO\�

7KHUHIRUH��DOO�PHPEHUV��5��WR�5���DUH�DFFHVVLQJ�DOO�GRPDLQV��8�WR�76���%XW�HDFK�PHPEHU

KDV�D�XQLIRUP�DFFHVV�ULJKW�LQ�HDFK�GRPDLQ��7KDW�ULJKW�FRXOG�EH�GLIIHUHQW�WKDQ�LWV�ULJKW�LQ

RWKHU�GRPDLQV��)RU�H[DPSOH��WKH�PHPEHU�5��PD\�DFFHVV�WKH�8�GRPDLQ�ZLWK�5HDG�:ULWH

ULJKW�DQG�WKH�UHVW�RI�GRPDLQV�ZLWK�:ULWH�RQO\�ULJKW�

(DFK�LQIRUPDWLRQ�REMHFW�LQ�D�GRPDLQ�ZLOO�KDYH�D�WDJ�DWWDFKHG�WR�LW�WKDW�LQGLFDWHV
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ZKLFK�PHPEHU�FDQ�DFFHVV�LW���)RU�H[DPSOH��WKH�8�LQIRUPDWLRQ�GRPDLQ�FRQWDLQV�RQH

LQIRUPDWLRQ�REMHFW��SXE���7KH�WDJ�DWWDFKHG�WR�WKLV�REMHFW�KDV�WKH�IROORZLQJ�PHPEHUV�

REMHFW����PHPEHUV 5�� �5HDG�:ULWH
SXE 5��5��5��5��5�5��5��5�

5��WR�5�� �5HDG�RQO\

ZKHUH�5��KDV�5HDG�:ULWH�ULJKW�DQG�5��WR�5��KDV�5HDG�RQO\�ULJKW��,Q�DGGLWLRQ��WKH

&�LQIRUPDWLRQ�GRPDLQ�FRQWDLQV�WKUHH�LQIRUPDWLRQ�REMHFWV��I�����I����DQG��I���

7KH�WDJV�DWWDFKHG�WR�WKHVH�REMHFWV�KDYH�WKH�IROORZLQJ�PHPEHUV�

REMHFW�����PHPEHUV ��5�� �:ULWH�RQO\�
I� 5��5��5��5��5�

��5��5��5�� �5HDG�:ULWH
I� 5��5��5��5��5�

������ ��5��5��5��5�� �5HDG�RQO\
I� 5��5��5��5��5�

�����

ZKHUH�5��KDV�D�:ULWH�RQO\�ULJKW��5���5���DQG�5��KDYH�5HDG�:ULWH�ULJKW��DQG�5���5���5��

DQG�5��KDYH�5HDG�RQO\�ULJKW��7KH�6�LQIRUPDWLRQ�GRPDLQ�FRQWDLQV�WKUHH

LQIRUPDWLRQ�REMHFWV�ZLWK�WKH�IROORZLQJ�DWWDFKHG�WDJV�

REMHFW�����PHPEHUV 5��5��5��5�� �:ULWH�RQO\
I��I� 5��5��5��5��5�

�� ������������5��5��5�� �5HDG�:ULWH
I��I� 5��5��5��5��5�

������ 5�� �5HDG�RQO\
I��I� 5��5��5��5��5�

%XW�LQ�WKLV�FDVH��5���5���5���5��KDYH�:ULWH�RQO\�ULJKW��5���5���5��KDYH�5HDG�:ULWH�ULJKW�

DQG�5��KDV�5HDG�RQO\�ULJKW��)LQDOO\��WKH�76�GRPDLQ�KDV�RQH�LQIRUPDWLRQ�REMHFW��I��I��I���

7KH�WDJ�RI�WKLV�REMHFW�KDV�WKH�IROORZLQJ�PHPEHUV�
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REMHFW������PHPEHU 5��WR�5�� �:ULWH�RQO\
I��I��I� 5��5��5��5��5�5��5��5�

5�� �5HDG�:ULWH

ZKHUH�5��WR�5��KDYH�:ULWH�RQO\�ULJKW�DQG�5��KDV�5HDG�:ULWH�ULJKW�

1RWLFH�WKDW�DQ\�UROH�ZLWK�5HDG�:ULWH�ULJKW�LQ�DQ\�GRPDLQ�LV�LQFOXGHG�RQO\�LQ�WKH�WDJ

RI�RQH�LQIRUPDWLRQ�REMHFW��)RU�H[DPSOH��LQ�WKH�&�GRPDLQ��5���5���DQG�5��KDYH�5HDG�:ULWH

ULJKWV��%XW�5��LV�LQFOXGHG�LQ�WKH�WDJ�RI�I��RQO\��ZKLOH�5��LQ�WKH�WDJ�RI�I��RQO\��DQG�ILQDOO\�5�

LQ�WKH�WDJ�RI�I��RQO\�

+HQFH��ZKHQ�D�6�XVHU�VXFK�DV��$V���LQYRNHG�WKH�VHFUHW�PHPEHU�5���WKHQ�5��FDQ

FXUUHQWO\�5HDG�:ULWH�WR�WKH�LQIRUPDWLRQ�REMHFW��I��I���LQ�WKH�6�GRPDLQ��5HDG�RQO\��I���DQG

�I���REMHFWV�LQ�WKH�&�GRPDLQ��5HDG�RQO\��SXE��REMHFW�LQ�WKH�8�GRPDLQ��DQG�:ULWH�RQO\�WR

�I��I��I���REMHFW�LQ�WKH�76�GRPDLQ���,Q�DGGLWLRQ��LI��$V���LQYRNHG�WKH�&�PHPEHU�5���VLQFH�KH

GRPLQDWHV�LW���WKHQ�5��FDQ�FXUUHQWO\�5HDG�:ULWH�WR��I���LQ�WKH�&�GRPDLQ��EHFDXVH�5��LV

LQGLFDWHG�WKHUH�LQ�WKH�WDJ�RI��I���RQO\���5HDG�RQO\��SXE��LQ�WKH�8�GRPDLQ��DQG�:ULWH�RQO\�WR

�I��I�����I��I���LQ�WKH�6�GRPDLQ�DQG��I��I��I���LQ�WKH�76�GRPDLQ�

6LQFH�DGMDFHQF\�LV�VXSSRUWHG�LQ�WKLV�VFKHPH�WRR��WKHQ�LQIRUPDWLRQ�PD\�IORZ�IURP

GRPDLQV�ZLWK�ORZ�VHQVLWLYLW\�ODEHOV�WR�GRPDLQV�ZLWK�KLJK�RQHV��7KXV��D�FRPPRQ�PHPEHU

VXFK�DV�5��PD\�WUDQVIHU�LQIRUPDWLRQ�RI�WKH�REMHFW���I���IURP�WKH�&�GRPDLQ�WR�WKH

LQIRUPDWLRQ�REMHFWV��I��I�����I��I���LQ�WKH�6�GRPDLQ�DQG�WKH�LQIRUPDWLRQ�REMHFW��I��I��I���LQ

WKH�76�GRPDLQ��6XFK�D�WUDQVIHU�FDQ�EH�DFFRPSOLVKHG�VXFFHVVIXOO\�EHFDXVH�5��FDQ�5HDG�

:ULWH�LQ�WKH�&�GRPDLQ��ZKHUH�LW�LV�LQFOXGHG�RQO\�LQ�WKH�WDJ�RI�WKH�REMHFW��I����$OVR�LW�FDQ

:ULWH�RQO\�WR�WKH�6�GRPDLQ��ZKHUH�LW�LV�LQFOXGHG�LQ�WKH�WDJV�RI�WKH�REMHFWV��I��I�����I��I����DQG

WKH�76�GRPDLQ��ZKHUH�LW�LV�LQFOXGHG�LQ�WKH�WDJ�RI�WKH�REMHFW��I��I��I����WRR�
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����� 5EJGOG�EQPXGTUKQP�CNIQTKVJO�CPF�6JGQTGOU

7R�SURYH�WKDW�WKH�2EMHFW�7DJ�VFKHPH�LV�VFDOHDEOH�ZLWK�UHVSHFW�WR�D�ODWWLFH
V�VL]H��LW�LV

LPSRUWDQW�ILUVW�WR�GHYHORS�DQ�DOJRULWKP�WKDW�FDQ�FRQYHUW�DQ\�SDUWLDOO\�RUGHUHG�VHW��LQFOXGLQJ�D

ODWWLFH��WR�WKH�VWUXFWXUH�RI�WKLV�VFKHPH��7KHQ�LW�LV�SRVVLEOH�WR�GHYHORS�D�WKHRUHP�DQG

FRUROODULHV�ZKLFK�VKRZ�WKDW�E\�XVLQJ�WKLV�DOJRULWKP�WKH�QXPEHU�RI�GRPDLQV�FUHDWHG�IRU�WKH

2EMHFW�7DJ�VFKHPH�LV�HTXDO�WR�WKH�VL]H�RI�WKH�ODUJHVW�PD[LPDO�FKDLQ�LQ�WKH�326(7�

#NIQTKVJO�������EQPXGTV�215'6�VQ�1DLGEV�6CI�UEJGOG

�������6WDWHPHQW�RI�WKH�DOJRULWKP��*LYHQ�DQ\�326(7��LW�LV�SRVVLEOH�WR�GHYHORS�WKH�VWUXFWXUH�RI

WKH�2EMHFW�7DJ�VFKHPH��(DFK�QRGH�LQ�WKH�326(7�UHSUHVHQWV�DQ�HOHPHQW�RU�DQ�REMHFW�ZKHUH

FHUWDLQ�UROHV��PHPEHUV��FDQ�DFFHVV�WKDW�QRGH��7KH�DFFHVV�ULJKWV�DYDLODEOH�DUH��5HDG�:ULWH�

5HDG�RQO\��DQG�:ULWH�RQO\��,Q�WKH�326(7��D�JLYHQ�PHPEHU�FDQ�DFFHVV�PRUH�WKDQ�RQH�QRGH�

(DFK�PHPEHU�ZKR�DFFHVV�D�QRGH�FDQ�QRW�KDYH�PRUH�WKDQ�RQH�DFFHVV�ULJKW�WR�WKDW�QRGH��$V

LQ�WKH�XVXDO�SUDFWLFH��D�PHPEHU�ZKR�KDV�D�5HDG�:ULWH�DFFHVV�WR�D�QRGH�PD\�ZULWH�XS�DQG

UHDG�GRZQ�WR�FRPSDUDEOH�QRGHV�WR�WKDW�RQH�LQ�WKH�326(7�

7KH�IROORZLQJ�VWHSV�GHVFULEH�WKH�DOJRULWKP�

�� 6WDUW�ZLWK�WKH�ORZHVW�QRGHV�LQ�WKH�326(7��QRGHV�ZKLFK�KDYH�QR�FKLOGUHQ���&DOO�WKLV�VHW
 
 &1��&KLOGOHVV�1RGHV��
 
�� &UHDWH�D�QHZ�GRPDLQ�
 
�� :LWK�HDFK�QRGH�LQ�&1��FUHDWH�D�WDJ�WKDW�FRQVLVWV�RI�RQH�ILHOG���DFFHVV�PHPEHUV���,Q�WKLV
 
 ILHOG�VWRUH�WKH�PHPEHUV�ZKR�DUH�DFFHVVLQJ�WKDW�QRGH�
 
�� (YHU\�PHPEHU�ZKR�LV�DFFHVVLQJ�DQ\�QRGH�LQ�&1�EHFRPHV�D�PHPEHU�LQ�WKH�QHZO\�FUHDWHG
 
 GRPDLQ��7KH�GRPDLQ
V�VHFXULW\�SROLF\�JUDQWV�WKDW�PHPEHU�DQ�DFFHVV�ULJKW�VLPLODU�WR�WKH
 
 DFFHVV�ULJKW�LW�KDV�LQ�WKH�326(7�ZLWK�&1�QRGHV�
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�� 6WRUH�WKH�QRGHV�LQ�&1��ZLWK�WKHLU�WDJV��LQ�WKH�QHZO\�FUHDWHG�GRPDLQ��WKHQ�GHOHWH�WKHP�DV
 
 ZHOO�DV�WKH�HGJHV�WKDW�FRQQHFW�WKHP�WR�WKHLU�SDUHQWV�
 
�� 0DNH�WKH�QHZO\�FUHDWHG�GRPDLQ�DGMDFHQW�WR�DOO�SUHYLRXV�GRPDLQV��LI�DQ\��
 
�� 5HSHDW�VWHSV���WR���XQWLO�WKH�326(7�LV�HPSW\�

$�PRUH�IRUPDO�VWDWHPHQW�RI�WKH�DOJRULWKP�LV�JLYHQ�EHORZ�

3URFHGXUH�FRQYHUW�SDUWLDO�RUGHU��326(7�2EMHFW�7DJ�������,QSXW��326(7�
���������2XWSXW��2EMHFW�7DJ�VFKHPH���

EHJLQ
��, ��
��ZKLOH�326(7�QRW�HPSW\�GR
��EHJLQ
����FUHDWH�QHZ�GRPDLQ�L��������QHZ�GRPDLQ���
�����OHW�&1�EH�WKH�VHW�RI�QRGHV�WKDW�KDYH�QR�FKLOGUHQ�
����DVVRFLDWH�D�WDJ�ZLWK�HDFK�QRGH�LQ�&1�
����VWRUH�LQ�WKDW�WDJ�PHPEHU�V��ZKR�FDQ�DFFHVV�WKLV�QRGH�
����FRQVROLGDWH�PHPEHUV�RI�DOO�QRGHV�LQ�&1�DQG�PDNH�WKHP�WKH�PHPEHUV�RI
����GRPDLQ�L��
����FRS\�WKH�DFFHVV�ULJKW�HDFK�PHPEHU�KDV�ZLWK�HDFK�QRGH�LQ�&1�DQG�PDNH�WKH
����VHFXULW\�SROLF\�RI�GRPDLQ�L��DVVRFLDWH�WKLV�ULJKW�ZLWK�WKH�FRUUHVSRQGLQJ
����PHPEHU�
����FRQVROLGDWH�WKH�QRGHV�LQ�&1��ZLWK�WKHLU�WDJV��DQG�VWRUH�WKHP�LQ�GRPDLQ�L��
����GHOHWH�WKH�QRGHV�LQ�&1�DQG�WKH�HGJHV�WR�WKHLU�SDUHQWV�IURP�326(7�
����LI�GRPDLQ�L��LV�QRW�WKH�ILUVW�PDNH�LW�DGMDFHQW�WR�GRPDLQV��L����L����������
����,� �,���
��HQG��������ZKLOH�326(7�DQG�5HSHDW�XQWLO�326(7�LV�HPSW\���
HQG�������������SURFHGXUH���

�������3URRI�RI�FRUUHFWQHVV� 7R�DQDO\]H�WKH�DERYH�DOJRULWKP��LW�LV�LPSRUWDQW�WR�VKRZ�WKDW�IRU�D

JLYHQ�326(7��KRZ�WKH�DOJRULWKP�VDWLVILHV�WKH�2EMHFW�7DJ�VFKHPH��DQG�KRZ�WKH�GRPDLQV

LQ�WKLV�VFKHPH�DUH�FUHDWHG�ZLWK�WKHLU�FRPSRQHQWV��VHFXULW\�SROLF\��LQIRUPDWLRQ�REMHFWV��DQG

PHPEHUV��

7KH�ZKLOH�ORRS�LQ�WKH�DOJRULWKP�LV�UHSHDWHG�DV�PDQ\�WLPHV�DV�WKH�QXPEHU�RI�FUHDWHG

GRPDLQV��:LWK�HYHU\�LWHUDWLRQ�D�QHZ�GRPDLQ�LV�FUHDWHG��7KH�FKLOGOHVV�QRGHV�ZKLFK�DUH�QRZ
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DYDLODEOH�LQ�WKH�326(7�DUH�VWRUHG�LQ�WKH�QHZ�GRPDLQ�DV�WKH�GRPDLQ
V�LQIRUPDWLRQ�REMHFWV�

(DFK�REMHFW�KDV�D�WDJ�DVVRFLDWHG�ZLWK�LW�ZKLFK�KROGV�WKH�PHPEHUV�ZKR�DUH�DFFHVVLQJ�WKDW

REMHFW��QRGH��LQ�WKH�326(7��,Q�DGGLWLRQ��GXULQJ�HYHU\�LWHUDWLRQ��WKH�PHPEHUV�ZKR�DUH

DFFHVVLQJ�WKH�FKLOGOHVV�QRGHV�EHFRPH�WKH�GRPDLQ
V�PHPEHUV��7KH�GRPDLQ
V�VHFXULW\�SROLF\

ZLOO�JUDQW�HDFK�PHPEHU�WKH�VDPH�DFFHVV�ULJKW�DV�WKH�RQH�LW�KDV�ZLWK�WKRVH�QRGHV�LQ�WKH

326(7�

7R�SURYH�WKDW�WKLV�DOJRULWKP�LV�FRUUHFW��LW�LV�LPSRUWDQW�WR�VKRZ�WKDW�DOJRULWKP

VDWLVILHV�WKH�IROORZLQJ�SRLQW�

���7KH�IORZ�RI�LQIRUPDWLRQ�EHWZHHQ�REMHFWV�LQ�GRPDLQV�LV�H[DFWO\�WKH�VDPH�DV�WKH�IORZ�RI

����LQIRUPDWLRQ�EHWZHHQ�HOHPHQWV�LQ�WKH�326(7�

���7KH�REMHFWV�LQ�GRPDLQV�DUH�DVVLJQHG�SURSHU�WDJV�

���7KH�PHPEHUV�RI�HDFK�GRPDLQ�FDQ�DFFHVV�WKDW�GRPDLQ
V�REMHFWV�ZLWK�WKH�VDPH�DFFHVV

����ULJKWV�DV�WKH\�DFFHVV�HOHPHQWV�RI�WKH�326(7�

���7KH�DOJRULWKP�KDOWV

)LUVW��JLYHQ�DQ\�326(7��LWV�SURSHUWLHV�DUH��UHIOH[LYH��DQWLV\PPHWULF��DQG�WUDQVLWLYH�

7KXV�LQFRPSDUDEOH�QRGHV�RI�WKDW�326(7�KDYH�QR�FRQQHFWLRQ�LQ�EHWZHHQ��$V�VKRZQ�DERYH�

WKH�DOJRULWKP�FRQVROLGDWHV�LQFRPSDUDEOH�QRGHV��VWDUWLQJ�ZLWK�ORZHVW�RQHV��DQG�VWRUHV�WKHP

LQ�D�VLQJOH�GRPDLQ��KHQFH�WKHUH�ZLOO�EH�QR�FRQQHFWLRQ�EHWZHHQ�WKHP�LQVLGH�WKDW�GRPDLQ�WRR�

$V�GRPDLQV�DUH�FUHDWHG�WKH\�DUH�FRQQHFWHG�WRJHWKHU�LQ�VDPH�ZD\�DV�LQIRUPDWLRQ�IORZ�LQ�WKH

326(7��7KXV�WKH�SURSHUWLHV�RI�UHIOH[LYH��DQWLV\PPHWULF��DQG�WUDQVLWLYH�DUH�DSSOLHG�EHWZHHQ

WKRVH�GRPDLQV�WRR��7KHUHIRUH��FRPSDUDEOH�REMHFWV��QRGHV��PXVW�EH�VWRUHG�LQ�VHSDUDWH

GRPDLQV�DQG�WKH�IORZ�RI�LQIRUPDWLRQ�EHWZHHQ�WKRVH�REMHFWV�LV�WKH�VDPH�DV�LQ�WKH�326(7�

1RWLFH�WKDW�LI�WZR�FRPSDUDEOH�REMHFWV�DUH�VWRUHG�LQ�WKH�VDPH�GRPDLQ��D�FRPPRQ�PHPEHU�RI
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ERWK�QRGHV�LQ�WKH�326(7�FDQ�QRW�KDYH�D�XQLIRUP�DFFHVV�WR�ERWK�QRGHV�

6HFRQG��VLQFH�WKH�DOJRULWKP�FUHDWHV�D�WDJ�IRU�HDFK�QRGH�DQG�VWRUHV�LQ�WKLV�WDJ�WKH

PHPEHUV�ZKR�DUH�DFFHVVLQJ�WKDW�QRGH�LQ�WKH�326(7��WKHQ�ZKHQ�WKH�QRGH�LV�WUDQVIHUUHG�WR�D

GRPDLQ��RQO\�PHPEHUV�ZKR�XVHG�WR�DFFHVV�LW�ZLOO�EH�LQ�LWV�WDJ��7KLV�LV�YHU\�LPSRUWDQW�WR�WKH

2EMHFW�7DJ�VFKHPH��EHFDXVH�WKLV�VFKHPH�DOORZV�RQO\�PHPEHUV�ZKR�DUH�LQ�WKH�REMHFW
V�WDJ�WR

DFFHVV�WKDW�REMHFW�

7KLUG��WKH�DOJRULWKP�FRQVROLGDWHV�PHPEHUV�ZKR�DUH�DFFHVVLQJ�WKH�FKLOGOHVV�QRGHV�LQ

WKH�326(7���ZLWK�HYHU\�LWHUDWLRQ��DQG�PDNH�WKHP�WKH�PHPEHUV�RI�WKH�QHZ�FUHDWHG�GRPDLQ�

7KHQ�GXH�WR�WKH�DFFHVV�ULJKW�UXOHV�GLVFXVVHG�DERYH��HYHU\�GRPDLQ
V�PHPEHU�ZLOO�KDYH�D�VLQJOH

DFFHVV�ULJKW�LQ�D�JLYHQ�GRPDLQ��7KLV�DFFHVV�ULJKW�FRUUHVSRQGV�WR�LWV�ULJKW�WR�WKH

FRUUHVSRQGLQJ�QRGH�V��LQ�WKH�326(7�

)LQDOO\��WKH�ZKLOH�ORRS�LQ�WKH�DOJRULWKP�LV�UHSHDWHG�XQWLO�WKH�326(7�LV�HPSW\��2Q

HYHU\�LWHUDWLRQ��WKH�QRGHV�ZLWKRXW�FKLOGUHQ�DUH�UHPRYHG�IURP�WKH�326(7��VR�HYHQWXDOO\�WKH

326(7�ZLOO�EHFRPH�HPSW\�DQG�WKH�DOJRULWKP�ZLOO�KDOW�

�������7KHRUHP������*LYHQ�DQ\�326(7��WKH�QXPEHU�RI�GRPDLQV�FUHDWHG�E\�XVLQJ�DOJRULWKP����
LV�HTXLYDOHQW�WR�WKH�VL]H�RI�D�ODUJHVW�PD[LPDO�FKDLQ�LQ�WKDW�326(7�

3URRI���7R�SURYH�WKH�WKHRUHP��ZH�XVH�LQGXFWLRQ�RQ�WKH�VL]H�RI�D�ODUJHVW�PD[LPDO�FKDLQ��/HW

WKLV�VL]H�EH��PD[�*5��DQG�OHW�WKH�QXPEHU�RI�GRPDLQV�FUHDWHG�E\�DSSO\LQJ�DOJRULWKP�����EH�

I�*5��

���%DVLV�VWHS��,I�PD[�*5� ���WKHQ�I�*5�� ���DQG�WKH�WKHRUHP�LV�WUXH�

���+\SRWKHVLV�VWHS��DVVXPH�WKH�WKHRUHP�LV�WUXH�IRU�PD[�*5 �[��VR�ZH�KDYH��I�*5�� �[�
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���,QGXFWLRQ�VWHS��OHW�PD[�*5� �[����ZH�QHHG�WR�VKRZ�WKDW��I�*5�� �[���

:KHQ�DOJRULWKP�����LV�DSSOLHG�WR�*5��WKH�FKLOGOHVV�QRGHV�LQ�DOO�PD[LPDO�FKDLQV�ZLOO�EH

FRQVROLGDWHG�DQG�VWRUHG�LQ�RQH�GRPDLQ��7KHQ�WKH\�DUH�GHOHWHG�IURP�WKHLU�SDUHQWV�JLYLQJ�D

QHZ�326(7�*5���7KXV�PD[�*5�� �[���%\�LQGXFWLRQ�K\SRWKHVLV�I�*5��� [��VR

I�*5�� �[���

([DPSOH������)LJXUH������D��LOOXVWUDWHV�D�326(7�ZLWK���QRGHV��D�E�F�G�H�I��DQG�WKH

LQIRUPDWLRQ�IORZ�LV�IURP�ORZ�WR�KLJK��6XSSRVH�WKDW�WKH�IROORZLQJ�UROHV�KDYH�WKHVH�DFFHVV

ULJKWV�

5���5HDG�:ULWH���D��:ULWH��E�F�G�H�I

5���5HDG�:ULWH���E��5HDG���D��:ULWH���H�I

5���5HDG�:ULWH���F��5HDG���D��:ULWH�I

5���5HDG�:ULWH���G��5HDG��D�

5���5HDG�:ULWH���H��5HDG��D�E

5���5HDG�:ULWH���I��5HDG��D�E�F

,Q�DGGLWLRQ��VXSSRVH�WKDW�WKHUH�DUH�WKUHH�XVHUV�DV�IROORZ��8VHU��FDQ�RQO\�5HDG�:ULWH�WKH

QRGH��G���ZKLOH�8VHU��FDQ�RQO\�5HDG�:ULWH�WKH�QRGH��H���DQG�ILQDOO\�8VHU��FDQ�RQO\

5HDG�:ULWH�WKH�QRGH��I����7KXV�WKRVH�XVHUV�FDQ�LQYRNH�WKH�IROORZLQJ�UROHV�LQ�7DEOH�����

8VHU� 5��5�
8VHU� 5��5��5�
8VHU� 5��5��5��5�

7DEOH������8VHUV�5ROHV�UHODWLRQV
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6LQFH�WKH�VL]H�RI�D�PD[LPDO�FKDLQ�ZLWK�WKH�ODUJHVW�VL]H�LQ�WKLV�326(7�LV����D�F�I��RU��D�E�H��RU

D�E�I���WKHQ�WKH�QXPEHU�RI�GRPDLQV�QHHGHG�E\�DSSO\LQJ�DOJRULWKP�����ZLOO�EH�DOVR����)LJXUH

�����E��LOOXVWUDWHV�WKH�QHZ�VFKHPH�DIWHU�DSSO\LQJ�WKH�DOJRULWKP�WR�WKH�326(7�

7KH�ILUVW�GRPDLQ�KDV�RQO\�WKH�QRGH��D��DV�LWV�LQIRUPDWLRQ�REMHFW��DQG�UROHV�5��WR�5��DV�LWV

PHPEHUV��$OO�UROHV�DUH�LQFOXGHG�LQ�WKH�WDJ�RI��D���ZKHUH�5��KDV�5HDG�:ULWH�ULJKW�ZKLOH�5�

WR�5��HDFK�KDV�5HDG�RQO\�ULJKW�

7KH�VHFRQG�GRPDLQ�KDV�WKH�QRGHV���E����F���DQG��G��DV�LWV�LQIRUPDWLRQ�REMHFWV��DQG�WKH�UROHV

5��WR�5��DV�LWV�PHPEHUV��5��KDV�:ULWH�RQO\�ULJKW��ZKLOH�5��5��5��HDFK�KDV�5HDG�:ULWH

ULJKW��DQG�5��5��HDFK�KDV��5HDG�RQO\�ULJKW��5��LV�LQFOXGHG�LQ�WKH�WDJV�RI�DOO�REMHFWV��ZKLOH

5��5���DQG�5��HDFK�LV�LQFOXGHG�LQ�WKH�WDJ�RI�RQH�LQIRUPDWLRQ�REMHFW���E����F����G�

UHVSHFWLYHO\��)LQDOO\��5��LV�LQFOXGHG�LQ�WKH�WDJ�RI��E���ZKLOH�5��LV�LQFOXGHG�LQ�WDJ�RI��F��

7KH�WKLUG�GRPDLQ�KDV�WKH�QRGHV���H����I��DV�LWV�LQIRUPDWLRQ�REMHFWV��DQG�WKH�UROHV

5��5��5��5���DQG�5��DV�LWV�PHPEHUV�

7KH�UROHV�5��WR�5��HDFK�KDV�:ULWH�RQO\�ULJKW��ZKLOH�5��DQG�5��HDFK�KDV�5HDG�:ULWH�ULJKW�

5��DQG�5��DUH�LQFOXGHG�LQ�WKH�WDJV�RI��H��DQG��I���ZKLOH�5��LV�LQFOXGHG�LQ�WKH�WDJ�RI��I��RQO\�

0HDQZKLOH��5��DQG�5��HDFK�LV�LQFOXGHG�LQ�WKH�WDJ�RI�RQH�LQIRUPDWLRQ�REMHFW���H��DQG��I�

UHVSHFWLYHO\�

7KHUH�LV�QR�LQIRUPDWLRQ�IORZ�EHWZHHQ�QRGHV�LQVLGH�D�GRPDLQ�VLQFH�WKH\�DUH�LQFRPSDUDEOH�

+RZHYHU��LQIRUPDWLRQ�PD\�IORZ�IURP�QRGH��D��LQ�WKH�ILUVW�GRPDLQ�WR�DOO�QRGHV�LQ�WKH�VHFRQG

DQG�WKLUG�GRPDLQV��,Q�DGGLWLRQ�LQIRUPDWLRQ�PD\�DOVR�IORZ�IURP�VRPH�QRGHV�LQ�WKH�VHFRQG

GRPDLQ�WR�VRPH�QRGHV�LQ�WKH�WKLUG�RQH��ZKHUH�LW�IORZV�IURP�QRGH��F��WR�QRGH��I��DQG�IURP

QRGH��E��WR�WKH�QRGHV��H����I��
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H I

�������F������������ G

����������������E

D��������������������E��F���G H�����I
�������D

��VW����������������������QG����������������������UG
�����������������������������D�� ��E�

�����������������������������)LJXUH������7KHRUHP�����H[DPSOH

7KH�DERYH�H[DPSOH�VKRZV�WKDW�WKH�QXPEHU�RI�GRPDLQV�QHHGHG�DV�D�UHVXOW�RI

DSSO\LQJ�WKH�DOJRULWKP�LV�HTXDO�WR�WKH�PD[LPDO�FKDLQ�RI�326(7��7KH�DOJRULWKP�ZRUNV�DV

IROORZ�

���7KH�QRGH��D��LV�WKH�RQO\�QRGH�WKDW�KDV�QR�FKLOGUHQ�

���7KXV��D��LV�VWRUHG�LQ�WKH�ILUVW�GRPDLQ��WKHQ�LW�ZDV�GHOHWHG�ZLWK�HGJHV�WR�LWV�SDUHQWV��E�F�G��

���7KH�QRGHV��E����F���DQG��G��EHFRPH�WKH�RQO\�QRGHV�ZLWK�QR�FKLOGUHQ�DQG�WKH\�DUH

����LQFRPSDUDEOH�

���7KXV�WKH\�DUH�VWRUHG�LQ�WKH�VHFRQG�GRPDLQ��WKHQ�WKH\�DUH�GHOHWHG�WRR�

���/DVW�WKH�QRGHV��H��DQG��I��EHFRPH�WKH�RQO\�QRGHV�ZLWK�QR�FKLOGUHQ�DQG�WKH\�DUH

����LQFRPSDUDEOH�

���7KXV�WKH\�DUH�VWRUHG�LQ�WKH�WKLUG�GRPDLQ��DQG�ZKHQ�WKH\�DUH�GHOHWHG�326(7�ZLOO�EHFRPH

����HPSW\�DQG�WKH�DOJRULWKP�HQGV�

+HQFH�WKH�QXPEHU�RI�GRPDLQV�QHHGHG�LV���ZKLFK�HTXLYDOHQW�WR�WKH�VL]H�RI�WKH�PD[LPDO�FKDLQ

ZLWK�WKH�ODUJHVW�VL]H�LQ�326(7�

�������2SWLPDOLW\�GLVFXVVLRQ��$V�VKRZQ�DERYH��WKH�UHVXOW�IURP�FRQYHUWLQJ�DQ\�JLYHQ�326(7�WR

WKH�2EMHFW�7DJ�VFKHPH�LV�Q�GRPDLQV��ZKHUH�Q�LV�WKH�VL]H�RI�WKH�ODUJHVW�PD[LPDO�FKDLQ�LQ�WKDW
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326(7��,Q�DGGLWLRQ��FRPSDUDEOH�QRGHV�DUH�VWRUHG�LQ�GLIIHUHQW�GRPDLQV���7KLV�PHDQV�WKDW

HYHU\�QRGH�LQ�WKH�ODUJHVW�PD[LPDO�FKDLQ�ZLOO�EH�LQ�D�GLIIHUHQW�GRPDLQ�VWDUWLQJ�IURP���WR�Q�

7KXV�LW�LV�LPSRVVLEOH�WR�ZULWH�D�QHZ�DOJRULWKP�WKDW�FDQ�FRQYHUW�WKDW�326(7�WR�WKH�2EMHFW�

7DJ�VFKHPH�ZLWK�OHVV�WKDQ�Q�GRPDLQV��+HQFH�DOJRULWKP�����LV�WKH�RSWLPDO�VROXWLRQ�E\

FRQWUDGLFWLRQ�

�������&RUROODU\������*LYHQ�D�VXEVHW�ODWWLFH�RI�P�HOHPHQWV�WKHQ�WKH�VL]H�RI�D�ODUJHVW�PD[LPDO
FKDLQ��LV�P����7KXV�WKH�QXPEHU�RI�GRPDLQV�FUHDWHG�E\�XVLQJ�DOJRULWKP�����LV�DOVR�P���

3URRI���$OO�PD[LPDO�FKDLQV�LQ�D�VXEVHW�ODWWLFH�KDYH�WKH�VDPH�VL]H�VWDUWLQJ�DW�V\VWHP�ORZ��ZKLFK

LV�D�FRPSDUWPHQW�ZLWK�]HUR�HOHPHQW��DQG�JRLQJ�WR�V\VWHP�KLJK��ZKLFK�LV�D�FRPSDUWPHQW�RI

P�HOHPHQWV���$W�HDFK�VWHS�LQ�DQ\�PD[LPDO�FKDLQ��WKH�QXPEHU�RI�HOHPHQWV�LQ�WKH�XSSHU

FRPSDUWPHQW�LV�H[DFWO\�RQH�PRUH�WKDQ�LQ�WKH�ORZHU�FRPSDUWPHQW��7KHUHIRUH�WKH�VL]H�RI�WKH

ODUJHVW�PD[LPDO�FKDLQ��RU�DQ\�PD[LPDO�FKDLQ��LV�P���

([DPSOH�������)LJXUH������D��LOOXVWUDWHV�D�VXEVHW�ODWWLFH�RI���HOHPHQWV��D�DQG�E���ZKHUH�WKH�WRWDO

QXPEHU�RI�FRPSDUWPHQW�DUH�����������7KH�HPSW\�VHW�φ��V\VWHP�/RZ��KDV�QR�HOHPHQW��ZKLOH�LWV

SDUHQWV��WKH���VXEVHWV�^D`�DQG�^E`��HDFK�KDV�RQH�HOHPHQW��7KH�V\VWHP�+LJK�VHW�KHUH�KDV��

HOHPHQWV�^D�E`�

^D�E`

^D` ^E` φ ����������^D`�^E` ^D�E`

φ ���VW ���QG� ���UG�

������������D� ��E�

���������������������������)LJXUH������&RUROODU\�����H[DPSOH
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:KHQ�DOJRULWKP�����LV�DSSOLHG�WR�WKH�DERYH�ODWWLFH��WKH�HPSW\�VHW�φ�LV�WKH�ILUVW�VHW�ZKLFK�KDV

QR�FKLOGUHQ�DQG�LW�LV�LQFRPSDUDEOH�WR�QRQH��WKXV�LW�LV�VWRUHG�LQ�WKH�ILUVW�GRPDLQ��7KHQ�LW�LV

GHOHWHG�IURP�LWV�SDUHQWV��1RZ�WKH�VXEVHWV�^D`�DQG�^E`�EHFRPH�WKH�RQO\�VHWV�ZKLFK�KDYH�QR

FKLOGUHQ�DQG�WKH\�DUH�LQFRPSDUDEOH�WR�HDFK�RWKHU��WKXV�WKH\�DUH�VWRUHG�LQ�WKH�VHFRQG�GRPDLQ�

7KHQ�WKH\�DUH�GHOHWHG�IURP�WKHLU�SDUHQW��)LQDOO\�WKH�V\VWHP�+LJK�VHW�^D�E`�EHFRPH�WKH�RQO\

VHW�ZLWK�QR�FKLOGUHQ�DQG�LW�LV�LQFRPSDUDEOH�WR�QRQH��WKXV�LW�LV�VWRUHG�LQ�WKH�WKLUG�GRPDLQ�

:KHQ�WKH�V\VWHP�+LJK�VHW�LV�GHOHWHG�IURP�WKH�ODWWLFH��WKH�ODWWLFH�EHFDPH�HPSW\�DQG�WKH

DOJRULWKP�HQGV��$V�D�UHVXOW��RQO\�WKUHH�GRPDLQV�DUH�FUHDWHG�WR�FRQYHUW�D�VXEVHW�ODWWLFH�RI�WZR

HOHPHQWV�WR�WKH�2EMHFW�7DJ�VFKHPH��)LJXUH������E��LOOXVWUDWHV�WKLV�FRQYHUVLRQ�

������&RUROODU\������*LYHQ�D�VXEVHW�ODWWLFH�ZLWK�Q�FODVVHV�DQG�P�HOHPHQWV��WKHQ�WKH�VL]H�RI�D
ODUJHVW�PD[LPDO�FKDLQ�LV�Q�P��7KXV�WKH�QXPEHU�RI�GRPDLQV�FUHDWHG�E\�XVLQJ�DOJRULWKP����
LV�HTXLYDOHQW�WR�WKDW�VL]H�

3URRI��� �$OO�PD[LPDO�FKDLQ�LQ�D�VXEVHW�ODWWLFH�ZLWK�Q�FODVVHV�DQG�P�HOHPHQWV�KDYH�WKH�VDPH

VL]H�VWDUWLQJ�DW�V\VWHP�ORZ�DQG�JRLQJ�WR�V\VWHP�KLJK���ZKLFK�LV�V\VWHP�KLJK�LQ�WKH�PRVW

XSSHU�FODVV�RU�VXEVHW���+HQFH��WR�JR�XS�LQ�D�PD[LPDO�FKDLQ��HLWKHU�WKH�FODVV�LV�LQFUHDVHG�E\

RQH���PRYH�IURP�ORZHU�WR�KLJKHU�FODVV���ZKHUH�WKH�WRWDO�QXPEHU�RI�PRYHV�LV�Q����RU�WKH

QXPEHU�RI�HOHPHQWV�LV�LQFUHDVHG�E\�RQH�LQ�WKH�VXEVHW�ODWWLFH��ZKHUH�WKH�WRWDO�QXPEHU�RI

PRYHV�LV�P����FRUROODU\�������7KXV�WKH�VL]H�RI�D�PD[LPDO�FKDLQ�LQ�D�VXEVHW�ODWWLFH�RI�Q�FODVVHV

DQG�P�HOHPHQWV�LV�HTXDO�WKH�VXP�RI�ERWK�WRWDOV� �Q����P�� �Q�P�

([DPSOH�������)LJXUH������D��LOOXVWUDWHV�D�VXEVHW�ODWWLFH�ZLWK���FODVVHV��X�DQG�F��DQG��

HOHPHQWV��D�DQG�E���7KH�ILJXUH�VKRZV�WKDW�WKHUH�DUH���VXE�ODWWLFHV�HDFK�RI�ZKLFK�LV�D

VXEVHW�ODWWLFH�RI�WKH���HOHPHQWV�D�DQG�E�
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F�^D�E`

F�^D` ������������F�^E`

F�φ

����������X�^D�E`

X�^D` ������������X�^E` ������X�φ �� �����X�^D`�X�^E`� ���X�^D�E`�
F�^D�E`

�����������F�φ F�^D`�F�^E`

����������X�φ

�D� �E�
�������������������)LJXUH������&RUROODU\�����H[DPSOH

:KHQ�DOJRULWKP������LV�DSSOLHG�WR�WKH�DERYH�ODWWLFH��WKH�HPSW\�VHW�X�φ�LV�WKH�ILUVW�DQG�RQO\

VHW�ZKLFK�KDV�QR�FKLOGUHQ�DQG�LW�LV�LQFRPSDUDEOH�WR�QRQH��WKXV�LW�LV�VWRUHG�LQ�WKH�ILUVW�GRPDLQ�

DQG�GHOHWHG�IURP�LWV�SDUHQWV��1RZ�WKH�VXEVHWV�X�^D`��X�^E`��DQG�WKH�HPSW\�VHW�F�φ

EHFRPH�WKH�RQO\�VHWV�ZLWK�QR�FKLOGUHQ�DQG�WKH\�DUH�LQFRPSDUDEOH�WR�HDFK�RWKHUV��WKXV�WKH\

DUH�VWRUHG�LQ�WKH�VHFRQG�GRPDLQ��DQG�GHOHWHG�IURP�WKHLU�SDUHQWV��1RZ�WKH�VXEVHWV�X�^D�E`�

F�^D`��DQG�F�^E`�EHFRPH�WKH�VHWV�ZLWK�QR�FKLOGUHQ�DQG�WKH\�DUH�LQFRPSDUDEOH�WR�HDFK

RWKHUV��WKXV�WKH\�DUH�VWRUHG�LQ�WKH�WKLUG�GRPDLQ��DQG�GHOHWHG�IURP�WKHLU�SDUHQW��WKH�V\VWHP�

+LJK�VHW���)LQDOO\��WKH�V\VWHP�+LJK�VHW�F�^D�E`�LV�WKH�RQO\�VHW�OHIW�ZKLFK�KDV�QR�FKLOGUHQ�DQG

LW�LV�LQFRPSDUDEOH�WR�QRQH��WKXV�LW�LV�VWRUHG�DORQH�LQ�WKH�IRXUWK�GRPDLQ�DQG�WKHQ�GHOHWHG�

:KHQ�WKH�V\VWHP�+LJK�VHW�LV�GHOHWHG��WKH�ODWWLFH�EHFRPH�HPSW\�DQG�WKH�DOJRULWKP�KDOWV��$V�D

UHVXOW�WKH�QXPEHU�RI�GRPDLQV�FUHDWHG�LV�IRXU��ZKLFK�LV��Q�P��)LJXUH������E��VKRZV�WKH

UHVXOWLQJ�GRPDLQV�
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����� 5EJGOG�CFXCPVCIGU�CPF�FKUCFXCPVCIGU

7KH�H[WHQGHG�'*6$�VFKHPH��2EMHFW�7DJ��FDQ�HQIRUFH�WKH�0/6�H[DPSOH�RU�DQ\

ODWWLFH�PRGHO�UHTXLUHPHQW�DQG�LV�VFDOHDEOH�ZLWK�UHVSHFW�WR�WKH�VL]H�RI�WKH�ODWWLFH��%\�XVLQJ�WKLV

VFKHPH��WKH�QXPEHU�RI�GRPDLQV�ZLOO�EH�HTXDO�WR�WKH�VL]H�RI�WKH�ODUJHVW�PD[LPDO�FKDLQ�LQ�WKH

ODWWLFH��QR�PDWWHU�KRZ�PDQ\�VKDUHG�ILOHV�DUH�XVHG�

,Q�FRPSDULVRQ�ZLWK�+LERUQ
V��WKHUH�ZLOO�EH�D�WUHPHQGRXV�VDYLQJ�LQ�WKH�QXPEHU�RI

GRPDLQV��,Q�WKLV�VFKHPH��HDFK�GRPDLQ�PD\�KDYH�DOO�REMHFWV�WKDW�EHORQJ�WR�WKH�VDPH�OHYHO�RI�D

ODWWLFH��ZKLOH�LQ�+LOERUQ
V�VFKHPH�HDFK�REMHFW�LQ�D�ODWWLFH�UHTXLUHG�D�VHSDUDWH�GRPDLQ�

$�PDMRU�GLVDGYDQWDJH�RI��2EMHFW�7DJ��VFKHPH�LV�WKH�HIIRUW�UHTXLUHG�WR�XSGDWH�DQ�REMHFW·V

WDJ�RQFH�WKH�QXPEHU�RI�PHPEHUV�LQFUHDVHG��7KLV�SUREOHP�PD\�RFFXU�GXH�WR�DQ�LQFUHDVH�LQ

WKH�QXPEHU�RI�VKDUHG�ILOHV��)RU�H[DPSOH��LI�WKH�QXPEHU�RI�VKDUHG�ILOHV�LQFUHDVHG�IURP���WR���

WKHQ�WKH�QHZ�VXEVHW�ODWWLFH�ZLOO�KDYH�����FRPSDUWPHQWV�������,Q�DGGLWLRQ��WKH�VL]H�RI�WKH

ODUJHVW�PD[LPDO�FKDLQ�LQ�WKH�QHZ�ODWWLFH�ZLOO�EH����P�����+HQFH�WKH�QXPEHU�RI�GRPDLQV�ZLOO

EH����:LWK�VXFK�DQ�LQFUHDVH��WKH�QXPEHU�RI�PHPEHUV�ZLOO�LQFUHDVH�WRR��PD\�EH�5��WR�5����

6XFK�DQ�XSGDWH�ZLOO�FRQVXPH�D�JUHDW�HIIRUW�LQ�XSGDWLQJ�WKH�WDJV�RI�H[LVWLQJ�REMHFWV�DQG

FUHDWLQJ�D�QHZ�WDJ�IRU�HDFK�QHZ�REMHFW�

��� 7KH�WKUHH�UHTXLUHPHQWV�ZLWK�WKH�QHZ�VFKHPH

,Q�WKLV�VHFWLRQ��WKH�2EMHFW�7DJ�VFKHPH�LV�DSSOLHG�WR�HDFK�ODWWLFH�PRGHO�WKDW

UHSUHVHQWV�D�VHFXULW\�UHTXLUHPHQW�GLVFXVVHG�LQ�FKDSWHU�WKUHH��1RWLFH�WKDW�DOO�UROHV�REMHFWV

DFFHVV�PDWUL[HV�GLVFXVVHG�ODWHU�DUH�VLPLODU�WR�WKH�VXEMHFWV�REMHFWV�DFFHVV�PDWUL[HV�GLVFXVVHG
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LQ�FKDSWHU�WKUHH�

����� (KTUV�TGSWKTGOGPV�YKVJ�1DLGEV�6CI

$IWHU�FUHDWLQJ�WKH�VSHFLILF�ODWWLFH�PRGHO�IRU�WKH�1R�REOLJDWLRQ�UHTXLUHPHQW��)LJXUH

�����LW�LV�SRVVLEOH�QRZ�WR�DSSO\�WKH�2EMHFW�7DJ�VFKHPH�WR�WKLV�UHTXLUHPHQW��7DEOH����

UHSUHVHQWV�WKH�DFFHVV�PDWUL[�IRU�VHOHFWHG�UROHV�RQ�VHOHFWHG�REMHFWV��ZKLOH�7DEOH�����UHSUHVHQWV

WKH�XVHUV�ZKR�FDQ�LQYRNH�WKRVH�UROHV�

��������2EMHFWV

5ROHV

DWF WRU SOQ PLV KRV DWF�
WRU

PLV�
KRV

DWF��
WRU��
PLV

DWF��
WRU��
SOQ

SOQ�
PLV�
KRV

DWF�
WRU�
PLV�
KRV

DWF�
WRU�
SOQ�
PLV�
KRV

5��DWF�X� U�Z � � � � Z � Z Z � Z Z
5��WRU�X� � U�Z � � � Z � Z Z � Z Z
5��SOQ�X� � � U�Z � � � � � Z Z � Z
5��PLV�X� � � � U�Z � � Z Z � Z Z Z
5��KRV�X� � � � � U�Z � Z � � Z Z Z
5��DWF�WRU�X� U U � � � U�Z � Z Z � Z Z
5��PLV�KRV�X� � � � U U � U�Z � � Z Z Z
5��DWF�WRU�PLV
�X�

U U � U � U � U�Z � � Z Z

5��DWF�WRU�SOQ
�X�

U U U � � U � � U�Z � � Z

5���SOQ�PLV�
KRV�X�

� � U U U � U � � U�Z � Z

5���DWF�WRU�
PLV�KRV�X�

U U � U U U U U � � U�Z Z

5���DWF�WRU�SOQ�
PLV�KRV�X�

U U U U U U U U U U U U�Z

7DEOH������5ROHV�REMHFWV�IRU�WKH�ILUVW�UHTXLUHPHQW
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8VHUV 5ROHV
I� 5��5��5�
I� 5��5��5��5��5�
I� 5��5��5��5��5�
L� 5��5��5��5��5�
L� 5���5��5��5��5�
L� 5���5���5���5��5��5��5��5��5��5��5��5�
K� 5���5��5��5��5��5��5��5�
K� 5���5��5��5��5�
K� 5���5���5���5��5��5��5��5��5��5��5��5�

7DEOH������8VHUV�UROHV�IRU�WKH�ILUVW�UHTXLUHPHQW

%\�UHYLHZLQJ�FRUROODU\�����DQG�DSSO\LQJ�WKH�2EMHFW�7DJ�VFKHPH�WR�VXSSRUW�WKH�1R�

REOLJDWLRQ�UHTXLUHPHQW��ILYH�GRPDLQV�ZLOO�EH�FUHDWHG�EHWZHHQ�WKH�WKUHH�V\VWHPV��(DFK

GRPDLQ�UHSUHVHQWV�D��8��OHYHO�LQ�WKH�ODWWLFH�PRGHO��8��LQIRUPDWLRQ�GRPDLQ�FRQWDLQV�ILYH

LQIRUPDWLRQ�REMHFWV���DWF����WRU����SOQ����PLV���DQG��KRV����8��LQIRUPDWLRQ�GRPDLQ�FRQWDLQV

RQO\�WZR�LQIRUPDWLRQ�REMHFWV���DWF�WRU���DQG��KRV�PLV��ZKLOH�8��LQIRUPDWLRQ�GRPDLQ�FRQWDLQV

WKUHH�LQIRUPDWLRQ�REMHFWV��DWF�WRU�SOQ����DFW�WRU�PLV����DQG��SOQ�KRV�PLV����)LQDOO\��8��DQG�8�

LQIRUPDWLRQ�GRPDLQV�HDFK�FRQWDLQV�RQH�LQIRUPDWLRQ�REMHFW���DWF�WRU�KRV�PLV��DQG��DWF�WRU�SOQ�

PLV�KRV��UHVSHFWLYHO\��)LJXUH������LOOXVWUDWHV�WKH�2EMHFW�7DJ�VFKHPH�IRU�WKH�1R�REOLJDWLRQ

UHTXLUHPHQW�

���������8� ��8� ������8� 8� ������8�

����� ����������������)LJXUH�������)LUVW�UHTXLUHPHQW�ZLWK�2EMHFW�7DJ�VFKHPH
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����� 5GEQPF�TGSWKTGOGPV�YKVJ�1DLGEV�6CI

��,W�LV�SRVVLEOH�QRZ�WR�DSSO\�WKH�2EMHFW�7DJ�VFKHPH�WR�WKH�0/6�ODWWLFH��DW�)LJXUH�����

ZKLFK�UHSUHVHQW�WKH�VHFRQG�UHTXLUHPHQW��7DEOH�����UHSUHVHQWV�WKH�DFFHVV�PDWUL[�IRU�VHOHFWHG

UROHV�RQ�VHOHFWHG�REMHFWV��ZKLOH�7DEOH�����UHSUHVHQWV�WKH�XVHUV�ZKR�FDQ�LQYRNH�WKRVH�UROHV�

����������2EMHFWV
5ROHV

YLV
�F

JXV
�F

KML
�F

KMR
�F

JGH
�F

D	G
�F

YLV�
KML�F

JXV�KMR�
D	G�F

YLV�
JXV�V

YLV�JXV�
KML�D	G�V

YLV�JXV�
KML�KMR�WV

5��YLV�F U�Z � � � � � Z � Z Z Z
5��YLV�KML�F U � U � � � U�Z � � Z Z
5��JXV�KMR�
�����D	G�F

� U � U � U � U�Z � � �

5��YLV�JXV�V U U � � � � � � U�Z Z Z
5��YLV�JXV�
����KML�D	G�V

U U U � � U U � U U�Z �

5��YLV�JXV�
����KML�KMR�WV

U U U U � � U � U � U�Z

7DEOH������5ROHV�REMHFWV�IRU�WKH�VHFRQG�UHTXLUHPHQW

8VHUV 5ROHV
I���F 5�
I���F 5��5�
I���F 5�
I���V 5��5�
I���V 5��5��5��5�
I���WV 5��5��5��5�

7DEOH������8VHUV�UROHV�IRU�WKH�VHFRQG�UHTXLUHPHQW

%\�UHYLHZLQJ�FRUROODU\�����DQG�DSSO\LQJ�WKH�2EMHFW�7DJ�VFKHPH�WR�VXSSRUW�WKH�0/6

UHTXLUHPHQW��VL[�GRPDLQV�ZLOO�EH�FUHDWHG�EHWZHHQ�WKH�WKUHH�V\VWHPV��(DFK�GRPDLQ�UHSUHVHQWV

DOO�GRPDLQV�LQ�D�JLYHQ�OHYHO��/��LQIRUPDWLRQ�GRPDLQ�FRQWDLQV�VL[�LQIRUPDWLRQ�REMHFWV�WKDW

UHSUHVHQW�WKH�LQIRUPDWLRQ�REMHFWV�LQ�WKH�VL[�LQIRUPDWLRQ�GRPDLQV�DW�/�&�LQ�WKH�SUHYLRXV�WZR
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VFKHPHV��6LPLODUO\��/��GRPDLQ�FRQWDLQV����LQIRUPDWLRQ�REMHFWV�WKDW�UHSUHVHQW�WKH

LQIRUPDWLRQ�REMHFWV�LQ�DOO�GRPDLQV�DW�/�&�DQG�/�6�LQ�WKH�SUHYLRXV�VFKHPHV��)LJXUH�����

LOOXVWUDWHV�WKH�2EMHFW�7DJ�VFKHPH�IRU�WKH�0/6�UHTXLUHPHQW��ZKHUH�WKH�GRPDLQV�

/��FRQWDLQV�VL[�LQIRUPDWLRQ�REMHFWV� �/�&

/��FRQWDLQV����LQIRUPDWLRQ�REMHFWV� �/�&�/�6�

/��FRQWDLQV����LQIRUPDWLRQ�REMHFWV� �/�&�/�6�

/��FRQWDLQV����LQIRUPDWLRQ�REMHFWV�� �/�6�/�76�

/��FRQWDLQV�VL[�LQIRUPDWLRQ�REMHFWV�� �/�76�

/��FRQWDLQV�RQH�LQIRUPDWLRQ�REMHFWV�� �/�76�

�����/� ��/� �/� ���������/� �������/� ����/�

���������������)LJXUH�������6HFRQG�UHTXLUHPHQW�ZLWK�2EMHFW�7DJ�VFKHPH

����� 6JKTF�TGSWKTGOGPV�YKVJ�1DLGEV�6CI

$IWHU�FRQVWUXFWLQJ�WKH�ODWWLFH�IRU�WKH�&KLQHVH�:DOOV�UHTXLUHPHQW��)LJXUH������LW�LV

SRVVLEOH�WR�LPSOHPHQW�WKH�2EMHFW�7DJ�VFKHPH�IRU�WKH�WKLUG�UHTXLUHPHQW��$V�GLVFXVVHG�LQ

FKDSWHU�WKUHH��RQO\�REMHFWV�IURP�&+1��WR�&+1��VDWLVI\�WKH�WKLUG�UHTXLUHPHQW��WKHUHIRUH�WKH

WRWDO�QXPEHU�RI�REMHFWV�XVHG�WR�VXSSRUW�WKH�WKLUG�UHTXLUHPHQW�LV����RXW�RI�����FDWHJRULHV�LQ

&+1����&+1����&+1����7KH�WRWDO�QXPEHU�RI�REMHFWV�DVVRFLDWHG�ZLWK�HDFK�OHYHO�LV�DV

IROORZV�
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&+1��� �����REMHFWV
&+1��� ����REMHFWV
&+1��� ���REMHFWV
������������������������������������������������������������
7RWDO������REMHFWV�

7DEOH�����UHSUHVHQWV�WKH�DFFHVV�PDWUL[�IRU�VHOHFWHG�UROHV�RQ�VHOHFWHG�REMHFWV��ZKLOH�7DEOH

�����UHSUHVHQWV�WKH�XVHUV�ZKR�FDQ�LQYRNH�WKRVH�UROHV�

����������������2EMHFWV
5ROHV

>GSO�φ�φ@ >VFP�φ�φ@ >φ�ENO�φ@ >GSO�ENO��φ@ >VFP�ENO�φ@ >GSO�ENO�UJV@

5��>GSO�φ�φ@ U�Z � � Z � Z

5��>VFP�φ�φ@ � U�Z � � Z �

5��>φ�ENO�φ@ � � U�Z Z Z Z

5��>GSO�ENO�φ@ U � U U�Z � Z

5��>VFP�ENO�φ@ � U U � U�Z �
5��>GSO�ENO�UJV@ U � U U � U�Z

7DEOH������5ROHV�REMHFWV�IRU�WKH�WKLUG�UHTXLUHPHQW

8VHUV 5ROHV
I�� 5�
I�� 5�
I�� 5�
I�� 5��5��5�
I�� 5��5��5�
I�� 5��5��5��5�

7DEOH�������8VHUV�UROHV�IRU�WKH�WKLUG�UHTXLUHPHQW

%\�UHYLHZLQJ�FRUROODU\�����DQG�DSSO\LQJ�WKH�2EMHFW�WDJ�VFKHPH�WR�VXSSRUW�WKH

&KLQHVH�:DOOV�UHTXLUHPHQW��WKUHH�GRPDLQV�ZLOO�EH�FUHDWHG�EHWZHHQ�WKH�WKUHH�V\VWHPV��(DFK

GRPDLQ�UHSUHVHQWV�D��&+1��OHYHO�LQ�WKH�ODWWLFH�PRGHO�ZKLFK�LV�ORZHU�WKDQ�6<6+,*+��$OO

REMHFWV�DVVRFLDWHG�ZLWK�&+1�OHYHO�DUH�FRQVROLGDWHG�DQG�FRQWDLQHG�LQ�WKH�FRUUHVSRQGLQJ�OHYHO

GRPDLQ��)RU�H[DPSOH��WKH�REMHFW�>VFP�ENO�φ@�WKDW�LV�SUHVHQWHG�LQ�&+1��OHYHO�RQ�WKH�ODWWLFH�LV
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UHSUHVHQWHG�LQ�&+1��GRPDLQ��)LJXUH������LOOXVWUDWHV�WKH�2EMHFW�7DJ�VFKHPH�IRU�WKH�&KLQHVH

:DOOV�UHTXLUHPHQW�

�������&+1� ������ �����&+1� ���������������&+1�

����� ������������������)LJXUH�������7KLUG�UHTXLUHPHQW�ZLWK�2EMHFW�7DJ�VFKHPH

&+1��LQIRUPDWLRQ�GRPDLQ�FRQWDLQV�VL[�LQIRUPDWLRQ�REMHFWV�WKDW�DUH�SUHVHQWHG�LQ

WKH�VL[�GRPDLQV�DW�&+1��OHYHO�LQ�WKH�SUHYLRXV�WZR�VFKHPHV��6LPLODUO\��&+1��FRQWDLQV���

LQIRUPDWLRQ�REMHFWV��ZKLOH�WKH�&+1��GRPDLQ�FRQWDLQV�HLJKW�LQIRUPDWLRQ�REMHFWV��7KH�WRWDO

QXPEHU�RI�REMHFWV�LQ�DOO�WKUHH�GRPDLQV�LV�����DV�LQ�SUHYLRXV�VFKHPHV�

��� &RQFOXVLRQ

'XH�WR�WKH�H[LVWHQFH�RI�VRPH�'*6$�UXOHV��SXUH�'*6$�FDQQRW�VXSSRUW�ODWWLFH

PRGHOV�GLUHFWO\��+LOERUQ�GHYHORSHG�D�'*6$�VFKHPH�WKDW�VXSSRUWV�WKHVH�PRGHOV�E\

VWUHQJWKHQLQJ�VRPH�'*6$�UXOHV��+LV�VFKHPH�GHILQHG�DGMDFHQF\�DQG�PRGLILHG�UXOH��K�

DFFRUGLQJO\��7KHQ�KH�SURSRVHG�WKH�FUHDWLRQ�RI�GRPDLQV�DFFRUGLQJ�WR�WKH�ODWWLFH�PRGHO�ZKHUH

HDFK�GRPDLQ�FRUUHVSRQGV�WR�D�ODWWLFH�FDWHJRU\��+HQFH�GRPDLQV�EHFDPH�UHODWHG�LQ�WUDQVIHU�DV

WKH�LQIRUPDWLRQ�IORZV�LQ�D�ODWWLFH�PRGHO��RQH�ZD\���7KHUHIRUH��IRU�WKH�H[DPSOH�LOOXVWUDWHG�LQ

)LJXUH������HDFK�GRPDLQ�FRQWDLQV�WKH�REMHFW�ZKLFK�LV�SUHVHQWHG�LQ�D�JLYHQ�ODWWLFH

FRPSDUWPHQW��(YHU\�KXPDQ�XVHU�FDQ�DFFHVV�WKH�GRPDLQ
V�REMHFW�GHSHQGLQJ�RQ�KLV�DFFHVV

ULJKW�RQ�WKDW�GRPDLQ�LI�DQ\��+LOERUQ
V�VFKHPH�VXFFHHGV�LQ�HQIRUFLQJ�'*6$�WR�VXSSRUW
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ODWWLFH�PRGHOV��EXW�LW�LV�QRW�VFDOHDEOH�LQ�WKH�VL]H�RI�WKH�ODWWLFH��VLQFH�IRU�D�ODUJH�ODWWLFH��D�ODUJH

QXPEHU�RI�GRPDLQV�DUH�QHHGHG��RQH�GRPDLQ�IRU�HDFK�ODWWLFH
V�FDWHJRU\��

7KH�2EMHFW�7DJ�VFKHPH�VROYHV�WKH�VFDODELOLW\�SUREOHP�RI�+LOERUQ
V�VFKHPH��7KH

QXPEHU�RI�GRPDLQV�KHUH�DUH�HTXDO�WR�WKH�VL]H�RI�WKH�ODUJHVW�PD[LPDO�FKDLQ�LQ�WKH�ODWWLFH�

,Q�DGGLWLRQ��UXOHV�D�DQG�F�ZHUH�PRGLILHG�VR�WKDW�HDFK�REMHFW�KDV�D�WDJ�DVVRFLDWHG�ZLWK�LW��2QO\

WKH�PHPEHUV��LQ�WKLV�FDVH�&RPPRQ�3URJUDPV��ZKR�DUH�LQGLFDWHG�LQ�WKH�REMHFW
V�WDJ�PD\

DFFHVV�LW�ZLWK�WKHLU�DFFHVV�ULJKWV��$V�D�UHVXOW��WKLV�'*6$�VFKHPH�VXSSRUWV�ODWWLFH�PRGHOV�DQG

LW�LV�VFDOHDEOH�ZLWK�UHVSHFW�WR�WKH�VL]H�RI�WKH�ODWWLFH��%\�DSSO\LQJ�WKLV�VFKHPH�WR�WKH�WKUHH

ODWWLFH�PRGHOV�RI�WKH�WKUHH�FRQILGHQWLDOLW\�UHTXLUHPHQWV�UHVSHFWLYHO\��WKH�VFKHPH�VXFFHHGV�LQ

VXSSRUWLQJ�WKRVH�ODWWLFH�PRGHOV�DQG�LV�VFDOHDEOH�ZLWK�UHVSHFW�WR�WKH�VL]HV�RI�WKRVH�ODWWLFHV�
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�����&RQWULEXWLRQV�DQG�)XWXUH�5HVHDUFK

��� ,QWURGXFWLRQ

7KH�+DMM�FDVH�VWXG\�LV�D�UHDO�OLIH�FDVH�WKDW�EHHQ�FKRVHQ�DV�DQ�H[DPSOH�WR�GHPRQVWUDWH

WKDW�FRQILGHQWLDOLW\�UHTXLUHPHQWV���SHUWDLQLQJ�WR�LQIRUPDWLRQ�IORZ��LQ�UHDO�ZRUOG�FRPSOH[

GDWD�VKDULQJ�VLWXDWLRQV�FDQ�EH�UHSUHVHQWHG�LQ�ODWWLFH�PRGHOV��7KH�WKUHH�FRQILGHQWLDOLW\

UHTXLUHPHQWV��1R�REOLJDWLRQ��0/6��&KLQHVH�:DOOV�VHFXULW\��RI�WKH�+DMM�H[DPSOH�DUH

UHSUHVHQWHG�E\�ODWWLFH�PRGHOV��ZKHUH�WKH�FDVH�VWXG\
V�V\VWHPV��)�,�+��FDQ�VKDUH�WRJHWKHU

VHSDUDWH�GDWD�XQGHU�GLIIHUHQW�UHTXLUHPHQWV�

0HDQZKLOH��'*6$�LV�D�SRZHUIXO�DUFKLWHFWXUH�WKDW�GLVWULEXWHG�V\VWHPV�RI�DQ�0�'�2

�VXFK�DV��)��,��+�RI�WKH�6DXGL�+DMM�0�'�2��PD\�XVH�WR�VKDUH�DQG�WUDQVIHU�GDWD�EHWZHHQ�WKHP�

7KH�DUFKLWHFWXUH�FRQFHQWUDWHV�PDLQO\�RQ�WKH�VHFXULW\�RI�WUDQVIHUUHG�GDWD�EHWZHHQ�GRPDLQV�

DQG�WKH�VHFXULW\�RI�GDWD�LQ�GRPDLQV��6RPH�'*6$
V�UXOHV�SUHYHQW�LW�IURP�GLUHFWO\�VXSSRUWLQJ

DQ\�ODWWLFH�PRGHO�UHTXLUHPHQW��,W�LV�LPSRUWDQW�WR�GHYHORS�D�PRGLILHG�RU�H[WHQGHG�'*6$

VFKHPH�WKDW�FDQ�VXSSRUW�ODWWLFH�PRGHOV�DQG�PLQLPL]HV�WKH�QXPEHU�RI�GRPDLQV�FUHDWHG�

� 7KH�2EMHFW�7DJ�VFKHPH�LQWURGXFHG�E\�WKH�DXWKRU�VXSSRUWV�DQ\�ODWWLFH�PRGHO�DQG�LW�LV

VFDOHDEOH�WR�WKH�ODWWLFH
V�VL]H��:KHQ�WKLV�VFKHPH�LV�DSSOLHG�WR�WKH�6DXGL�+DMM�H[DPSOH
V

UHTXLUHPHQWV��LW�PDLQWDLQ�WKH�ODWWLFHV�LQ�D�UHDVRQDEOH�QXPEHU�RI�GRPDLQV��$V�VKRZQ�LQ

FKDSWHU�IRXU��WKH�2EMHFW�7DJ�VFKHPH�LV�VFDOHDEOH�ZLWK�UHVSHFW�WR�WKH�VL]H�RI�DQ\�SDUWLDOO\

RUGHUHG�VHW�LQFOXGLQJ�D�ODWWLFH�
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:KHQ�DSSO\LQJ�WKH�2EMHFW�7DJ�VFKHPH�WR�WKH�ODWWLFHV�RI�WKH�6DXGL�+DMM�H[DPSOH��RQO\���

GRPDLQV�DUH�QHHGHG�IRU�WKH�WKUHH�UHTXLUHPHQWV����IRU�WKH�ILUVW����IRU�WKH�VHFRQG��DQG���IRU

WKH�WKLUG��)LJXUH������:KLOH�LI�+LOERUQ
V�VFKHPH�LV�XVHG������GRPDLQV�ZLOO�EH�QHHGHG����

GRPDLQV�IRU�WKH�ILUVW�UHTXLUHPHQW�����IRU�WKH�VHFRQG��DQG����IRU�WKH�WKLUG��7KH�2EMHFW�7DJ

VFKHPH�XVHG�D�PXFK�VPDOOHU�QXPEHU�RI�GRPDLQV��SHUKDSV�HYHQ�D�PLQLPXP�QXPEHU

EHFDXVH�RI�LQKHUHQW�LQIRUPDWLRQ�IORZ�UHTXLUHPHQWV�

�������������VW�UHT�
��������) �,

������QG�UHT�����

����������
�����������������������������UG�UHT�

����������+

�������)LJXUH������'RPDLQV�UHTXLUHG�XQGHU�WKH�WKUHH�UHTXLUHPHQWV�IRU�WKH�+DMM�H[DPSOH

,Q�JHQHUDO��ZLWK�DQ\�H[DPSOH�RI�DQ�0�'�2�VLPLODU�WR�WKH�+DMM�WKH�IROORZLQJ�VWHSV

VKRXOG�EH�IROORZHG�LQ�RUGHU�WR�DSSO\�'*6$�ZLWK�WKH�2EMHFW�7DJ�VFKHPH�WR�GLIIHUHQW�ODWWLFH

PRGHO�UHTXLUHPHQWV�

���&UHDWH�WKH�ODWWLFH�PRGHO�IRU�HDFK�UHTXLUHPHQW�

���,GHQWLI\�WKH�XVHUV�IURP�HDFK�V\VWHP�DQG�WKH�ILOHV�WKH\�QHHG�WR�VKDUH��WDNLQJ�LQWR�DFFRXQW

����WKDW�VRPH�XVHUV�PD\�DFFHVV�ILOHV�XQGHU�GLIIHUHQW�UHTXLUHPHQWV�
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���6SHFLI\�WKH�LQIRUPDWLRQ�IORZ�SROLF\�IRU�HDFK�V\VWHP�E\�GHWHUPLQLQJ�WKH�REMHFWV�IURP�WKH

����YDULRXV�UHTXLUHPHQWV
�ODWWLFHV�WKDW�XVHUV�IURP�WKDW�V\VWHP�PD\�DFFHVV�

���,GHQWLI\�WKH�&RPPRQ�3URJUDPV�XQGHU�HDFK�UHTXLUHPHQW�DQG�WKH�XVHUV�ZKR�FDQ�LQYRNH

����WKHP��WDNLQJ�LQWR�DFFRXQW�WKDW�QHZ�XVHUV�PD\�EH�DGGHG��DQG�VRPH�UROHV�PD\�DFFHVV

����GLIIHUHQW�REMHFWV�XQGHU�GLIIHUHQW�UHTXLUHPHQWV�

���6XSSRUW�WKH�2EMHFW�7DJ�VFKHPH�IRU�HDFK�UHTXLUHPHQW�E\�DSSO\LQJ�FRUROODU\�����WRJHWKHU

����ZLWK�DOJRULWKP�����WR�HDFK�UHTXLUHPHQW
V�ODWWLFH��$W�WKH�HQG��HDFK�UHTXLUHPHQW�VKRXOG�KDYH

����D�VHW�RI�GRPDLQV��(DFK�GRPDLQ�FRQWDLQV�D�VHW�RI�LQIRUPDWLRQ�REMHFWV�ZLWK�WDJV��PHPEHUV

����UROHV��ZKR�FDQ�DFFHVV�WKRVH�REMHFWV��DQG�D�SROLF\�ZKLFK�UHJXODWHV�GDWD�DFFHVV�DQG�GDWD�

����WUDQVIHU�

,Q�VXPPDU\��WKH�FHQWUDO�FRQWULEXWLRQV�RI�WKLV�ZRUN�DUH�WKH�IROORZLQJ�

���'HILQLWLRQ�DQG�DQDO\VLV�RI�WKH�FDVH�VWXG\
V�FRQILGHQWLDOLW\�UHTXLUHPHQWV�RI�VKDUHG�GDWD��DQG

�����WKHLU�UHSUHVHQWDWLRQV�LQ�ODWWLFH�PRGHOV�

���([WHQVLRQ�RI�'*6$�WKURXJK�VHWV�RI�DGGLWLRQV�WR�WKH�RULJLQDO�LQDGHTXDWH�DUFKLWHFWXUH�LQ

����RUGHU�WR�GHYHORS�D�VFKHPH�WKDW�LV�FDSDEOH�RI�VXSSRUWLQJ�ODWWLFH�PRGHO�UHTXLUHPHQWV�DV�ZHOO

����DV�EHLQJ�VFDOHDEOH�LQ�WKH�VL]H�RI�WKH�ODWWLFH�

��� )XWXUH�UHVHDUFK

)XWXUH�ZRUNV�UHODWHG�WR�WKH�GLVVHUWDWLRQ�DUH�DV�IROORZV�

���'HYHORSLQJ�DQRWKHU�'*6$�VFKHPH�WKDW�FDQ�UHDFK�WKH�VDPH�JRDOV�DV�2EMHFW�7DJ�VFKHPH�

���'HYHORSLQJ�RWKHU�'*6$�VFKHPHV�ZKLFK�PD\�VROYH�GLIIHUHQW�VFDODELOLW\�HQWULHV�ZLWK

����UHVSHFW�WR�VKDUHG�GDWD�DQG�V\VWHPV��VXFK�DV�ODUJH�VL]H�RI�ILOHV��UDWH�RI�XSGDWHV�EHWZHHQ



103

����V\VWHPV��ODUJH�QXPEHU�RI�XVHUV��DQG�IUHTXHQW�VKXWGRZQ�

���6ROYLQJ�RWKHU�VHFXULW\�UHTXLUHPHQWV�ZLWK�'*6$��VXFK�DV�VHFXULW\�JURXSV�

���$SSO\LQJ�RWKHU�DUFKLWHFWXUHV�WR�WKH�+DMM�H[DPSOH��VXFK�DV�6,175$�>����@���>����@���RU

����&25%$�>����@�

���3UHVHQWLQJ�WKH�LQIRUPDWLRQ�IORZ�SROLFLHV�RI�WKH�+DMM�H[DPSOH�LQ�REMHFW�RULHQWHG�V\VWHPV

����>����@���>����@�
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$SSHQGL[�$��'*6$

7KLV�DSSHQGL[�JLYHV�D�EULHI�RYHUYLHZ�RI�'*6$��'2'�*RDO�6HFXULW\�$UFKLWHFWXUH��EDVHG�RQ

>���@�

$����,QWURGXFWLRQ

'*6$�ZDV�GHYHORSHG�E\�WKH�'HIHQVH�,QIRUPDWLRQ�6\VWHPV�6HFXULW\�3URJUDP��,W�LV

GHILQHG�LQ�YROXPH���RI�WKH�'2'�7HFKQLFDO�$UFKLWHFWXUH�)UDPHZRUN�IRU�,QIRUPDWLRQ

0DQDJHPHQW�

#������2WTRQUG

&RQVLGHUDWLRQ�LV�EHLQJ�JLYHQ�WR�WKH�SURWHFWLRQ�RI�LQIRUPDWLRQ�DQG�V\VWHP�DVVHWV�DV

SDUW�RI�WKH�WRWDO�YLHZ�RI�WKH�PLVVLRQV��WKUHDWV��SHUIRUPDQFH��H[WHQVLELOLW\��XVDELOLW\��DQG�FRVW

RI�LPSOHPHQWDWLRQV�

7KH�'*6$�ZLOO�SURYLGH�WKH�EDVLV�IRU�WKH�GHYHORSPHQW�RI�VHFXULW\�SURGXFWV�DQG

PHFKDQLVPV�WKDW�PD\�EH�FKRVHQ�E\�VHFXULW\�V\VWHPV�HQJLQHHUV�DQG�LQWHJUDWRUV��'*6$�LV

GHVLJQHG�WR�SURYLGH�GDWD�VKDULQJ�DQG�GDWD�WUDQVIHU�EHWZHHQ�GLVWULEXWHG�KHWHURJHQHRXV

V\VWHPV�
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#������#TEJKVGEVWTCN�6[RGU

,QIRUPDWLRQ�V\VWHP�DUFKLWHFWXUHV�UDQJH�LQ�GHILQLWLRQ�DQG�RFFXU�LQ�VHTXHQFH�IURP

DEVWUDFW�YLHZV�WR�VSHFLILF�YLHZV�RI�ZKDW�LV�WR�EH�GHYHORSHG��7KH�W\SHV�DUH�DEVWUDFW��JHQHULF�

ORJLFDO��DQG�VSHFLILF��HDFK�RI�ZKLFK�LV�GHVFULEHG�EHORZ�

$������ �$EVWUDFW�$UFKLWHFWXUH

$Q�DEVWUDFW�DUFKLWHFWXUH�EHJLQV�ZLWK�NQRZOHGJH�RI�WKH�UHTXLUHPHQWV�DQG�GHILQHV

FRUUHVSRQGLQJ�IXQFWLRQV�WR�EH�SHUIRUPHG���,W�GHILQHV�SULQFLSOHV�DQG�IXQGDPHQWDO�FRQFHSWV

WKDW�JXLGH�WKH�VHOHFWLRQ�DQG�RUJDQL]DWLRQ�RI�IXQFWLRQV�

$EVWUDFW�VHFXULW\�DUFKLWHFWXUHV�FLWH�SULQFLSOHV��IXQGDPHQWDO�FRQFHSWV��DQG�IXQFWLRQV�WKDW

VDWLVI\�W\SLFDO�VHFXULW\�UHTXLUHPHQWV�

$��������*HQHULF�$UFKLWHFWXUH

7KH�GHYHORSPHQW�RI�D�JHQHULF�DUFKLWHFWXUH�LV�EDVHG�XSRQ�WKH�DEVWUDFW�DUFKLWHFWXUDO

GHFLVLRQV���,W�GHILQHV�WKH�JHQHUDO�W\SHV�RI�FRPSRQHQWV�DQG�DOORZDEOH�VWDQGDUGV�WR�EH�XVHG

DQG�LGHQWLILHV�DQ\�QHFHVVDU\�JXLGHOLQHV�IRU�WKHLU�DSSOLFDWLRQ�

$�JHQHULF�VHFXULW\�DUFKLWHFWXUH�SURFHHGV�IURP�DQ�LQLWLDO�DOORFDWLRQ�RI�VHFXULW\�VHUYLFHV�DQG

IXQFWLRQV�DQG�EHJLQV�WR�GHILQH�WKH�W\SHV�RI�FRPSRQHQWV�DQG�VHFXULW\�PHFKDQLVPV�WKDW�DUH

DYDLODEOH�WR�LPSOHPHQW�WKH�VHFXULW\�VHUYLFHV�ZLWK�SDUWLFXODU�VWUHQJWKV�

$������ �/RJLFDO�$UFKLWHFWXUH

$�ORJLFDO�DUFKLWHFWXUH�LV�D�GHVLJQ�WKDW�PHHWV�D�K\SRWKHWLFDO�VHW�RI�UHTXLUHPHQWV���,W

VHUYHV�DV�D�GHWDLOHG�H[DPSOH�WKDW�LOOXVWUDWHV�WKH�UHVXOWV�RI�DSSO\LQJ�D�JHQHULF�DUFKLWHFWXUH�WR



106

VSHFLILF�FLUFXPVWDQFHV���7KH�RQO\�GLIIHUHQFH�EHWZHHQ�D�ORJLFDO�DQG�D�VSHFLILF�DUFKLWHFWXUH�LV

WKDW�WKH�VSHFLILF�UHTXLUHPHQWV�DUH�UHDO��QRW�K\SRWKHWLFDO�

$������ �6SHFLILF�$UFKLWHFWXUH

7KH�REMHFWLYH�RI�DQ\�V\VWHP�DUFKLWHFW�LV�WR�DFFRPSOLVK�D�OHYHO�RI�GHVLJQ�VSHFLILFDWLRQ

VXFK�WKDW�FRPSRQHQWV�FDQ�EH�DFTXLUHG�WR�LPSOHPHQW�WKH�V\VWHP���7KH�VSHFLILF�DUFKLWHFWXUH

DGGUHVVHV�FRPSRQHQWV��LQWHUIDFHV��VWDQGDUGV��SHUIRUPDQFH��DQG�FRVW���6SHFLILF�VHFXULW\

DUFKLWHFWXUHV�VKRZ�KRZ�DOO�WKH�VHOHFWHG�LQIRUPDWLRQ�VHFXULW\�FRPSRQHQWV�DQG�PHFKDQLVPV�

LQFOXGLQJ�GRFWULQH�DQG�VXSSRUWLQJ�VHFXULW\�PDQDJHPHQW�FRPSRQHQWV��FRPELQH�WR�PHHW�WKH

VHFXULW\�UHTXLUHPHQWV�RI�WKH�VSHFLILF�V\VWHP�XQGHU�FRQVLGHUDWLRQ�

#������2TQEGUU

�����'HYHORSPHQW�RI�WKH�'*6$�LV�DFKLHYHG�WKURXJK�DQ�LWHUDWLYH�SURFHVV��F\FOLQJ�WKURXJK�WKH

IROORZLQJ�VWHSV�XQWLO�D�VDWLVIDFWRU\�JHQHULF�VHFXULW\�DUFKLWHFWXUH��RU�DUFKLWHFWXUHV��LV

DFFRPSOLVKHG�

� 3HUIRUP�UHTXLUHPHQWV�DQDO\VLV

� &UHDWH�VWUXFWXUH�IRU�WKH�DUFKLWHFWXUH

� 0DNH�VHFXULW\�VHUYLFH�DOORFDWLRQV

� 6HOHFW�VHFXULW\�FRPSRQHQWV�DQG�PHFKDQLVPV

� � 3HUIRUP�LQWHUGHSHQGHQF\�DQDO\VLV��HYDOXDWLRQ��
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$����6HFXULW\�$UFKLWHFWXUH·V�6SHFLILFDWLRQ

#������&)5#�5GEWTKV[�4GSWKTGOGPVU

7KH�IRXU�VHFXULW\�UHTXLUHPHQWV�DUH�

�� 0XOWLSOH�,QIRUPDWLRQ�6HFXULW\�3ROLF\�6XSSRUW�
 
�� �2SHQ�6\VWHPV�(PSOR\PHQW�
 
�� $SSURSULDWH�6HFXULW\�3URWHFWLRQ�
 
�� &RPPRQ�6HFXULW\�0DQDJHPHQW�

$������ �0XOWLSOH�,QIRUPDWLRQ�6HFXULW\�3ROLF\�6XSSRUW

$OWKRXJK�PRVW�FXUUHQW�LQIRUPDWLRQ�V\VWHPV�VXSSRUW�RQO\�RQH�LQIRUPDWLRQ�VHFXULW\

SROLF\�DW�D�WLPH��WKHUH�KDV�ORQJ�EHHQ�D�GHVLUH�E\�XVHUV�WR�RSHUDWH�VLPXOWDQHRXVO\�DW�PXOWLSOH

VHQVLWLYLW\�OHYHOV�RU�XQGHU�PXOWLSOH�VHFXULW\�SROLFLHV��H�J���E\�XVLQJ�PXOWLOHYHO�VHFXUH�V\VWHPV�

RQ�D�VLQJOH�GHYLFH��H�J���ZRUNVWDWLRQ��RXWERDUG�SURWRFRO�GHYLFH���5HTXLUHPHQW���DERYH

UHFRJQL]HV�WKDW�VXSSRUW�IRU�PXOWLSOH�VHFXULW\�SROLF\�RSHUDWLRQ�PXVW�EHFRPH�PRUH�FRPPRQ�

$��������2SHQ�6\VWHPV�(PSOR\PHQW

'2'�LQIRUPDWLRQ�V\VWHPV�PXVW�EH�RSHQ�LQ�WKH�VHQVH�WKDW�SRWHQWLDO�FRQQHFWLYLW\

DPRQJ�WKHP�LV�DOZD\V�VXSSRUWHG��HYHQ�LI�D�SDUWLFXODU�UHTXHVW�IRU�FRPPXQLFDWLRQ�LV�GHQLHG

EHFDXVH�RI�D�VHFXULW\�SROLF\�GHFLVLRQ��JLYHQ�WKDW�XVHUV�RSHUDWLQJ�XQGHU�GLIIHUHQW�VHFXULW\

SROLFLHV�PD\�QHHG�WR�VKDUH�FRPSRQHQWV��DQG�WKDW�FRPSOH[�SROLFLHV�IRU�VKDULQJ�DQG
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WUDQVIHUULQJ�LQIRUPDWLRQ�DPRQJ�XVHUV�RSHUDWLQJ�XQGHU�GLIIHUHQW�VHFXULW\�SROLFLHV�PXVW�EH

VXSSRUWHG�

$����� �$SSURSULDWH�6HFXULW\�3URWHFWLRQ

:KDW�FRQVWLWXWHV�DSSURSULDWH�VHFXULW\�SURWHFWLRQ��LQ�SDUW��LV�DIIHFWHG�E\�WKH�VHFXULW\

SURWHFWLRQ�SURYLGHG�E\�WKH�FRPPXQLFDWLRQV�V\VWHP�WKDW�LV�XVHG�DPRQJ�GLVWULEXWHG�V\VWHPV��

7KH�RQO\�VHUYLFH�WKDW�VKRXOG�EH�DVVXPHG�IURP�D�FRPPRQ�FDUULHU�FRPPXQLFDWLRQV�V\VWHP�LV

DYDLODELOLW\�

$������ �&RPPRQ�6HFXULW\�0DQDJHPHQW

/LNH�WKH�RSHQ�V\VWHPV�UHTXLUHPHQW��VHFXULW\�PDQDJHPHQW�DSSHDUV�WR�EH�FRQFHUQHG

ZLWK�RSHUDWLRQDO�LVVXHV��EXW�LW�DFWXDOO\�SURYLGHV�WKH�IRXQGDWLRQ�IRU�PDQ\�RI�WKH�VHFXULW\

PHFKDQLVPV�WKDW�LPSOHPHQW�WKH�VHFXULW\�VHUYLFHV�FKRVHQ�WR�VDWLVI\�WKH�RWKHU�VHFXULW\

UHTXLUHPHQWV���7R�HQVXUH�WKDW�GLVWULEXWHG�LQIRUPDWLRQ�SURFHVVLQJ�LV�SURSHUO\�VXSSRUWHG��WKH

'*6$�PXVW�DGGUHVV�FRPPRQ�VHFXULW\�PDQDJHPHQW���7KLV�FRPPRQDOLW\�ZLOO�DOORZ�VHFXULW\

DGPLQLVWUDWRUV�WR�PDQDJH��LQ�D�XQLIRUP�PDQQHU��V\VWHPV�WKDW�RSHUDWH�XQGHU�PXOWLSOH�VHFXULW\

SROLFLHV�

#������5GEWTKV[�8KGYU

7R�DFFRPSOLVK�WKH�VHFXULW\�VHUYLFH�DOORFDWLRQV��VHYHUDO�YLHZV�DQG�FRQFHSWV�DUH

SUHVHQWHG�WKDW�VXSSRUW�WKH�'*6$�
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$��������$EVWUDFW�,QIRUPDWLRQ�6\VWHP�$UFKLWHFWXUH�6HFXULW\�9LHZ

7KH�'*6$�WDUJHW�DUFKLWHFWXUH�LV��ILUVW��VLPSOLILHG�LQWR�DQ�DEVWUDFW�SHUVSHFWLYH�

GHILQHG�DV�ORFDO�VXEVFULEHU�HQYLURQPHQWV��/6(V��WKDW�DUH�FRQQHFWHG�WR�RQH�DQRWKHU�E\�D

FRPPXQLFDWLRQV�QHWZRUN��&1����)LJXUH�$���LOOXVWUDWHV�WKLV�ILUVW�VHFXULW\�YLHZ�RI�WKH�LQIRUPDWLRQ

V\VWHP�

)LJXUH�$�����$EVWUDFW�VHFXULW\�SHUVSHFWLYH

7KH�/6(V�LQFOXGH�DOO�GHYLFHV�DQG�FRPPXQLFDWLRQ�V\VWHPV�XQGHU�XVHU��RUJDQL]DWLRQ��FRQWURO�

7KH�&1�SURYLGHV�FRPPXQLFDWLRQ�FDSDELOLWLHV�WKDW�DOORZ�/6(V�WR�VKDUH�LQIRUPDWLRQ�

$������ �/6(�*HQHULF�6HFXULW\�9LHZ

�����7KH�ILUVW�JHQHULF�LQIRUPDWLRQ�V\VWHP�DUFKLWHFWXUH�VHFXULW\�YLHZ�FRQFHQWUDWHV�RQ�/6(V�

ZKLFK�PD\�EH�FRPSRVHG�RI�RSHQ�V\VWHPV�DQG�UHOD\�V\VWHPV��56V���DV�GHVFULEHG�LQ�,62������

DQG�ORFDO�FRPPXQLFDWLRQV�V\VWHPV��/&6V��ZLWKLQ�D�JLYHQ�RSHUDWLQJ�HQYLURQPHQW���2SHQ�V\VWHPV

DFFHVVHG�GLUHFWO\�E\�XVHUV�DUH�FRQYHQWLRQDOO\�UHIHUUHG�WR�DV�HQG�V\VWHPV��(6V��DQG�DSSHDU

WKURXJKRXW�WKH�UHVW�RI�WKH�'*6$���7KH�WUDQVIHU�V\VWHP�LQFOXGHV�WKH�FRPPXQLFDWLRQ�SURWRFROV

LQWHJUDWHG�LQWR�HQG�V\VWHPV�DQG�UHOD\�V\VWHPV�DQG�WKH�LQWHUFRQQHFWLQJ�/&6V�DQG�&1V���/&6V

LSE LSECN
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DUH�FRQWUROOHG�ZLWKLQ�/6(V��EXW�&1V�DUH�QRW�FRQWUROOHG�ZLWKLQ�/6(V���)LJXUH�$���LOOXVWUDWHV

WKLV�JHQHULF�/6(�VHFXULW\�YLHZ�

(6

(6

/&6

(QYLURQPHQW

/6(

(QYLURQPHQW

/6(

56

(6

(6

/&6 &1

/6(

7UDQVIHU
6\VWHP

&1

(QYLURQPHQW

56

)LJXUH�$����6HFXULW\�YLHZ�RI�/6(V

$������ �&1�'HVFULSWLRQ

�����)LJXUH�$���VKRZV�WZR�W\SHV�RI�QHWZRUN�HOHPHQWV���,Q�RQH�W\SH�RI�QHWZRUN�HOHPHQW��H�J��

&1E���ERWK�HQGV�RI�WKH��SULYDWH��OLQN�DUH�ZLWKLQ�/6(V�DQG�FDQ�EH�SURWHFWHG�ZLWK�FRPSOHWH

WUDIILF�IORZ�VHFXULW\��7)6����,Q�WKH�RWKHU�W\SH�RI�QHWZRUN�HOHPHQW��L�H���&1D���RQH�HQG�RI�HDFK

OLQN�WHUPLQDWHV�LQ�WKH�FRPPHUFLDO�FRQWURO�]RQH��DQG�DGGUHVV�LQIRUPDWLRQ�LV�QHHGHG�E\�WKH

VZLWFKHV�LQ�WKH�FRPPHUFLDO�FRQWURO�]RQH��ZKLFK�OLPLWV�WKH�H[WHQW�RI�7)6�SRVVLEOH���2QH

FRQVHTXHQFH�RI�SURYLGLQJ�FRPSOHWH�7)6�EHWZHHQ�WZR�/6(V�LV�WKDW�WKH�OLQN�FDQQRW�EH�XVHG
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IRU�DQ\�RWKHU�SXUSRVH�DQG��WKXV��FUHDWHV�D�FORVHG�V\VWHP���*LYHQ�WKH�LPSRUWDQFH�RI

UHTXLUHPHQWV�IRU�RSHQ�V\VWHPV��DSSDUHQW�UHTXLUHPHQWV�IRU�FRPSOHWH�7)6�EHWZHHQ�/6(V

PXVW�EH�H[DPLQHG�YHU\�FDUHIXOO\���)LJXUH�$���SURYLGHV�H[DPSOHV�RI�WKH�QHWZRUN�HOHPHQW

YDULDWLRQV�WKDW�DUH�FRQVLVWHQW�ZLWK�WKH�JHQHULF�VHFXULW\�YLHZ�

)LJXUH�$����([DPSOH�YDULDWLRQV�RI�QHWZRUN�HOHPHQWV

#������5GEWTKV[�%QPEGRVU

7KH�REMHFWLYHV�IRU�VHFXULW\�LQ�VXFK�DQ�HQYLURQPHQW�DUH�WR�PDLQWDLQ�RSHQ�DQG

GLVWULEXWHG�FDSDELOLWLHV�DQG�\HW�EH�DEOH�WR�HVWDEOLVK�DQG�HQIRUFH�G\QDPLF�PLVVLRQ�DQG

'R'
6ZLWFK/6(

/6(

/6(

/6(

*DWHZD\

/6( &1E

3ULYDWH�/LQN

&1D

&RPPHUFLDO
&RQWURO�=RQH

/6(
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LQIRUPDWLRQ�VHFXULW\�SROLFLHV��$�VLPSOH�FKDUDFWHUL]DWLRQ�RI�VXFK�DQ�HQYLURQPHQW�LV�WKDW

UHVRXUFHV�DQG�LQIRUPDWLRQ�PD\�EH�VKDUHG�RU�LVRODWHG�DV�GHVLUHG�

6HYHUDO�VHFXULW\�FRQFHSWV�DUH�VHW�IRUWK��KHUH��WKDW�VXSSRUW�WKHVH�REMHFWLYHV�

LQIRUPDWLRQ�GRPDLQV��VWULFW�LVRODWLRQ��LQWHUGRPDLQ�LQIRUPDWLRQ�VKDULQJ�DQG�WUDQVIHU�

PXOWLGRPDLQ�LQIRUPDWLRQ�REMHFWV�DQG�SROLFLHV��DEVROXWH�SURWHFWLRQ��XQLIRUP�DFFUHGLWDWLRQ�

DQG�VHFXULW\�PDQDJHPHQW���7KHVH�VHFXULW\�FRQFHSWV�DUH�GLVFXVVHG�EHORZ�

$���������,QIRUPDWLRQ�'RPDLQV

7KH�PDQDJHPHQW�RI�LQIRUPDWLRQ�LV�DFFRPSOLVKHG�E\�LQGLYLGXDOV�DQG�JURXSV�RI

SHRSOH�ZKR�FUHDWH��FROOHFW��SURFHVV��FDWHJRUL]H��VWRUH��WUDQVIHU��DQG�FRPPXQLFDWH�SDUWLFXODU

LQIRUPDWLRQ���7KH�YDOXH�RI�WKDW�LQIRUPDWLRQ�DQG��WKHUHIRUH��WKH�UHTXLUHG�SURWHFWLRQ�RI�WKDW

LQIRUPDWLRQ�LV�GHWHUPLQHG�E\�WKH�JURXS���7KH�JURXS�GHWHUPLQHV�WKH�FRQGLWLRQV�IRU

DXWKRUL]HG�DFFHVV�WR�WKH�LQIRUPDWLRQ�DQG�WKH�FRQGLWLRQV�IRU�LQGLYLGXDOV�WR�EHFRPH�PHPEHUV

RI�WKH�JURXS��7KUHH�HOHPHQWV�DUH�QHFHVVDU\�IRU�WKLV�FRQFHSW�WR�EH�HPSOR\HG�

� $�JURXS�PXVW�KDYH�D�GHILQHG�PHPEHUVKLS�

� ,QIRUPDWLRQ�REMHFWV�PXVW�EH�XQLTXHO\�LGHQWLILHG�ZLWKLQ�WKH�GRPDLQ�RI�WKH�JURXS�

� 7KH�VHFXULW\�SROLF\�UHJDUGLQJ�WKH�SURWHFWLRQ�RI�DQG�DFFHVV�WR�WKH�LQIRUPDWLRQ

������������������REMHFWV�PXVW�EH�NQRZQ�DQG�DJUHHG�WR�E\�WKH�PHPEHUVKLS�

�����$Q�LQIRUPDWLRQ�GRPDLQ�LV�D�VHW�RI�XVHUV��LWV�LQIRUPDWLRQ�REMHFWV��DQG�D�VHFXULW\�SROLF\���$Q

LQIRUPDWLRQ�GRPDLQ�VHFXULW\�SROLF\�LV�WKH�VWDWHPHQW�RI�WKH�FULWHULD�IRU�PHPEHUVKLS�LQ�DQ

LQIRUPDWLRQ�GRPDLQ�DQG�WKH�UHTXLUHG�SURWHFWLRQ�RI�WKH�LQIRUPDWLRQ�REMHFWV���,QIRUPDWLRQ

GRPDLQV�DUH�QRW�KLHUDUFKLFDOO\�UHODWHG��DQG�WKH\�PD\�QRW�LPSOLFLWO\�RU�H[SOLFLWO\�LPSO\�D



113

VHQVLWLYLW\�UHODWHG�WR�PXOWLSOH�FDWHJRULHV�RI�VHQVLWLYLW\�

�����(DFK�LQIRUPDWLRQ�GRPDLQ�LV�LGHQWLILHG�XQLTXHO\���7KH�XQLTXH�LGHQWLILFDWLRQ�LQGLFDWHV

�GLUHFWO\�RU�LQGLUHFWO\��WKH�VHQVLWLYLW\�RI�DOO�WKH�LQIRUPDWLRQ�REMHFWV�LQ�DQ�LQIRUPDWLRQ�GRPDLQ�

$Q\�VHFXULW\�UHOHYDQW�DWWULEXWHV�RI�LQIRUPDWLRQ�REMHFWV�LQ�DQ�LQIRUPDWLRQ�GRPDLQ�PXVW�EH

WKH�VDPH�IRU�DOO�LQIRUPDWLRQ�REMHFWV�LQ�WKH�LQIRUPDWLRQ�GRPDLQ��WKDW�LV��WKHUH�PXVW�EH�QR

VHFXULW\�UHOHYDQW�GLVWLQFWLRQ�PDGH�DPRQJ�WKH�LQIRUPDWLRQ�REMHFWV�LQ�DQ�LQIRUPDWLRQ�GRPDLQ�

0HPEHUV�RI�DQ�LQIRUPDWLRQ�GRPDLQ�PD\�KDYH�GLIIHUHQW�VHFXULW\�UHODWHG�DWWULEXWHV�

)RU�H[DPSOH��VRPH�PHPEHUV�PLJKW�KDYH�5HDG�RQO\�SHUPLVVLRQ�IRU�LQIRUPDWLRQ�REMHFWV�LQ�DQ

LQIRUPDWLRQ�GRPDLQ��ZKLOH�RWKHU�PHPEHUV�PLJKW�KDYH�5HDG�DQG�:ULWH�SHUPLVVLRQV���6LQFH

DOO�LQIRUPDWLRQ�REMHFWV�LQ�DQ�LQIRUPDWLRQ�GRPDLQ�KDYH�WKH�VDPH�VHFXULW\�UHOHYDQW�DWWULEXWHV�

D�XVHU�ZKR�KDV�5HDG�DQG�:ULWH�SHUPLVVLRQV�LQ�DQ�LQIRUPDWLRQ�GRPDLQ�KDV�WKRVH�SHUPLVVLRQV

IRU�HYHU\�LQIRUPDWLRQ�REMHFW�LQ�WKH�LQIRUPDWLRQ�GRPDLQ�

$��������6WULFW�,VRODWLRQ

,QIRUPDWLRQ�V\VWHPV�WKDW�VXSSRUW�PXOWLSOH�LQIRUPDWLRQ�GRPDLQ�VHFXULW\�SROLFLHV�PXVW

DGRSW�D�SURWHFWLRQ�VWUDWHJ\�WKDW�SURYLGHV�D�EDVLV�IRU�VDWLVI\LQJ�DOO�RI�WKHP��2QH�VXFK�VWUDWHJ\�

WHUPHG�VWULFW�LVRODWLRQ��LV�WR�LVRODWH�RQH�LQIRUPDWLRQ�GRPDLQ�IURP�DQRWKHU��H[FHSW�ZKHQ�WKHUH�LV

DQ�H[SOLFLW�UHODWLRQVKLS�HVWDEOLVKHG���8QGHU�WKLV�VWUDWHJ\��DQ�LQIRUPDWLRQ�V\VWHP�PXVW�SURYLGH

PHFKDQLVPV�WKDW�PDLQWDLQ�VHSDUDWLRQ�RI�LQIRUPDWLRQ�GRPDLQV�LQ�ZD\V�WKDW�DUH�VDWLVIDFWRU\�WR

HDFK�RI�WKHP�

$������ �,QWHUGRPDLQ�,QIRUPDWLRQ�6KDULQJ�DQG�7UDQVIHU

6RPH�PLVVLRQ�UHTXLUHPHQWV�ZLOO�QHFHVVLWDWH�WKH�VKDULQJ�RU�WUDQVIHU�RI�LQIRUPDWLRQ
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REMHFWV�DPRQJ�LQIRUPDWLRQ�GRPDLQV���7KH�HVWDEOLVKPHQW�RI�QHZ�PLVVLRQ�IXQFWLRQV��QHZ

PLVVLRQ�DUHD�UHODWLRQVKLSV��RU�QHZ�RUJDQL]DWLRQV�DUH�H[DPSOHV�RI�HYHQWV�WKDW�FDQ�FUHDWH

UHTXLUHPHQWV�IRU�LQIRUPDWLRQ�VKDULQJ�DQG�WUDQVIHU�

7KH�VLPSOHVW�PHWKRG�RI�VKDULQJ�LQIRUPDWLRQ�LV�WR�DFFHSW�QHZ�PHPEHUV�LQWR�DQ

H[LVWLQJ�LQIRUPDWLRQ�GRPDLQ�DQG�WR�JUDQW�DFFHVV�SULYLOHJHV�WR�WKHP���:KHUH�D�QHHG�H[LVWV�WR

VKDUH�VRPH��EXW�QRW�DOO�RI�WKH�LQIRUPDWLRQ�REMHFWV�LQ�RQH�RU�PRUH�LQIRUPDWLRQ�GRPDLQV�ZLWK

PHPEHUV�RI�RWKHU�LQIRUPDWLRQ�GRPDLQV��D�QHZ�LQIRUPDWLRQ�GRPDLQ�PD\�EH�FUHDWHG�WR

FRQWDLQ�WKH�VKDUHG�LQIRUPDWLRQ�REMHFWV���7KH�QHZ�LQIRUPDWLRQ�GRPDLQ��OLNH�DQ\�RWKHU

LQIRUPDWLRQ�GRPDLQ��UHTXLUHV�D�VHFXULW\�SROLF\���7KH�PHPEHUV�RI�WKH�QHZ�LQIRUPDWLRQ

GRPDLQ�PD\�RU�PD\�QRW�EH�PHPEHUV�RI�WKH�LQIRUPDWLRQ�GRPDLQV�IURP�ZKLFK�LWV

LQIRUPDWLRQ�REMHFWV�ZHUH�REWDLQHG�

,QIRUPDWLRQ�REMHFWV�FDQ�EH�WUDQVIHUUHG�EHWZHHQ�WZR�LQIRUPDWLRQ�GRPDLQV�RQO\�LQ

DFFRUGDQFH�ZLWK�HVWDEOLVKHG�UXOHV��FRQGLWLRQV��DQG�SURFHGXUHV�H[SUHVVHG�LQ�WKH�VHFXULW\

SROLF\�RI�HDFK�RI�WKHP���7KH�WUDQVIHU�FDQ�EH�DFFRPSOLVKHG�RQO\�E\�D�XVHU�ZKR�LV�D�PHPEHU

RI�ERWK�WKH�VHQGLQJ�DQG�UHFHLYLQJ�LQIRUPDWLRQ�GRPDLQV�DQG��LI�UHTXLUHG�E\�WKH�LQIRUPDWLRQ

GRPDLQ�SROLFLHV��KDV�EHHQ�JUDQWHG�WKH�DSSURSULDWH�SULYLOHJHV��H�J����UHOHDVH�DXWKRULW\���

7KH�WUDQVIHU�RI�LQIRUPDWLRQ�REMHFWV�EHWZHHQ�LQIRUPDWLRQ�GRPDLQV�PD\�EH

LPSOHPHQWHG�DV�D�PRYH�RSHUDWLRQ��LQ�ZKLFK�WKH�LQIRUPDWLRQ�REMHFW�QR�ORQJHU�H[LVWV�LQ�WKH

RULJLQDWLQJ�LQIRUPDWLRQ�GRPDLQ��RU�DV�D�FRS\�RSHUDWLRQ��LQ�ZKLFK�WKH�LQIRUPDWLRQ�REMHFW

H[LVWV�LQ�ERWK�LQIRUPDWLRQ�GRPDLQV��
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$������ �0XOWLGRPDLQ�,QIRUPDWLRQ�2EMHFWV�DQG�3ROLFLHV

7KH�PLVVLRQV�RI�PRVW�RUJDQL]DWLRQV�UHTXLUH�WKDW�WKHLU�PHPEHUV�RSHUDWH�LQ�PRUH�WKDQ

RQH�LQIRUPDWLRQ�GRPDLQ��7R�FDUU\�RXW�WKHLU�PLVVLRQ��XVHUV�PD\�QHHG�WR�SURFHVV�LQIRUPDWLRQ

REMHFWV�IURP�VHYHUDO�LQIRUPDWLRQ�GRPDLQV�FRQFXUUHQWO\���2IWHQ��D�XVHU�PD\�KDYH�D�SHUFHSWLRQ

WKDW�D�FROOHFWLRQ�RI�LQIRUPDWLRQ�REMHFWV�IURP�GLIIHUHQW�LQIRUPDWLRQ�GRPDLQV�LV�D�VLQJOH�

FRPSRVLWH�LQIRUPDWLRQ�REMHFW���6XFK�D�FRPSRVLWH�LQIRUPDWLRQ�REMHFW�LV�UHIHUUHG�WR�DV�D

PXOWLGRPDLQ�LQIRUPDWLRQ�REMHFW���7KLV�SHUFHSWLRQ�PXVW�EH�DFKLHYHG�ZLWKRXW�FRPELQLQJ�UHDO

LQIRUPDWLRQ�REMHFWV�IURP�GLIIHUHQW�LQIRUPDWLRQ�GRPDLQV�WR�FUHDWH�UHDO�PXOWLGRPDLQ

LQIRUPDWLRQ�REMHFWV�

$������ �$EVROXWH�3URWHFWLRQ

6LQFH�RSHQ�V\VWHPV�PD\�FRQVLVW�RI�DQ�XQERXQGHG�QXPEHU�RI�XQNQRZQ

KHWHURJHQHRXV�/6(V�DQG�LW�PD\�EH�QHFHVVDU\�WR�FRPPXQLFDWH�ZLWK�DQ\�RI�WKHP��V\VWHP

VHFXULW\�DUFKLWHFWV�PXVW�KDYH�D�UDWLRQDO�EDVLV�IRU�SURWHFWLRQ�GHFLVLRQV�LQ�VXFK�DQ

HQYLURQPHQW���,Q�WKLV�HQYLURQPHQW��LW�LV�QR�ORQJHU�SRVVLEOH�WR�UHO\�XSRQ�WKH�DVVXUDQFHV

SURYLGHG�E\�SK\VLFDOO\�VHSDUDWHG�QHWZRUNV�RU�FU\SWRJUDSKLFDOO\�LVRODWHG�/6(V���,QIRUPDWLRQ

GRPDLQV�PXVW�UHO\�RQ�WKH�SURWHFWLRQV�DIIRUGHG�E\�D�KHWHURJHQHRXV�FROOHFWLRQ�RI�/6(V���7KH

FRQFHSW�RI�DEVROXWH�SURWHFWLRQ�LV�VHW�IRUWK�WR�SURYLGH�D�IUDPHZRUN�IRU�DFKLHYLQJ�XQLIRUPLW\�RI

SURWHFWLRQ�LQ�DOO�LQIRUPDWLRQ�V\VWHPV�VXSSRUWLQJ�D�SDUWLFXODU�LQIRUPDWLRQ�GRPDLQ���,W�GLUHFWV

LWV�DWWHQWLRQ�WR�WKH�SUREOHPV�FUHDWHG�E\�WKH�LQWHUFRQQHFWLRQ�RI�/6(V�WKDW�SURYLGH�GLVSDUDWH

VWUHQJWKV�RI�VHFXULW\�SURWHFWLRQ�
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$���������8QLIRUP�$FFUHGLWDWLRQ

7KH�FRQFHSWV�RI�LQIRUPDWLRQ�GRPDLQV��VWULFW�LVRODWLRQ��DQG�DEVROXWH�SURWHFWLRQ�ZRUN

WRJHWKHU�WR�SURYLGH�WKH�EDVLV�IRU�DFKLHYLQJ�D�KLJK�GHJUHH�RI�XQLIRUPLW\�LQ�DFFUHGLWDWLRQ�

(DFK�/6(�LV�HYDOXDWHG�DJDLQVW�WKH�VHFXULW\�SROLF\�RI�HDFK�LQIRUPDWLRQ�GRPDLQ�WKDW�LW

VXSSRUWV���7KH�REMHFWLYH�LV�WR�KDYH�HTXLYDOHQW�SURWHFWLRQ�LQ�DOO�/6(V�WKDW�VXSSRUW�D�JLYHQ

LQIRUPDWLRQ�GRPDLQ�

$���������6HFXULW\�0DQDJHPHQW

6HFXULW\�PDQDJHPHQW�LV�D�SDUWLFXODU�LQVWDQFH�RI�LQIRUPDWLRQ�V\VWHP�PDQDJHPHQW�

6HFXULW\�PDQDJHPHQW�LV�FHQWUDO�WR�WKH�SURSHU�RSHUDWLRQ�RI�SURWHFWHG�/6(V�DQG�WKHLU

FRPSRQHQW�SDUWV��ERWK�VHSDUDWHO\�DQG�MRLQWO\���:LWKLQ�WKH�'*6$��VHFXULW\�PDQDJHPHQW

SHUIRUPV�PDQ\�FULWLFDO�IXQFWLRQV�LQ�VXSSRUW�RI�LWV�UHTXLUHPHQWV��VHFXULW\�VHUYLFH�DOORFDWLRQV�

DQG�VHFXULW\�FRQFHSWV�

6HFXULW\�PDQDJHPHQW�LV�FRQFHUQHG�ZLWK�DOO�DVSHFWV�RI�SURWHFWLRQ�RI�/6(V��SURWHFWLRQ�ZLWKLQ

/6(V��DQG�SURWHFWLRQ�DPRQJ�/6(V���)RU�H[DPSOH��VHFXULW\�PDQDJHPHQW�LQFOXGHV�WKH�FRQWURO

RI�SK\VLFDO�DFFHVV�WR�IDFLOLWLHV��WKH�PDLQWHQDQFH�RI�LQIRUPDWLRQ�GRPDLQ�VHFXULW\�SROLFLHV��WKH

LQYRFDWLRQ�RI�SDUWLFXODU�VHFXULW\�PHFKDQLVPV�LQ�HQG�V\VWHPV��DQG�WKH�FRQWURO�DQG�SURWHFWLRQ

RI�FRPPXQLFDWLRQV�EHWZHHQ�/6(V�

#�������5GEWTKV[�5GTXKEGU

7KH�'*6$�DVVLJQV�FHUWDLQ�IL[HG�VHFXULW\�VHUYLFH�DOORFDWLRQV�WR�GRFWULQDO�VHFXULW\
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PHFKDQLVPV��)RU�WKH�GHVLJQHU�RI�PRUH�VSHFLILF�VHFXULW\�DUFKLWHFWXUHV��FKRLFHV�PXVW�EH�PDGH

UHJDUGLQJ�VHFXULW\�VHUYLFH�DOORFDWLRQV�DQG�W\SHV�RI�VHFXULW\�PHFKDQLVPV�

$Q�/6(�DQG�LWV�FRPSRQHQWV�PXVW�VDWLVI\�HDFK�RI�WKH�LQIRUPDWLRQ�GRPDLQ�VHFXULW\

SROLFLHV�IRU�ZKLFK�LW�LV�DFFUHGLWHG����7KH�/6(�LV�WKH�SULQFLSDO�ORFDWLRQ�IRU�GLUHFW

LPSOHPHQWDWLRQ�RI�GRFWULQDO�VHFXULW\�PHFKDQLVPV��EXW�ORFDO�VHFXULW\�PHFKDQLVPV�PD\�UHO\

XSRQ�UHPRWH�V\VWHPV�WR�SURYLGH�LQLWLDO�FDSDELOLWLHV�DQG�OLIH�F\FOH�VXSSRUW��

�����7KH�VHFXULW\�VHUYLFHV�RI�,62���������DXWKHQWLFDWLRQ��DFFHVV�FRQWURO��GDWD�FRQILGHQWLDOLW\�

GDWD�LQWHJULW\��DQG�QRQUHSXGLDWLRQ��DUH�H[WHQGHG�LQ�WKHLU�GHILQLWLRQV�IRU�XVH�LQ�WKH�'*6$

EH\RQG�FRPPXQLFDWLRQV���7KH�'*6$�DOVR�LQFOXGHV�DYDLODELOLW\�DPRQJ�WKH�VHFXULW\�VHUYLFHV�

6HFXULW\�VHUYLFHV�DUH�LPSOHPHQWHG�LQ�/6(V�LQ�WKH�IRUP�RI�SK\VLFDO��SHUVRQQHO��DQG

DGPLQLVWUDWLYH�VHFXULW\�PHFKDQLVPV�

$��������0HFKDQLVPV�IRU�,GHQWLILFDWLRQ�DQG�$XWKHQWLFDWLRQ

$XWKHQWLFDWLRQ�RI�WKH�FODLPHG�LGHQWLWLHV�RI�LQGLYLGXDOV��DV�LQGLYLGXDOV�RU�DV�PHPEHUV

RI�D�JURXS��LV�D�W\SLFDO�VHFXULW\�SROLF\�UHTXLUHPHQW���$XWKHQWLFDWLRQ�PHFKDQLVPV�SURYLGH

YDU\LQJ�GHJUHHV�RI�FUHGLELOLW\�WKDW�VXFK�FODLPV�DUH�FRUUHFW���$XWKHQWLFDWLRQ�UHVSRQVLELOLWLHV�DUH

RIWHQ�VKDUHG�EHWZHHQ�GRFWULQDO��KDUGZDUH��DQG�VRIWZDUH�PHFKDQLVPV�

7KH�XVH�RI�NH\V�ZLWK�ORFNV��SDVVZRUGV��RU�FLSKHU�ORFN�FRGHV�DXWKHQWLFDWHV�LGHQWLW\

RQO\�WR�WKH�H[WHQW�RI�WKH�SUREDELOLW\�WKDW�WKH�SUHVHQWHU�LV�D�YDOLG�KROGHU�RI�WKH�REMHFW�RU

LQIRUPDWLRQ�

$���������0HFKDQLVPV�IRU�$FFHVV�&RQWURO

$FFHVV�FRQWURO�PHFKDQLVPV�HQIRUFH�VHFXULW\�SROLF\�UHTXLUHPHQWV�IRU�WKH�LVRODWLRQ�RI
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DVVHWV�DQG�LQIRUPDWLRQ�IURP�SHRSOH�DQG�WKHLU�DJHQWV���$FFHVV�FRQWURO�PHFKDQLVPV�DOVR

SHUPLW�DXWKRUL]HG�DFFHVV�WR�DVVHWV�DQG�LQIRUPDWLRQ���7KH�ILUVW�OLQH�RI�SURWHFWLRQ�IRU�DFFHVV

FRQWURO�LV�WKURXJK�PHFKDQLVPV�WKDW�FRQWURO�DFFHVV�WR�WKH�IDFLOLWLHV��H�J���EXLOGLQJV��URRPV�

FRQWDLQLQJ�WKH�HQG�V\VWHPV��UHOD\�V\VWHPV��DQG�/&6V���.H\��FRPELQDWLRQ��DQG�F\SKHU�ORFNV

DUH�FRPPRQ�PHFKDQLVPV�IRU�FRQWUROOLQJ�DFFHVV�WR�IDFLOLWLHV�

7KH�QH[W�OLQH�RI�SURWHFWLRQ�IRU�DFFHVV�FRQWURO�LQYROYHV�WKH�UHVSRQVLELOLW\�RI�KDUGZDUH

DQG�VRIWZDUH�IHDWXUHV�RI�WKH�HQG�V\VWHPV�DQG�UHOD\�V\VWHPV���$FFHVV�FRQWURO�PHFKDQLVPV�FDQ

DOVR�FRQWULEXWH�WR�WKH�SURYLVLRQ�RI�FRQILGHQWLDOLW\��LQWHJULW\��DQG�DYDLODELOLW\�VHUYLFHV�

LQGHSHQGHQW�DVSHFWV�RI�WKHVH�VHUYLFHV�DUH�SUHVHQWHG�LQ�WKH�IROORZLQJ�VHFWLRQV�

$���������0HFKDQLVPV�IRU�&RQILGHQWLDOLW\

&RQILGHQWLDOLW\�PHFKDQLVPV�VDWLVI\�VHFXULW\�SROLF\�UHTXLUHPHQWV�WR�SURWHFW

LQIRUPDWLRQ�IURP�XQDXWKRUL]HG�GLVFORVXUH���7KH�PDMRU�DSSOLFDWLRQV�RI�GRFWULQDO

FRQILGHQWLDOLW\�PHFKDQLVPV�LQ�/6(V�LQYROYH�YLGHR�GLVSOD\V��SULQWLQJ�GHYLFHV��VRXQGV��DQG

QRQ�YLGHR�HOHFWURPDJQHWLF�HPDQDWLRQV�

$���������0HFKDQLVPV�IRU�,QWHJULW\

,QWHJULW\�PHFKDQLVPV�UHVSRQG�WR�VHFXULW\�SROLF\�UHTXLUHPHQWV�WR�SURWHFW�LQIRUPDWLRQ

DQG�RWKHU�V\VWHP�DVVHWV�IURP�XQDXWKRUL]HG�PRGLILFDWLRQ���7KH�PDMRU�DSSOLFDWLRQV�RI

GRFWULQDO�LQWHJULW\�PHFKDQLVPV�LQ�/6(V�LQYROYH�WKH�FRUUHFWQHVV�RI�HQG�V\VWHP�DQG�UHOD\

V\VWHP�KDUGZDUH�DQG�VRIWZDUH�DQG�WKH�FRUUHFW�IXQFWLRQLQJ�DQG�XVH�RI�RWKHU�GRFWULQDO�VHFXULW\

PHFKDQLVPV�
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$���������0HFKDQLVPV�IRU�1RQ�5HSXGLDWLRQ

1RQUHSXGLDWLRQ�PHFKDQLVPV�VXSSRUW�VHFXULW\�SROLF\�UHTXLUHPHQWV�IRU�SURRI�RI

GHOLYHU\�DQG�SURRI�RI�RULJLQ�RI�LQIRUPDWLRQ�WUDQVDFWLRQV�

$���������0HFKDQLVPV�IRU�$YDLODELOLW\

$YDLODELOLW\�PHFKDQLVPV�LQ�FRPPXQLFDWLRQV�QHWZRUNV�DQG�/6(V�VDWLVI\�VHFXULW\

SROLF\�UHTXLUHPHQWV�IRU�DYDLODELOLW\�RI�FRPPXQLFDWLRQV�DQG�SURFHVVLQJ�UHVRXUFHV�

$����6XPPDU\

'*6$�LV�DQ�DUFKLWHFWXUH�WKDW�FRXOG�EH�LPSOHPHQWHG�EHWZHHQ�GLVWULEXWHG

KHWHURJHQHRXV�V\VWHPV�WR�VKDUH�DQG�WUDQVIHU�GDWD�EHWZHHQ�WKHP��,W�XVHG�LQIRUPDWLRQ

GRPDLQV�DV�WKH�PHFKDQLVP�EHWZHHQ�V\VWHPV�WKDW�HQDEOHV�HDFK�V\VWHP�WR�VKDUH�DQG�WUDQVIHU

GDWD�WR�RWKHU�V\VWHPV�

$Q�LQIRUPDWLRQ�'RPDLQ�>'� ��2��0��3�@�FRPELQHV�WKH�IROORZLQJ�

•���$�VHW�RI�LQIRUPDWLRQ�2EMHFWV��2���LGHQWLILDEOH�DV�EHORQJLQJ��ILOHV��SURJUDPV��WR�WKH

�����GRPDLQ�

•���$�VHW�RI��KXPDQ��PHPEHUV��0��RI�WKH�GRPDLQ�

•���$Q�LQIRUPDWLRQ�GRPDLQ�VHFXULW\�SROLF\��3��WKDW�LQFOXGHV�

������WKH�UHTXLUHPHQWV�IRU�PHPEHUVKLS

������WKH�UXOHV�RI�DFFHVV�E\�PHPEHUV�WR�LQIRUPDWLRQ�REMHFWV�RI�WKH�GRPDLQ

������WKH�UXOHV�RI�LPSRUW�DQG�H[SRUW�RI�LQIRUPDWLRQ�IURP�WR�RWKHU�LQIRUPDWLRQ



120

������GRPDLQV

������WKH�UHTXLUHG�SURWHFWLRQ�RI�WKH�LQIRUPDWLRQ�REMHFWV�RI�WKH�GRPDLQ�

�����7KH�IROORZLQJ�OLVW�VXPPDUL]HV�WKH�GHWDLOV�RI�WKH�VHFXULW\�SROLF\�RI�DQ�LQIRUPDWLRQ

GRPDLQ��6HH�)LJXUH�$���

D���$OO�LQIRUPDWLRQ�REMHFWV�LQ�DQ�LQIRUPDWLRQ�GRPDLQ�KDYH�LGHQWLFDO�VHFXULW\

������DWWULEXWHV�

E���$OO�PHPEHUV�RI�DQ�LQIRUPDWLRQ�GRPDLQ�QHHG�QRW�KDYH�HTXDO�DFFHVV�WR�LWV

�������LQIRUPDWLRQ�REMHFWV�

F���$�JLYHQ�PHPEHU�KDV�LGHQWLFDO�DFFHVV�ULJKWV�WR�DOO�LQIRUPDWLRQ�REMHFWV�LQ�DQ

��������LQIRUPDWLRQ�GRPDLQ

G���1R�LQIRUPDWLRQ�REMHFW�EHORQJV�WR�PRUH�WKDQ�RQH�LQIRUPDWLRQ�GRPDLQ�

H���,QGLYLGXDOV�PD\�EH�PHPEHUV�RI�PRUH�WKDQ�RQH�LQIRUPDWLRQ�GRPDLQ�

I���7UDQVIHU�RI�LQIRUPDWLRQ�EHWZHHQ�GRPDLQV�RFFXUV�RQO\�LQ�DFFRUGDQFH�ZLWK�WKH

�������SROLFLHV�RI�ERWK�WKH�H[SRUWLQJ�DQG�LPSRUWLQJ�GRPDLQV�

J���7UDQVIHU�RI�LQIRUPDWLRQ�EHWZHHQ�LQIRUPDWLRQ�GRPDLQV�FDQ�EH�DFFRPSOLVKHG�RQO\

������E\�D�PHPEHU�RI�ERWK�WKH�H[SRUWLQJ�DQG�LPSRUWLQJ�GRPDLQV�

K���3URWHFWLRQV�UHTXLUHPHQWV�IRU�DQ�LQIRUPDWLRQ�GRPDLQ�DUH�VWDWHG�LQGHSHQGHQWO\

������RI�DQ\�RWKHU�LQIRUPDWLRQ�GRPDLQ�
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���������������� ����������$�������������������%�������%�������������������������$�

������V\VWHP�$���������$�%���������������������������������������������������������%�$�����������V\VWHP�%

$����������������������$� ���������������������������������%��������������������������������������%�&
��$�

� ���� &� �������&�
$�&

$�

�����������������������������������������&�$������������������������&�%

���������������������������� � �����V\VWHP�&

���&� ��������&�

��������������������������� ������)LJXUH�$����'*6$�DUFKLWHFWXUH

7KH�DUFKLWHFWXUDO�GHVLJQ�RI�'*6$�VSHFLILHV�WKDW�LI�GLVWULEXWHG�V\VWHPV�ZLWK

KHWHURJHQHRXV�GDWDEDVHV�GHVLUH�WR�VKDUH�GDWD�WRJHWKHU��WKHQ�HDFK�V\VWHP�

���PXVW�KDYH�D�PXWXDO�DJUHHPHQW�ZLWK�HYHU\�RWKHU�V\VWHP��WKLV�DJUHHPHQW�ZLOO

FUHDWH�D�PXWXDO�SROLF\�EHWZHHQ�WKH�WZR�V\VWHPV�

���PXVW�VSHFLI\��DFFRUGLQJ�WR�WKH�PXWXDO�SROLF\���WKH�LQIRUPDWLRQ�GRPDLQV�WKDW�ZLOO

EH�FUHDWHG�EHWZHHQ�WKH�WZR�V\VWHPV��WKHLU�VHFXULW\�SROLF\��WKH�W\SHV�DQG�QDPHV�RI
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LQIRUPDWLRQ�REMHFWV�WKDW�ZLOO�EHORQJ�WR�HDFK�LQIRUPDWLRQ�GRPDLQ��DQG�WKH�XVHUV�ZKR

ZLOO�DFFHVV�WKHVH�LQIRUPDWLRQ�REMHFWV��LQ�HDFK�LQIRUPDWLRQ�GRPDLQ�DFFRUGLQJ�WR�WKH

LQIRUPDWLRQ�GRPDLQ�VHFXULW\�SROLF\�

���VSHFLILHV��DFFRUGLQJ�WR�WKH�PXWXDO�SROLF\��WKH�ORFDWLRQ�RI�HDFK�LQIRUPDWLRQ�GRPDLQ

DQG�WKH�PHWKRGV�RI�FRPPXQLFDWLRQ��WR�DFFHVV�LW�
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%LEOLRJUDSK\
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%LEOLRJUDSK\

                                                          

>���@��'HSDUWPHQW�RI�'HIHQVH��'2'��*RDO�6HFXULW\�$UFKLWHFWXUH��'*6$���&HQWHU�IRU
�������,QIRUPDWLRQ�6\VWHP�6HFXULW\�3URJUDP��9HUVLRQ������$XJXVW������

>���@�'LVFUHWH�0DWKHPDWLFV��6HFRQG�(GLWLRQ��E\�.��5RVV�DQG�&��:ULJKW�������

>���@�&U\SWRJUDSK\�DQG�'DWD�6HFXULW\��E\�'RURWK\�'HQQLQJ�������

>���@�'DWD�	�&RPSXWHU�6HFXULW\��'LFWLRQDU\�RI�6WDQGDUGV�&RQFHSWV�DQG�7HUPV��E\�'HQQLV
�������/RQJOH\�	�0LFKDHO�6KDLQ�������

>���@�$�/DWWLFH�0RGHO�RI�6HFXUH�,QIRUPDWLRQ�)ORZ��E\�'�(��'HQQLQJ��&RPPXQLFDWLRQ�RI
������$&0��������YRO�����QR����SS���������
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